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Introduction 

Good morning Chairman Butterfield, Ranking Member Steil, and members of the subcommittee. 
Thank you very much for giving me the chance to testify on the impact of disinformation 
targeted at communities of color. I would also like to extend thanks to the other witnesses 
providing testimony during this hearing and to my colleagues and collaborators at the University 
of Texas at Austin.  

,�OHDG�WKH�3URSDJDQGD�5HVHDUFK�/DE�DW�87�$XVWLQ¶V�&HQWHU�IRU�0HGLD�(QJDJHPHQW��&0(���2XU�
team at CME works across multiple fields in ordHU�WR�KHOS�IRVWHU�DQG�PDLQWDLQ�³D�YLEUDQW�
American media ecosystem that more effectively empowers the public to understand, 
DSSUHFLDWH��DQG�SDUWLFLSDWH�LQ�WKH�GHPRFUDWLF�H[FKDQJH�RI�LGHDV�´1 The Propaganda Research 
Lab specializes in the study of how emerging media technologies±from social media to virtual 
reality±are leveraged in efforts to manipulate public opinion. Crucially, we work to develop 
research, technological, as well as policy-based solutions to this growing informational problem. 
During my career I have focused on conducting empirical research into how internet-based 
platforms such as Facebook, YouTube, and WhatsApp are used to spread mis- and dis- 
information, coordinated political trolling campaigns, and other forms of malign influence. In 
particular, I concentrate upon computational propaganda2: how online automation (often in the 
form of software-GULYHQ�³ERWV´���DOJRULWKPV��DQG�RWKHU�GLJLWDO�WRROV�DUH�XVHG�WR�DPSOLI\�DQG�
suppress various streams of propaganda.  

In the last five years, I have begun focusing upon the human consequences of computational 
propaganda3. Rather than seeing growing issues like disinformation as technological problems 
with technological solutions, I view them as deeply-rooted social problems magnified by new 
communication tools. My team has begun to focus on how communities of color and diaspora 
communities±groups crucial to the success of a vibrant U.S. democracy±are specifically 
targeted with malicious online influence campaigns during elections. Our work centers the 
perspectives and experiences of these communities and their own sense-making and 
evaluations of contemporary informational problems. 

-XVW�ODVW�PRQWK��WKH�3URSDJDQGD�5HVHDUFK�/DE�SXEOLVKHG�WKH�SDSHU�³(VFDSLQJ�WKH�0DLQVWUHDP"�
Pitfalls and Opportunities of Encrypted Messaging Apps and Diaspora Communities in the 

 
1 Center for Media Engagement (2022). About us. https://mediaengagement.org/about-us/ 
2 Woolley, S. C., & Howard, P. N. (Eds.). (2018). Computational propaganda: Political parties, politicians, and political 
manipulation on social media. Oxford University Press. 
3 Joseff, K., & Woolley, S. (2019). The human consequences of computational propaganda: Eight case studies from 
the 2018 U.S. midterm elections. Institute for the Future. 
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_Executive_Summary_comp.prop_W_05.07.19_0
1.pdf 

https://mediaengagement.org/
https://mediaengagement.org/about-us/
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_Executive_Summary_comp.prop_W_05.07.19_01.pdf
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_Executive_Summary_comp.prop_W_05.07.19_01.pdf
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8�6�´4, which I have attached here in my written testimony. In this paper we explore the ways 
diaspora communities use apps like WhatsApp and Telegram to communicate and organize 
democratically, but also how they are targeted with disinformation and other forms of political 
PDQLSXODWLRQ��)RU�WKH�SXUSRVHV�RI�WKLV�ZRUN��ZH�XVH�WKH�WHUP�³GLDVSRUD�FRPPXQLWLHV´�WR�LQFOXGH�
people who told us that they regularly use EMAs to communicate with people in their country of 
origin or where their family is from, with individuals who share their cultural context, and with 
people living in the U.S. identifying with the same community. While this approach risks over-
including individuals who are not part of identical communities, the connecting thread for our 
research is the usage of these apps. Our definition also aims to avoid the dominant rationale for 
the homogenization of people from non-white communities in the U.S. Instead of basing our 
study on sociologically deterministic inclusion/exclusion criteria, we follow well-established 
conceptualizations that subvert the determinist scheme in which any nation is portrayed as a 
SURGXFW�RI�VSHFLILF�VRFLRORJLFDO�FRQGLWLRQV��LQVWHDG��WKH�QDWLRQ�LV�DQ�³LPDJLQHG�Solitical 
community.´5 

This work informs recently initiated analysis focused on electoral disinformation and electoral 
propaganda spread during the 2022 midterms supported via a new grant received from the John 
6��DQG�-DPHV�/��.QLJKW�)RXQGDWLRQ��³$GGUHVVLQJ�'LVLQIRUPDWLRQ�&DPSDLJQV�Against Diaspora 
&RPPXQLWLHV�RQ�(QFU\SWHG�0HVVDJLQJ�$SSOLFDWLRQV´� 6 Finally, I am working on the second 
paper for a two-part report commissioned by the group Protect Democracy±the first paper7 for 
this series is attached in this testimony. This project specifically focuses on building research-
based understandings of how communities of color in Arizona, Georgia, and Wisconsin are 
contending with electoral disinformation and propaganda. I offer preliminary results of the 
forthcoming original study (part two of the report) in the following pages. 

Today, I will focus on four key points drawn from these±and several other±Propaganda 
Research Lab studies:  

1. Encrypted messaging apps are critical vectors for false and misleading information: Chat 
apps are important platforms for democratic communication, and particularly so among 
diaspora communities. Their particularities and design, however, make them attractive 

 
4 Trauthig, I. K., & Woolley, S. (2022, March). Escaping the mainstream? Pitfalls and opportunities of encrypted 
messaging apps and diaspora communities in the U.S. Center for Media Engagement. 
https://mediaengagement.org/research/encrypted-messaging-apps-and-diasporas 
5 Anderson, B. (2006). Imagined communities: Reflections on the origin and spread of nationalism. Verso Books. 
6 Knight Foundation (2022, April 7). Nine universities and nonprofits awarded more than $1.2 million from Knight 
Foundation to combat disinformation in communities of color. https://knightfoundation.org/press/releases/nine-
universities-and-nonprofits-awarded-more-than-1-2-million-from-knight-foundation-to-combat-disinformation-on-
communities-of-color/ 
7 Woolley, S., & Kumleben, M. (2021, November). At the epicenter: Electoral propaganda in targeted communities of 
color. Protect Democracy. https://s3.documentcloud.org/documents/21099928/at-the-epicenter-electoral-propaganda-
in-targeted-communities-of-color.pdf 

https://mediaengagement.org/
https://mediaengagement.org/research/encrypted-messaging-apps-and-diasporas
https://knightfoundation.org/press/releases/nine-universities-and-nonprofits-awarded-more-than-1-2-million-from-knight-foundation-to-combat-disinformation-on-communities-of-color/
https://knightfoundation.org/press/releases/nine-universities-and-nonprofits-awarded-more-than-1-2-million-from-knight-foundation-to-combat-disinformation-on-communities-of-color/
https://knightfoundation.org/press/releases/nine-universities-and-nonprofits-awarded-more-than-1-2-million-from-knight-foundation-to-combat-disinformation-on-communities-of-color/
https://s3.documentcloud.org/documents/21099928/at-the-epicenter-electoral-propaganda-in-targeted-communities-of-color.pdf
https://s3.documentcloud.org/documents/21099928/at-the-epicenter-electoral-propaganda-in-targeted-communities-of-color.pdf
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targets for false and misleading information, and difficult venues for interventions by 
platforms and governments. 

2. Minority groups are targeted by unique strains of propaganda: Specific content is drafted 
as well as tactical behavior employed to influence minority groups. These targeted 
messages undermine our democracy as they work to alienate and disengage minority 
groups. The specific, often transnational, tactics challenge content moderation and fact 
checking efforts and regularly rely on cross-platform communication.  

3. COVID-19 dis- and misinformation affecting communities of color: For a range of reasons, 
including historical injustices around medical research, racism inherent in the medical 
system, distrust around vaccinations, and the confluence of social media promotions of 
alternative treatments, false information around COVID-19 severely affects communities 
of color. As COVID-19 has become a highly politicized issue, it also intersects with and 
permeates election-related dis- and misinformation. 

4. Structural factors of our information environment inhibit the democratic inclusion of 
communities of color: These structural issues are related to long-term efforts of controlling 
PLQRULW\� JURXSV¶� DFFHVV� WR�� DQG� XQGHUVWDQGLQJV� RI�� WKH� FRXQWU\¶V� HOHFWRUDO� DQG�PHGLD�
V\VWHPV��2QOLQH�DWWHPSWV�DW�XQGHUPLQLQJ�RXU�GHPRFUDF\�E\� WKZDUWLQJ�PLQRULW\�JURXSV¶�
democratic participation are concerning developments. They become exacerbated by 
existing structures of disadvantage and offline propaganda. 

,�ZDQW�WR�EH�FOHDU�RQ�ZKDW�,�PHDQ�ZKHQ�,�VD\�³HOHFWRUDO�GLVLQIRUPDWLRQ´��IDOVH�FRQWHQW�purposely  
spread during elections with the intent to disinform, demobilize, and/or disenfranchise voters 
DQG�WKRVH�LQYROYHG�LQ�RWKHU�IRUPV�RI�FLYLF�HQJDJHPHQW��³(OHFWRUDO�SURSDJDQGD´�LV�D�EURDGHU�WHUP�
that encapsulates other intentional efforts to manipulate public opinion through illicit means 
ranging from the purposeful spread of false content±disinformation±to politically motivated 
harassment and trolling. 

KEY POINT ONE 

Encrypted messaging apps are critical vectors for false and misleading information 

Over the last several years, our research at the Center for Media Engagement's Propaganda 
Research Lab has focused upon platforms that do not squarely fall into the purview of what is 
conventionally understood as social media. We specifically investigate (often-encrypted) chat 
and messaging apps such as WhatsApp, Telegram, or Signal. Some of these apps rose to fame 
when far-right groups were deplatformed from the social media platform Parler after January 6, 

https://mediaengagement.org/
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2021, only to congregate on the chat app Telegram soon thereafter.8 Others, such as 
WhatsApp, are not as widely used across the U.S. general population as they are in other 
countries, but they are used disproportionately more among demographic groups defined by 
intersecting identities of race/ethnicity, and membership in diaspora communities. 

For example, according to data from the Pew Research Center, 42% of Hispanic Americans use 
WhatsApp, 24% of Black Americans do so, compared to 13% of white Americans.9 Our own 
survey research, representative of the U.S. population, also confirms this, and underscores how 
WhatsApp as a platform for political discussion is more used among Hispanic Americans, Asian 
Americans, Black Americans, as well as among those identifying with two or more racial/ethnic 
categories than it is used among non-Hispanic whites.10  

In our research, we investigate and describe central mechanisms and defining features of 
encrypted messaging apps. These apps are, in many cases, immersed in everyday life and 
constitute critical communicative infrastructures11 among networks of trusted connections, 
coworkers, friends, and family. They are important and valuable civic spaces, while at the same 
time nefarious actors can engage their specificities to fly under the radar and promote false and 
misleading information. It is precisely when propagandists who want to spread false or 
misleading information are able to penetrate these spaces±defined by trust, close relationships, 
and authenticity±that their influence operations are ever-more damaging. 

One mechanism that is particularly important when discussing the role of encrypted chat apps±
and that my team finds across many such apps±is what we call cascade logic. By this, we mean 
the ways in which encrypted chat and messaging apps serve as points through which 
LQIRUPDWLRQ�LV�HLWKHU�³WUDIILFNHG�XSVWUHDP��PDNLQJ�LWV�ZD\�IURP�SULYDWH�FRQYHUVDWLRQV�LQWR�WKH�
PDLQVWUHDP��´�RU�³GRZQVWUHDP��DOORZLQJ�LQIRUPDWLRQ�WR�ZLWKGUDZ�IURP�WKH�SXEOLF�H\H��´12 What is 
important here is that as information moves WKURXJK�FKDW�DSSV��LW�FDQ�HDVLO\�JHW�³GLVWRUWHG��

 
8 DFRLab���������)HEUXDU\������([WUHPLVWV�RQ�7HOHJUDP�H[SORLW�3DUOHU¶V�GH-platforming to ramp up recruiting. 
Medium. https://medium.com/dfrlab/extremists-on-telegram-exploit-parlers-de-platforming-to-ramp-up-recruiting-
eb1256227a5d 
9 Perrin, A., & Anderson, M. (2019, April 10). Share of U.S. adults using social media, including Facebook, is mostly 
unchanged since 2018. Pew Research Center. https://www.pewresearch.org/fact-tank/2019/04/10/share-of-u-s-
adults-using-social-media-including-facebook-is-mostly-unchanged-since-2018/ 
10 Gursky, J., Riedl, M.J., & Woolley, S. (2021, March 19). The disinformation threat to diaspora communities in 
encrypted chat apps. Brookings Institution, Techstream. https://www.brookings.edu/techstream/the-disinformation-
threat-to-diaspora-communities-in-encrypted-chat-apps/ 
11 Cruz, E. G., & Harindranath, R. (2020). :KDWV$SS�DV�³WHFKQRORJ\�RI�OLIH´��5HIUDPLQJ�UHVHDUFK�DJHQGDV��First 
Monday, 25(1). https://doi.org/10.5210/fm.v25i12.10405; Matassi, M., Boczkowski, P. J., & Mitchelstein, E. (2019). 
Domesticating WhatsApp: Family, friends, work, and study in everyday communication. New Media & Society, 
21(10), 2183±2200. https://doi.org/10.1177/1461444819841890 
12 Gursky, J., Riedl, M.J., Joseff, K., & Woolley, S. (forthcoming). Chat apps and cascade logic: A multi-platform 
perspective on India, Mexico, and the United States. Social Media + Society. 
https://doi.org/10.1177/20563051221094773 

https://mediaengagement.org/
https://medium.com/dfrlab/extremists-on-telegram-exploit-parlers-de-platforming-to-ramp-up-recruiting-eb1256227a5d
https://medium.com/dfrlab/extremists-on-telegram-exploit-parlers-de-platforming-to-ramp-up-recruiting-eb1256227a5d
https://www.pewresearch.org/fact-tank/2019/04/10/share-of-u-s-adults-using-social-media-including-facebook-is-mostly-unchanged-since-2018/
https://www.pewresearch.org/fact-tank/2019/04/10/share-of-u-s-adults-using-social-media-including-facebook-is-mostly-unchanged-since-2018/
https://www.brookings.edu/techstream/the-disinformation-threat-to-diaspora-communities-in-encrypted-chat-apps/
https://www.brookings.edu/techstream/the-disinformation-threat-to-diaspora-communities-in-encrypted-chat-apps/
https://doi.org/10.5210/fm.v25i12.10405
https://doi.org/10.1177/1461444819841890
https://doi.org/10.1177/20563051221094773
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decontextualized, and thereby, transport false information"13. Chat apps oftentimes provide both 
spaces that are very public, as well as spaces that are very private: many of them allow the 
convening of large groups of people in chats or broadcast lists, while at the same time allowing 
for a great deal of conversation via very small, private, groups of individuals. 

As our interviews with producers and trackers of propaganda in the United States, India, and 
Mexico show, encrypted chat apps are a particularly relevant vector for false information 
globally and transnationally. In these spaces key informational context can get easily lost when 
messages get forwarded. Our research also shows how chat apps can be venues in which 
cross-platform coordination happens, meaning that the manipulation and seeding of content on 
other platforms is coordinated in the privacy of encrypted chat apps. For instance, white 
nationalist interviewees in the U.S. that we spoke with during the course of our research 
described to us how they had used certain apps for backstage coordination of campaigns with 
the intent to ultimately seed false information in more public social media platforms, information 
that might ultimately make its way into legacy media.14 

KEY POINT TWO 

Minority groups are targeted by unique strains of propaganda 

In our research we found that minority groups are targeted by unique strains of propaganda. In 
other words, specific tactics as well as themes are tailored towards deceiving sub-populations of 
the American electorate.15 Misinformation targeting minority communities±and particularly 
communities of color±as a form of voter suppression is not new; as the most recent State of 
Black America report notes, misinformation is one strategy besides gerrymandering, voter 
suppression, and intimidation, to exclude minority communities and communities of color from 
electoral participation.16 Specific types of false information targeting minority populations in the 
United States carries two concerning implications: one short-term and one long-term. The short-
term one is the disenfranchisement of these populations which jeopardizes their voice in 

 
13 Gursky, J., Riedl, M.J., Joseff, K., & Woolley, S. (forthcoming). Chat apps and cascade logic: A multi-platform 
perspective on India, Mexico, and the United States. Social Media + Society. 
https://doi.org/10.1177/20563051221094773 
14 Gursky, J., Riedl, M.J., Joseff, K., & Woolley, S. (forthcoming). Chat apps and cascade logic: A multi-platform 
perspective on India, Mexico, and the United States. Social Media + Society. 
https://doi.org/10.1177/20563051221094773 
15 NguyӉn, S., Kuo, R., Reddi, M., Li, L., & Moran, R. E. (2022). Studying mis- and disinformation in Asian diasporic 
communities: The need for critical transnational research beyond Anglocentrism. Harvard Kennedy School (HKS) 
Misinformation Review, 3(2). https://doi.org/10.37016/mr-2020-9 
16 National Urban League (2022). Under siege: The plot to destroy democracy. 
https://soba.iamempowered.com/?_ga=2.237304519.691387762.1650656812-1380527237.1650656812 

https://mediaengagement.org/
https://abcnews.go.com/Politics/floridas-latino-voters-%20bombarded-wing-misinformation-advocates/story?id=73707056
https://doi.org/10.1177/20563051221094773
https://doi.org/10.1177/20563051221094773
https://doi.org/10.37016/mr-2020-9
https://soba.iamempowered.com/?_ga=2.237304519.691387762.1650656812-1380527237.1650656812
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imminent political decisions;17 the long-term one is the undermined trust in our democratic 
system18 which outlines its struggles as being defined by histories of exclusion or 
marginalization.19 

With our research, we identified four main themes within contemporary propagandistic 
messages aimed at diaspora communities in the U.S.: First, the sowing of confusion via 
translational ambiguities; second, the leveraging of falsehoods to redraw ideological fault lines; 
third, the use of religion to sow doubt about caQGLGDWHV¶�YLHZV��DQG�ILQDOO\��WKH�RYHUVLPSOLILFDWLRQ�
of complex perspectives, policies, and procedures to alter voting decisions.20 Recent research in 
this space points out how the impact and legacy of imperialism affects some diaspora 
communities and their respective information infrastructures and media systems, as well as how 
language and (mis)translation can play key roles in the spread of false and misleading 
information.21 

To make these themes more tangible, I would like to provide a few examples. For instance, 
during the previous presidential election campaign period, various open and more private social 
media sites hosted content decrying Joe Biden, at the time presidential candidate, as socialist or 
at least as being favored by Latin American socialists.22 Allegedly NicoliV�0DGXUR¶V�VRFLDOLVW�
party in Venezuela was in favor of Biden; allegedly Joe Biden was a force of creeping socialism 
in the U.S. While large parts of the American population are likely to disapprove of this 
messaging, the outlined invocations raise graver concerns with people who have either directly 
fled regimes such as Venezuela and Cuba, or who have been brought up with harrowing stories 
of living under (partial) socialism, such as some Colombian diaspora communities. 

Another example would be propaganda that FULWLFL]HG�-RH�%LGHQ�IRU�EHLQJ�³$QWL-&DWKROLF´�23 
Many of these messages seemed to be less targeted towards Joe Biden per se, which is 

 
17 Romero, L. (2020, October 20���)ORULGD¶V�/DWLQR�YRWHUV�EHLQJ bombarded with right-wing misinformation, experts 
and advocates say. ABC News. https://abcnews.go.com/Politics/floridas-latino-voters- bombarded-wing-
misinformation-advocates/story?id=73707056 
18 Bennett, W. L., & Livingston, S. (Eds.). (2020). The disinformation age: Politics, technology, and disruptive 
communication in the United States. Cambridge University Press. 
19 Aguirre Jr, A., Rodriguez, E., & Simmers, J. K. (2011). The cultural production of Mexican identity in the United 
States: An examination of the Mexican threat narrative. Social Identities, 17(5), 695-707. 
20 Trauthig, I. K., & Woolley, S. (2022, March). Escaping the mainstream? Pitfalls and opportunities of encrypted 
messaging apps and diaspora communities in the U.S. Center for Media Engagement. 
https://mediaengagement.org/research/encrypted-messaging-apps-and-diasporas 
21 NguyӉn, S., Kuo, R., Reddi, M., Li, L., & Moran, R. E. (2022). Studying mis- and disinformation in Asian diasporic 
communities: The need for critical transnational research beyond Anglocentrism. Harvard Kennedy School (HKS) 
Misinformation Review, 3(2). https://doi.org/10.37016/mr-2020-95 
22 Tankersley, J. (2020, October 14���:K\�7UXPS¶V�efforts to paint Biden as a socialist are not working. The New York 
Times. https://www.nytimes.com/2020/10/14/business/socialist-biden-trump.html    
23 Gangitano, A. (2021, June 21). Move by Catholic bishops against Biden brings howls of hypocrisy. The Hill. 
Retrieved from https://thehill.com/homenews/administration/559491-move-by-catholic-bishops-against-biden-brings-
howls-of-hypocrisy 

https://mediaengagement.org/
https://mediaengagement.org/research/encrypted-messaging-apps-and-diasporas/
https://mediaengagement.org/research/encrypted-messaging-apps-and-diasporas/
https://www.foxnews.com/media/hannity-biden-socialist-%20takeover
https://www.nytimes.com/2020/10/14/business/socialist-biden-trump.html
https://thehill.com/homenews/%20administration/559491-move-by-catholic-bishops-against-biden-brings-howls-of-hypocrisy
https://mediaengagement.org/research/encrypted-messaging-apps-and-diasporas
https://www.nytimes.com/2020/10/14/business/socialist-biden-trump.html
https://thehill.com/homenews/administration/559491-move-by-catholic-bishops-against-biden-brings-howls-of-hypocrisy
https://thehill.com/homenews/administration/559491-move-by-catholic-bishops-against-biden-brings-howls-of-hypocrisy
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reasonable given the fact that he is Catholic himself, and instead pointed towards the 
Democratic Party and its stance on abortion policies. For instance, videos were shared with the 
FDSWLRQ��³<RX�FDQQRW�EH�D�&DWKROLF�DQG�EH�D�'HPRFUDW�´�ZKLFK�HODERUDWHG�RQ�WKH�FRQYLFWLRQ�WKDW 
³QR�&DWKROLF�FDQ�EH�DOLJQHG�ZLWK�WKH�'HPRFUDWLF�3DUW\�´�$JDLQ��WKLV�PHVVDJLQJ�SOD\V�RQ�LGHQWLW\-
defining characteristics for some Hispanic voters who are Catholics. Important to note here is 
also that Hispanic/Latino/Latinx voters are not a monolithic group of the electorate24, and 
generalizations across subpopulations should generally be avoided.25 

In terms of specific tactics used by propagandists which are tailored towards diaspora 
communities in the U.S., two dynamics are prevalent: its transnational character and its reliance 
on intimacy26 and trust amongst the communities.27 

Disinformation has proven borderless, as content is often created in one country with the intent 
to influence communities in another.28 In other instances, it is clear that while the messages 
might have originated or been produced inside the U.S., their distribution tactics were borrowed 
from popular forms of sharing information in a given target community±for instance, distribution 
might rely on audio and video messages in addition to text; sometimes because audio and video 
messages are more easily accessible for people.29 These tactics challenge content moderation 
and fact checking efforts and often rely on cross-platform communication ± for example, videos 
were first found on YouTube, then shared on WhatsApp and forwarded to different WhatsApp 
groups. 

KEY POINT THREE 

COVID-19 dis- and misinformation affecting communities of color 

The informational problems associated with COVID-���KDYH�EHHQ�UHIHUUHG�WR�DV�DQ�µLQIRGHPLF¶�
E\�WKH�:RUOG�+HDOWK�2UJDQL]DWLRQ��D�WHUP�PHDQW�WR�GHVFULEH�³DQ�over-abundance of information ± 

 
24 EquisLabs (2021, April 1). 2020 Post-mortem (part one): Portrait of a persuadable Latino. 
https://equisresearch.medium.com/2020-post-mortem-part-one-16221adbd2f3 
25 Longoria, J., Acosta, D., Urbani, S., & Smith, R., (2021, December 8). A limiting lens: How vaccine misinformation 
has influenced Hispanic conversations online. First Draft News. https://firstdraftnews.org/long-form-article/covid19-
vaccine-misinformation-hispanic-latinx-social-media/ 
26 Turcotte, J., York, C., Irving, J., Scholl, R. M., & Pingree, R. J. (2015). News recommendations from social media 
opinion leaders: Effects on media trust and information seeking. Journal of Computer-Mediated Communication 
20(5), 520-535. https://doi.org/10.1111/jcc4.12127 
27 Cunningham, S. ��������3RSXODU�PHGLD�DV�SXEOLF�µVSKHULFXOHV¶�IRU�GLDVSRULF�FRPPXQLWLHV��Journal of Cultural 
Studies, 4(2). https://doi.org/10.1177/136787790100400201 
28 Trauthig, I. K., & Woolley, S. (March, 2022). Escaping the mainstream? Pitfalls and opportunities of encrypted 
messaging apps and diaspora communities in the U.S. Center for Media Engagement. 
https://mediaengagement.org/research/encrypted-messaging-apps-and-diasporas 
29 Hobbs, R., & Frost, R. (2011). Measuring the acquisition of media-literacy skills. Reading Research Quarterly, 
38(3), 330-355. https://doi.org/10.1598/RRQ.38.3.2 
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VRPH� DFFXUDWH� DQG� VRPH� QRW�´30 In July 2021, President Joe Biden said that social media 
SODWIRUPV�DUH�µNLOOLQJ�SHRSOH�¶�UHIHUULQJ�WR�KRZ�IDOVH�LQIRUPDWLRQ�UHODWHG�WR�WKH�SDQGHPLF�VSUHDG�
through social media.31 Research published in Nature Human Behavior points to how exposure 
to false information about COVID-���FDQ�QHJDWLYHO\�LPSDFW�SHRSOH¶V�LQWHQW�WR�JHW�YDFFLQDWHG�32 
 
False information about COVID-19 affects communities of color severely and disproportionately, 
for a range of reasons. Many of these reasons are systemic, and rooted in historical injustices 
around medical research, racism inherent in the medical system, corresponding distrust around 
vaccinations, issues of access to health care, or the prevalence and promotion of alternative 
treatments, to mention but a few. For example, a study released by researchers at UCLA points 
to how members of racial and ethnic minority communities in Los Angeles County, in their calculus 
of decision-making around vaccinations, were influenced by knowledge about historical 
injustices.33 In a recent report, First Draft News emphasized how skepticism toward vaccines 
among Hispanic/Latino/Latinx Americans is connected to medical exploitation and discrimination, 
such as sterilization of Puerto Rican women, or of Mexican American women in California during 
eugenics programs;34 and among Black Americans it is connected to structural inequities, 
exploitation, and medical racism.35 
 
This matters in a political and in an election-related context. The COVID-19 pandemic has 
illustrated how hate speech and misinformation are connected, and how they create disparate 
effects for communities of color. President Donald Trump is notorious for having sown anti-Asian 
sentiment during his tenure, such as by calling COVID-���WKH�³&KLQHVH�YLUXV´36 or by referring to 

 
30 World Health Organization (2020, February 2). Novel Coronavirus(2019-nCoV) Situation Report ± 13. World Health 
Organization. Retrieved from https://www.who.int/docs/default-source/coronaviruse/situation-reports/20200202-sitrep-
13-ncov-v3.pdf 
31 Lee, E. (2021, July 16). µ7KH\¶UH�NLOOLQJ�SHRSOH¶��%LGHQ�SRLQWV�WKH�ILQJHU�DW�VRFLDO�PHGLD�SODWIRUPV�IRU�SDQGHPLF�
misinformation. USA Today. Retrieved from: https://www.usatoday.com/story/news/politics/2021/07/16/biden-social-
media-killing-people-allowing-misinformation/7996725002/ 
32 Loomba, S., de Figueiredo, A., Piatek, S.J., de Graaf, K., & Larson, H.J. (2021). Measuring the impact of COVID-
19 vaccine misinformation on vaccination intent in the U.K. and U.S.A. Nature Human Behavior, 5, 337-348. 
https://doi.org/10.1038/s41562-021-01056-1 
33 Carson, S. L., Casillas, A., Castellon-Lopez, Y., Mansfield, L. N., Barron, J., Ntekume, E., ... & Brown, A. F. (2021). 
COVID-19 vaccine decision-making factors in racial and ethnic minority communities in Los Angeles, California. 
JAMA network open, 4(9), e2127582-e2127582. 
34 Longoria, J., Acosta, D., Urbani, S., & Smith, R., (2021, December 8). A limiting lens: How vaccine misinformation 
has influenced Hispanic conversations online. First Draft News. https://firstdraftnews.org/long-form-article/covid19-
vaccine-misinformation-hispanic-latinx-social-media/ 
35 Dodson, K., Mason, J., & Smith, R. (2021, October 13). COVID-19 vaccine misinformation and narratives 
surrounding Black communities on social media. First Draft News. https://firstdraftnews.org/long-form-article/covid-19-
vaccine-misinformation-black-communities/ 
36 Salcedo, A. (2021, March 19). Racist anti-$VLDQ�KDVKWDJV�VSLNHG�DIWHU�7UXPS�ILUVW�WZHHWHG�µ&KLQHVH�YLUXV�´�VWXG\�
finds. The Washington Post. https://www.washingtonpost.com/nation/2021/03/19/trump-tweets-chinese-virus-racist/ 
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LW� DV� ³.XQJ� )OX�´37 Empirical research has found an increase in the spread of false hateful 
information about COVID-1938 DIWHU� 3UHVLGHQW� 7UXPS¶V� KDWHIXO� WZHHWV�� &29,'-19, as well as 
corresponding mask and vaccination policies, have become incredibly polarized partisan issues. 
Therefore, COVID-19 constitutes a noteworthy vector of election-related mis- and disinformation. 
 
While our research with diaspora and immigrant community leaders in the U.S. was not primarily 
focused on COVID-19, the pandemic still left its mark during these interviews. I will provide an 
example from an interview with one of our participants, who is a member of an organization 
focused on Indian Americans. They described an increase in false information about COVID-19 
in 2021 and sDLG�� ³$� ORW� VXUURXQGLQJ� LQFRUUHFW� LQIRUPDWLRQ�DERXW�PDVNV�DQG� IDOVH�FRURQDYLUXV�
FXUHV��0RUH�UHFHQWO\��&RYLG�YDFFLQH��RU�KRZ�WR�SUHYHQW�&RYLG�ZLWK�GLIIHUHQW�NLQGV�RI�WHD�´�$�IRUPHU�
Democratic strategist, who is a member of several WhatsApp groups of Latinx communities, had 
also witnessed COVID-19 dis- and misinformation. Covid group chats originally created to inform 
about the pandemic, according to this interviewee, were sprinkled with political disinformation and 
FRQVSLUDF\�WKHRULHV��³WKHQ��LQ�EHWZHHQ�DOO�of that [referring to community services and things such 
as food banks] someone places a conspiracy theory. It goes from religion to things on George 
6RURV��WR�WKLQJV�DERXW�%LGHQ��2EDPD��DQG�+DUULV�´ 

KEY POINT FOUR  

Structural factors of our information environment inhibit the democratic inclusion of communities 
of color 
 
Linked to a previously mentioned theme, namely the oversimplification of complex perspectives, 
policies, and procedures to alter voting decisions, I would like to elaborate on my fourth and final 
main takeaway: that communities of color across the United States are more impacted by 
structural issues related to the broader information environment than by purely online 
disinformation. These structural issues are connected to long-term efforts aimed at controlling 
access of communities of color WR�� DQG�XQGHUVWDQGLQJV� RI�� WKH� FRXQWU\¶V� HOHFWRUDO�DQG�PHGLD�
systems. 
 
Research for the organization Protect Democracy by Mark Kumleben, Katie Joseff and myself on 
three U.S. battleground states²Arizona, Georgia, and Wisconsin, finds that communities of color 
are more challenged by structural disinformation surrounding our elections than they are by 
disinformation that originates online with the primary intention of radicalization or sowing 

 
37 Ong, J. C. (2021, October 19). Online disinformation against AAPI communities during the COVID-19 pandemic. 
Carnegie Endowment for International Peace. https://carnegieendowment.org/2021/10/19/online-disinformation-
against-aapi-communities-during-covid-19-pandemic-pub-85515 
38 Kim, J. Y., & Kesari, A. (2021). Misinformation and hate speech: The case of anti-Asian hate speech during the 
COVID-19 pandemic. Journal of Online Trust and Safety, 1(1). https://doi.org/10.54501/jots.v1i1.13 
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conspiracy.39 ,Q�RXU� UHVHDUFK��ZH�SDLG�SDUWLFXODU�DWWHQWLRQ� WR� LQWHUYLHZHHV¶�FRQFHUQV�DERXW� WKH�
forthcoming 2022 U.S. midterm elections. While many organizations and individuals have flocked 
to the study of digital disinformation because they see it as a technological problem with 
technological solutions, our research underscores the fact that both disinformation and 
propaganda are social and cultural problems first. Interviewees²primarily community organizers 
representing various communities of color in these states²again and again told us that a great 
deal of content circulating among their groups about how, when, or where to vote²but also about 
recent, planned, or possible changes to legislation²is disinformative. Some of this even 
originates from official state sources.  
 
These efforts to manipulate public opinion are amplified and strengthened via various affordances 
of new media, but they are rooted in the context of a history in which powerful groups have exerted 
continuous control over both political franchise and the communication ecosystem.40  
 
During the 2020 election, people across the United States faced a barrage of deceptive and 
GLYLVLYH�LQIRUPDWLRQ�UHODWHG�WR�WKDW�\HDU¶V�KLJKO\�FRQWHQWLRXV�HOHFWLRQ�F\FOH��1H[W�WR�IDOVH�FRQWHQW�
about candidates, people were also targeted by patently untrue information about electoral 
processes.41 For example, in Arizona, Hispanic American and Native American communities 
faced a cascade of untrue digital messaging over Twitter about the voting process.42 In Wisconsin, 
multiple communities of color from Madison to Milwaukee were targeted with lies about mail-in 
ballot fraud and ballot dumping.43 
 
In online chat groups, false information was sometimes shared by people within a WhatsApp 
group that were from other states or was forwarded from other WhatsApp groups that claimed the 
information was relevant for all voters even though it only concerned some states and not others. 
One community organizer we spoke to provided an example wherein members of a national 
organization dedicated to mobilizing South Asian American voters for Democratic candidates, 
likely unintentionally, spread dangerous false information by sharing voting laws from California 

 
39 Kumleben, M., Joseff, K., & Woolley, S. (forthcoming). Contending with structural disinformation in communities of 
color. Protect Democracy. 
40 Kuo, R., & Marwick, A. (2021, August). Critical disinformation studies: History, power, and politics. Harvard 
Kennedy School (HKS) Misinformation Review, 2(4). https://doi.org/10.37016/mr-2020-76 
41 Austin, E. W., Borah, P., & Domgaard, S. (2021). COVID-19 disinformation and political engagement among 
communities of color: The role of media literacy. Harvard Kennedy School (HKS) Misinformation Review, 1(Special 
Issue on US Elections and Disinformation). https://doi.org/10.37016/mr-2020-58  
42 Quaranta, K., (2020, November 6). Social media disinformation tactics that attempted to deceive Arizonans in the 
2020 elections. Cronkite News/Arizona PBS. https://cronkitenews.azpbs.org/2020/11/06/social-media-disinformation-
tactics-tried-to-deceive-arizonans-elections-2020/; Kumleben, M., Joseff, K., & Woolley, S. (forthcoming). Contending 
with structural disinformation in communities of color. Protect Democracy. 
43 Heim, M., & Litke, E. (2020, November 4). PolitiFact²Fact-checking the avalanche of Wisconsin election 
misinformation. Politifact. https://www.politifact.com/article/2020/nov/04/fact-checking-avalanche-wisconsin-elect ion-
misinfo/ 
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that did not apply in North Carolina. Another interviewee, the co-executive director of an 
independent political organization that has members in over 12 counties in Florida, cited various 
examples of relatively unsophisticated attempts at spreading false information such as providing 
wrong information about where and when to vote; nevertheless, these also fed into the previously 
described dynamics of voter discouragement. 
 
Research into disinformation targeting communities of color is often defined by arguments that 
disinformation originates online as part of a propaganda strategy designed to mislead or even 
radicalize its recipients.44 &RQWUDU\� WR� WKLV� WKHPH��RXU� UHVHDUFK� LQGLFDWHV� WKDW� WKH� ³RQOLQH� ILUVW´�
model of polarizing techno-propaganda is less relevant for communities of color. When 
disinformation seemed to be purposefully designed to deceive voters of color, interviewees told 
us it circulated mostly through offline channels±via deceptive mailers and misleading campaign 
advertising in print news, on TV, radio, and even billboards. On the whole, they said that 
communities of color are most harmed by lack of consistent access to accurate, trusted, local 
information and by the second-order effects of political disinformation, which create barriers to 
their participation in civic life. 
 
Given the voting intricacies, especially for first-time voters, but also for returning voters, any 
suitable summary or allegedly helpful information is likely to be picked up as guidance within pre-
established communities of trust, such as by a group chat on an encrypted messaging app 
composed mostly of community members.45 In addition, some members of minority groups face 
offline risks related to elections, such as poll workers or individual voters of color encountering 
vicious and dangerous disinformation-inspired harassment. Voters across all communities are 
demoralized by general concerns about U.S. politics, structural barriers to participation as well as 
potential repercussions they face. 
 
7KHVH�RQOLQH�DWWHPSWV�DW�XQGHUPLQLQJ�RXU�GHPRFUDF\�E\�WKZDUWLQJ�PLQRULW\�JURXSV¶�GHPRFUDWLF�
participation are concerning developments. They become exacerbated by structural 
disadvantages related to the broader information environment. Overall, we are at a crucial time 
for our democracy²as Richard Hasen points out in a recent essay for Harvard Law Review 
wherein he details the risk of future election subversion in the US.46 Disruptive private action can 

 
44 Mazzei, P., & Medina, J. (2020, October 21). False political news in Spanish pits Latino voters against Black Lives 
Matter. The New York Times.  
https://www.nytimes.com/2020/10/21/us/politics/spanish-election-2020-disinformation.html 
45 Briggs, P., Burford, B., De Angeli, A., & Lynch, P. (2002). Trust in online advice. Social Science Computer Review, 
20(3), 321-332. https://doi.org/10.1177/089443930202000309 
46 Hasen, R. (2022, April 20). Identifying and minimizing the risk of election subversion and stolen elections in the 
contemporary United States. Harvard Law Review, 135, 265-301.. https://harvardlawreview.org/2022/04/identifying-
and-minimizing-the-risk-of-election-subversion-and-stolen-elections-in-the-contemporary-united-states/ 

https://mediaengagement.org/
https://harvardlawreview.org/2022/04/identifying-and-minimizing-the-risk-of-election-subversion-and-stolen-elections-in-the-contemporary-united-states/
https://harvardlawreview.org/2022/04/identifying-and-minimizing-the-risk-of-election-subversion-and-stolen-elections-in-the-contemporary-united-states/
https://www.nytimes.com/2020/10/21/us/politics/spanish-election-2020-disinformation.html
https://doi.org/10.1177/089443930202000309
https://harvardlawreview.org/2022/04/identifying-and-minimizing-the-risk-of-election-subversion-and-stolen-elections-in-the-contemporary-united-states/
https://harvardlawreview.org/2022/04/identifying-and-minimizing-the-risk-of-election-subversion-and-stolen-elections-in-the-contemporary-united-states/


 
 

 

 
 
Center for Media Engagement  
Moody College of Communication | The University of Texas at Austin  
2504 B Whitis Avenue, Austin, TX 78712 
mediaengagement.org | mediaengagement@austin.utexas.edu 

prevent people from voting. We need to make sure these disruptive actions do not turn into 
democracy-threatening election sabotage and subversion. 

SOLUTIONS 

7RGD\¶V� HOHFWRUDO� SURSDJDQGD� LV� GULYHQ� E\� D� FRPSOH[� K\EULG� RI� SROLWLFDO� EXW� DOVR� FRPPHUFLDO�
motivations. This means it needs a variety of efforts to prevent it or at least alleviate its impacts.  

In order to be better prepared, we need short-, mid- and long-term responses.47 For the short 
term, the support of real-time fact-checking is vital.48 Importantly, researchers like Kiran Garimella 
have built D�VXFFHVVIXO�³:KDWV$SS�0RQLWRU´�WRRO�IRU�HOHFWRUDO�FRQWHVWV�LQ�%UD]LO�DQG�,QGLD��7RROV�
like this are designed to work alongside communities who use them to detect viral false 
information content early on, and hence to facilitate fact-checking.49 Such efforts should be 
accompanied by bottom-up, community-centric, regionally and linguistically specific programs, 
because the utilization of familiar relationships is particularly relevant for communities of color and 
because the problem is much more than just a technological one.50 This also means that accurate 
information about electoral processes must be available in a variety of languages,51 and there 
ought to be more civic support for communities where English is not the dominant language. 

In the mid-term, we need to work harder to understand the significance of electoral propaganda 
for minority communities and communities of color in order to create more inclusive democracies. 
Policy makers should carry these insights into discussions about public trust and move away from 
top-down models that derive from the points of view of people in power but rather include insights 
from the broader electorate. Legislative discussions about regulating the tech sector and content 
moderation must include equitable representation from minority groups so that their experiences 
and opinions inform these discussions and any subsequent policy decisions. 

 
47 Trauthig, I. K., & Woolley, S. (2022, March 23). Digital disinformation increasingly targets the most vulnerable. 
Centre for International Governance Innovation. https://www.cigionline.org/articles/digital-disinformation-increasingly-
targets-the-most-vulnerable/ 
48 Rossini, P., Stromer-Galley, J., Baptista, E. A., & de Oliveira, Vanessa Veiga (2020). Dysfunctional information 
sharing on WhatsApp and Facebook: The role of political talk, cross-cutting exposure and social corrections. New 
Media & Society, 23(8), 2430-2451. https://doi.org/10.1177/1461444820928059 
49 Reis, J. C. S., Melo, P., Garimella, K., & Benevenuto, F. (2020). Can WhatsApp benefit from debunked fact-
checked stories to reduce misinformation? Harvard Kennedy School (HKS) Misinformation Review, 1(5). 
https://doi.org/10.37016/mr-2020-035 
50 Chang, E., & Zhang, S. (2020, December 11). ,W¶V�FUXFLDO�WR�XQGHUVWDQG�KRZ�PLVLQIRUPDWLRQ�IORZV�WKURXJK�GLDVSRUD�
communities. First Draft News. https://firstdraftnews.org/articles/misinfo-chinese-diaspora/ 
51 NguyӉn, S., Kuo, R., Reddi, M., Li, L., & Moran, R. E. (2022). Studying mis- and disinformation in Asian diasporic 
communities: The need for critical transnational research beyond Anglocentrism. Harvard Kennedy School (HKS) 
Misinformation Review, 3(2). https://doi.org/10.37016/mr-2020-9 
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The current crisis of public trust is evident among numerous demographics in the United States. 
Populist rhetoric has found fertile soil in many communities.52 Singling out communities of color 
should not be viewed as an effort to µHGXFDWH�¶�Uather, congress and other entities must work to 
support, listen to, and learn from these communities so that it can better protect them from the 
WRGD\¶V� GHOXJH� RI� GLVLQIRUPDWLRQ� DQG� EHWWHU� HQDEOH� them to engage civically. Without these 
communities¶ crucial equitable inclusion within the democratic process²through access to quality 
political information and via elections and all means of civic engagement²U.S. democracy will 
deteriorate. 

 
52 Stier, M., & Freedman, T. (2022, March 1). Why dHPRFUDF\¶V�LQ�such trouble: A crisis in public trust of government. 
Politico. https://www.politico.com/news/magazine/2022/03/01/democracy-public-crisis-trust-government-faith-
00012565 
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Inga K. Trauthig and Samuel Woolley

ESCAPING THE MAINSTREAM?
PITFALLS AND OPPORTUNITIES OF ENCRYPTED MESSAGING 
APPS AND DIASPORA COMMUNITIES IN THE U.S.

EXECUTIVE SUMMARY
2022 will prove a pivotal year for the U.S. with mid-term elections scheduled in November 
and the country still battling the COVID-19 pandemic. Minority groups are affected by both 
these developments as they are exposed to and sometimes targeted by disinformation 
aiming to deter them from voting or receiving vaccinations. The Center for Media 
Engagement’s Propaganda Lab aims to address this topic in three ways:

• oĖăĺÝ½Ä�·ăú·ÄēĦĬ§ò�·ò§ĖÝŌ·§ĦÝăú�ăÒ�ăĬĖ�ĖÄĝÄ§Ė·Ù�ăú�Ʊ½Ý§ĝēăĖ§�·ăùùĬúÝĦÝÄĝƲ�Ýú�ĦÙÄ�
U.S. by arguing that with encrypted messaging apps (EMAs), the potential to operate 
§ĝ�ƱĝĬ¶§òĦÄĖú�·ăĬúĦÄĖēĬ¶òÝ·ĝƲ�Ýĝ�·ĖÄ§ĦÄ½ƕ�ĻÙÝ·Ù�·§ú�ÝúĝēÝĖÄ�ùăĖÄ�·ăúŌ½Äú·Ä�ăĖ�ĦĖĬĝĦ�
among communities that have been historically marginalized.

• Draw on eleven in-depth qualitative interviews to argue that four main themes 
½ÄŌúÄ½�Ò§òĝÄ�·ăúĦÄúĦ�ăú�"U�ĝƔ�ƦŕƧ�ĦÙÄ�ĝăĻÝúÓ�ăÒ�·ăúÒĬĝÝăú�ĺÝ§�ĦĖ§úĝò§ĦÝăú§ò�
ambiguities, (2) the leveraging falsehoods to redraw ideological fault lines, (3) the 
ĬĝÄ�ăÒ�ĖÄòÝÓÝăú�Ħă�ĝăĻ�½ăĬ¶Ħ�§¶ăĬĦ�·§ú½Ý½§ĦÄĝƴ�ĺÝÄĻĝƕ�§ú½�ƦŘƧ�ĦÙÄ�ăĺÄĖĝÝùēòÝŌ·§ĦÝăú�
of complex perspectives, policies, and procedures to alter voting decisions.

• Outline tactical advantages of propagandists targeting diaspora communities. 

This paper builds the foundation of our future research on diaspora communities, false 
information, and EMAs with regard to the 2022 mid-term elections and provides an 
assessment useful for the design of community-centric counter programs. 

SUGGESTED CITATION:
Trauthig, I. K. and Woolley, S. (March, 2022). Escaping the mainstream? Pitfalls and opportunities 
of encrypted messaging apps and diaspora communities in the U.S. Center for Media Engagement. 
https://mediaengagement.org/research/encrypted-messaging-apps-and-diasporas
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BRINGING TOGETHER THE STUDY OF ENCRYPTED MESSAGING APPS 
AND DIASPORA COMMUNITIES 
Encrypted messaging apps (EMAs) offer users communication spaces secure from intrusion. 
�Ù§Ħĝ�ēē�§ú½�yÝÓú§ò�§ĖÄ�Äú½ƪĦăƪÄú½�Ʀ"Ŗ"Ƨ�Äú·ĖŁēĦÄ½�¶Ł�½ÄÒ§ĬòĦ�§ú½��ÄòÄÓĖ§ù�ăÒÒÄĖĝ�§�ƱĝÄ·ĖÄĦ�
·Ù§ĦƲ�ÒĬú·ĦÝăú�ĻÙÝ·Ù�ÄùēòăŁĝ�"Ŗ"ƚ1 But privacy is not the only draw for EMA users. The apps 
are also popular because they offer free modes of text messaging and user-friendly features 
such as easy, transnational audio and video sharing and intuitive group communication spaces. 
On Telegram, group chats can grow up to 200,000 members. Telegram and others also offer 
channels that have no limits on followers and are popular for broadcasting live messages.2 

In other words, EMAs have several features offered by social media platforms (e.g., the 
sharing of messages through forwarding or, in some cases, the creation of news feeds) 
combined with the features of closed-communication channels (e.g., private chats). The 
combination of these characteristics make EMAs preferred platforms for a variety of people.3 
False information on encrypted messaging apps has proven dangerous during the COVID-19 
pandemic, next to the spread of false information on other social media platforms, such as 
Facebook, Twitter or TikTok.4 

For this study, which focuses on diaspora communities in the U.S., broader sociological 
parameters can also explain the success of encrypted platforms since these environments 
offer an alternative to what is considered the majority-dominated public discourse. In the 
ĻăĖ½ĝ�ăÒ�0Ė§ĝÄĖƕ�ĦÙÄŁ�Ù§ĺÄ�ĦÙÄ�ēăĦÄúĦÝ§ò�Ħă�ăēÄĖ§ĦÄ�§ĝ�ƱĝĬ¶§òĦÄĖú�·ăĬúĦÄĖēĬ¶òÝ·ĝƕƲ�ĻÙÝ·Ù�·§ú�
ÝúĝēÝĖÄ�ùăĖÄ�·ăúŌ½Äú·Ä�ăĖ�ĦĖĬĝĦ�§ùăúÓ�·ăùùĬúÝĦÝÄĝ�ĦÙ§Ħ�Ù§ĺÄ�¶ÄÄú�ÙÝĝĦăĖÝ·§òòŁ�ù§ĖÓÝú§òÝŇÄ½�
from the public sphere.5 Our research also engages with one of Fraser’s main deliberations, 
namely the move from understanding the public sphere not as unitary but instead as a 
plurality of contesting publics.6 In our case, diaspora communities on EMAs create a partially 
protected counterpublic which can have implications for the consumption and spread of 
false information or the development of narratives for political candidates independently 
from dominating campaign rationales.

This paper focuses on one aspect of EMA use that is only likely to grow in importance over 
the course of the 2022 mid-term election year in the U.S.: the engagement patterns and 
narratives that spread among diaspora communities. In other words, it looks at how members 
of these groups interpret false information they encounter. The paper also assesses which 
messages or themes are successful in spreading on EMAs because recipients are compelled 
by the messages. This is relevant as false information continues to divide Americans on 
ĦăēÝ·ĝ�ĝĬ·Ù�§ĝ�ĦÙÄ�ĖÝÓÙĦ�ùÄ§ĝĬĖÄĝ�Ħă�ŌÓÙĦ�ĦÙÄ�ē§ú½ÄùÝ·�ăĖ�ĦÙÄ�§òòÄÓÄ½òŁ�ĝă·Ý§òÝĝĦ�§ÓÄú½§ĝ�ăÒ�
politicians, which divert focus from coming together to rally against a common enemy like a 
virus or foreign powers interested in weakening internal cohesion of the U.S.7 
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Research Rationale And Methods
The Propaganda Research Lab at the Center for Media Engagement has been conducting 
research into the people and groups behind propaganda campaigns on EMAs since 2019. 
In the course of this research, we came across evidence that diaspora communities in the 
United States were the frequent targets of digital disinformation and manipulation. Existing 
research and reporting has examined disinformation on Facebook, Twitter, and YouTube aimed 
at Hispanic communities, for instance arguing for an increased focus on Spanish-language 
disinformation in the U.S. for content moderators of Meta,8�ăĖ�ăĬĦòÝúÝúÓ�ĦÙÄ�Ʊĺ§··Ýú§ĦÝăú�Ó§ēƲ�
between white Americans and Hispanic communities,9 which is also related to misinformation 
about COVID-19 vaccines targeting Hispanic communities on social media.10 

With these, and other, examples in mind, we decided to conduct qualitative in-depth interviews 
with members of the groups exposed to this false information in order to understand how 
it spreads on EMAs. We conducted a series of 11 interviews with community leaders and 
½ÝÓÝĦ§ò� §·ĦÝĺÝĝĦĝ� ĻÙă� ĝÄòÒƪÝ½ÄúĦÝŌÄ½� §ĝ� ùÄù¶ÄĖĝ� ăÒ� ĦÙÄ� 7Ýĝē§úÝ·ƕ� �ò§·ïƕ� §ú½� yăĬĦÙ� �ĝÝ§ú�
communities in the swing states of Florida and North Carolina — communities and states 
ĦÙ§Ħ�Ù§ĺÄ�ÄŀēÄĖÝÄú·Ä½�ĝÝÓúÝŌ·§úĦ�ÝĝĝĬÄĝ�ĻÝĦÙ�½ÝÓÝĦ§ò�½ÝĝÝúÒăĖù§ĦÝăúƚ11 We also spoke to civil 
society leaders who had established digital literacy programs and to leaders of local and 
international fact-checking organizations. Our research was led by a comparative approach 
and the limitations of the research are tied to the general parameters of interview-based 
research; we are not claiming to have captured all patterns of false information spread nor all 
diaspora communities that are affected by this. Instead, we are hoping to provide a deeper 
understanding about these ongoing phenomena by giving examples and analyzing our data 
in a qualitative manner.

From a media perspective, different experiences and interactions with the national media 
ÄúĺÝĖăúùÄúĦ� ½ÄŌúÄ� ·ăùùĬúÝĦÝÄĝƴ� ÄŀēÄĖÝÄú·Äĝ� ăÒ� Ýú·òĬĝÝăú� §ú½� ĖÄēĖÄĝÄúĦ§ĦÝăúƚ� 0Ė§ĝÄĖ�
elaborates on two dynamics in this regard: one related to the stigmatization of stereotypical 
media frames in the context of multiculturalism and the second the vulnerability to populist 
rhetoric in different time periods.12

With regard to Mexican-Americans, for example, Aguirre et al. analyzed how the cultural 
production of Mexican identity in U.S. media produces a Mexican threat narrative in the 
American public’s mind, emphasizing the alleged criminality or foreignness of those ‘others’ 
in U.S. civic culture.13 With regard to Hispanic communities more generally, Retis explains 
how the formation of Hispanic diasporas in recent decades spurred racial frameworks and 
½Ýĝ·ĖÝùÝú§ĦăĖŁ� ½Ýĝ·ăĬĖĝÄĝ� Ýú� VăĖĦÙ� �ùÄĖÝ·§� ĻÙÝ·Ù� ĦÄú½� Ħă� ÄĕĬ§ĦÄ� ĦÙÄ� ƱM§ĦÝúă� ăĦÙÄĖúÄĝĝ�
§ĝ�§�ÙăùăÓÄúÄăĬĝ�ēÄĖÝēÙÄĖ§ò�ÓĖăĬēƚƲ14 This continues to marginalize a growing part of the 
population. Even in marketing campaigns aimed at different Hispanic communities, the 
homogenization of diaspora communities misrecognizes the various intersections of race, 
ethnicity, gender, age, class, language, religion, citizenship, and nation. 
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yÝùÝò§Ė� ½Łú§ùÝ·ĝ� Ù§ĺÄ�½ÄŌúÄ½� ÝúĦÄĖ§·ĦÝăúĝ�¶ÄĦĻÄÄú� ĦÙÄ�ú§ĦÝăú§ò�ùÄ½Ý§� ÄúĺÝĖăúùÄúĦ� §ú½�
Black communities. Relying on research analyses of Black Lives Matter media portrayals, 
Kilgo and Mourão examine the effects news coverage has on the evaluation of the core ideas 
from the Black Lives Matter social movement agenda. They argue that conservative media 
increase negative evaluations with mainstream and liberal media consumption not leading to 
more positive views about Black Lives Matter’s core ideas because of an already-triggered 
multidirectional feedback loop.15 In spite of these negative experiences, Mehra et al. argue 
that the internet has tremendous potential to empower those on the margins of society, such 
as African-American women, by incorporating it into their lives in ways that are meaningful to 
them.16 By 2022, EMAs are well-positioned to support in this regard. 

Studying “Diaspora Communities” 
0ăĖ� ĦÙÄ� ēĬĖēăĝÄĝ� ăÒ� ĦÙÝĝ�ĻăĖïƕ�ĻÄ� ĬĝÄ� ĦÙÄ� ĦÄĖù� Ʊ½Ý§ĝēăĖ§� ·ăùùĬúÝĦÝÄĝƲ� Ħă� Ýú·òĬ½Ä� ĬĝÄĖĝ�
who told us that they regularly use EMAs to communicate with people in their country of 
origin or where their family is from, with individuals who share their cultural context, and 
with people living in the U.S. identifying with the same community. While this approach risks 
over-including individuals who are not part of identical communities, the connecting thread 
for our research is the usage of these apps.17�_ĬĖ�½ÄŌúÝĦÝăú�§òĝă�§Ýùĝ�Ħă�§ĺăÝ½�ĦÙÄ�½ăùÝú§úĦ�
rationale for the homogenization of people from non-white communities in the U.S. outlined 
in the previous section. Instead of basing the study on sociologically deterministic inclusion/
exclusion criteria, such as a certain age or nationality, this study follows well-established 
conceptualizations by Anderson that subvert the determinist scheme in which any nation is 
ēăĖĦĖ§ŁÄ½�§ĝ�§�ēĖă½Ĭ·Ħ�ăÒ�ĝēÄ·ÝŌ·�ĝă·ÝăòăÓÝ·§ò�·ăú½ÝĦÝăúĝƟ�ÝúĝĦÄ§½�ĦÙÄ�ú§ĦÝăú�Ýĝ�§ú�ƱÝù§ÓÝúÄ½�
ēăòÝĦÝ·§ò�·ăùùĬúÝĦŁƚƲ18

0ăĖ�ÝùùÝÓĖ§úĦĝ�Ýú�ĦÙÄ��ƚyƚƕ�ĦÙÝĝ�ùÄ§úĝ�ĦÙÄŁ�ÄúÓ§ÓÄ�Ýú�ēĖă·ÄĝĝÄĝ�ăÒ�ÙăĻ�Ħă�ŌĦ�Ýú�Ħă�ĦÙÝĝ�Ýù§ÓÝúÄ½�
·ăùùĬúÝĦŁ� ƦăĖ� úăĦƧƚ� �Ħ� ĦÙÄ� ĝ§ùÄ� ĦÝùÄƕ� ĦÙÄŁ� ·§ú� ÝúōĬÄú·Ä� ÄŀÝĝĦÝúÓ� ·ăú·ÄēĦĬ§òÝŇ§ĦÝăúĝ� ¶Ł�
participating in the nation’s discourse. By the time this paper was written in 2022, the need 
to assess globalization, and with it technological advances in a nuanced manner, has become 
common sense.19 Developments in transportation and communication have changed both the 
ăĖÝÓÝúĝ�§ú½�ĦÙÄ�ēĖă·ÄĝĝÄĝ�ăÒ�ùÝÓĖ§ĦÝăúƚ��ĝ�MÝÄ�Äŀēò§ÝúĝƔ�Ʊ;ú�ĦÙÄ�ÙÝĝĦăĖŁ�ăÒ�Óòă¶§ò�½Ý§ĝēăĖ§�ƦƖƧƕ�
ĦÄòÄĺÝĝÝăúƕ�ĦÄòÄēÙăúÄ�ƦƖƧ�Ƥ§ú½ƥ�Äƪù§Ýò�ēÄĖÒăĖ·Ä�ă··ĬēŁ�ĝÝÓúÝŌ·§úĦ�ĖăòÄĝƚ��ÙÄĝÄ�ĦĖ§úĝÒăĖù§ĦÝăúĝ�
ù§ïÄ�ēăĝĝÝ¶òÄ�½Ý§ĝēăĖÝ·�·ăùùĬúÝĦÝÄĝƕ�ōĬúÓ�§·Ėăĝĝ�ĦÙÄ�Óòă¶Äƕ�ĦÙ§Ħ�ĝĬĝĦ§Ýú�ĝĦĖăúÓ�ĝă·Ý§ò�§ú½�
¶ĬĝÝúÄĝĝ�ĦÝÄĝƚƲ20 

Content might originate in one country but be most important for a diasporic community 
Ýú� §úăĦÙÄĖƕ� ĝĬ·Ù� §ĝ� V§Ō·Łƴĝ� ÄŀēòăĖ§ĦÝăú� ăÒ� ;Ė§úÝ§ú� ·ăúĦÄúĦ� ēĖă½Ĭ·ĦÝăú� Ýú� Măĝ� �úÓÄòÄĝƕ�
which is consumed by Iranians from France to Japan.21 With regard to our paper, we argue 
that the infrastructural possibility of diaspora communities with regard to EMAs is part of 
ĻÙ§Ħ��ēē§½ĬĖ§Ý�·§òòĝ�Ʊ½Ý§ĝēÙăĖÝ·�ēĬ¶òÝ·�ĝēÙÄĖÄĝƲ�ĝÝú·Ä�ăĬĖ�ÝúĦÄĖĺÝÄĻ�½§Ħ§�ēăÝúĦĝ�ĦăĻ§Ė½�§ú�
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emerging transnational reality among some of these groups.22 Generally speaking, EMAs 
have attracted attention not only as intermediary spaces of collective action but also as 
Ýú·Ĭ¶§ĦăĖĝ� §ú½� ·ĖăĝĝĖă§½ĝ� ÒăĖ� ĦĖ§ÒŌ·ïÝúÓ� ùÝĝƪ� §ú½� ½ÝĝÝúÒăĖù§ĦÝăúƚ23 Disinformation is 
commonly understood as intentionally spreading false information, whereas misinformation 
is unwittingly shared false content.24�0ăĖ�ĦÙÄ�ēĬĖēăĝÄ�ăÒ�ĦÙÝĝ�ē§ēÄĖƕ�ĻÄ�ĖÄòŁ�ăú�ĬĝÝúÓ�ƱÒ§òĝÄ�
ÝúÒăĖù§ĦÝăúƲ�Ħă�§ĺăÝ½�ùÝĝĖÄēĖÄĝÄúĦÝúÓ�Ýú�·§ĝÄĝ�ĻÙÄĖÄ�ĦÙÄ�½ÄŌúÝĦÝăú§ò�¶ăĬú½§ĖÝÄĝ�·§úúăĦ�¶Ä�
clearly determined. 

Researchers of computational propaganda — who focus on the use of automation, algorithms, 
and other digital technology in attempts to manipulate public opinion — often encounter 
ē§ĖĦÝ·Ĭò§Ė� ă¶ĝĦ§·òÄĝ�ĻÙÄú� §ĦĦÄùēĦÝúÓ� Ħă� ĝĦĬ½Ł� Äú·ĖŁēĦÄ½�ùÄĝĝ§ÓÝúÓ� §ēēĝƚ� �ÙÝĝ� ½ÝÒŌ·ĬòĦŁ�
arises precisely because these apps are designed for more private communication. This same 
feature directly leads to a corresponding affordance of the technology valued by individual 
users and exploited by malicious actors: EMA communication often occurs between existing, 
trusted networks of people with close ties to one another.25 This more intimate information 
space can allow for manipulation via relational organizing — for potent content that begins 
as disinformation and is eventually spread as misinformation by loved ones, neighbors, local 
ÝúōĬÄú·ÄĖĝƕ�§ú½�ăĦÙÄĖ�·ăùùĬúÝĦŁ�ùÄù¶ÄĖĝƚ�0Ėăù�ĦÙÄ�ēÄĖĝēÄ·ĦÝĺÄ�ăÒ�·ĖÄ½Ý¶ÝòÝĦŁ�§ú½�ēĬ¶òÝ·�
trust, these dynamics can work to increase trust of the sender by recipients of messages. 
The study of EMAs from a communication perspective therefore has relevance for continued 
½Ä¶§ĦÄ�§¶ăĬĦ�M§Ň§ĖĝÒÄò½ƴĝ�ÄùÝúÄúĦ�ĖÄù§Ėïĝ�ăú�ĦÙÄ�ƱĦĻăƪĝĦÄē�ōăĻ�ăÒ�·ăùùĬúÝ·§ĦÝăúƕƲ�ĝÝú·Ä�
he asserted that the effects of media articles or any other output are not solely related to 
characteristics of that media output but instead mitigated by the processes of selectivity 
in attention and perception, which are in turn a function of predispositional and situational 
ĺ§ĖÝ§¶òÄĝ�ĝĬ·Ù�§ĝ�§ÓÄƕ�Ò§ùÝòŁ�ÙÝĝĦăĖŁƕ�ēăòÝĦÝ·§ò�§ÒŌòÝ§ĦÝăúƕ�ÄĦ·ƚ26 

Our previous research into the propagandistic and disinformative use of EMAs in India, 
Mexico, and the United States spurred our use of the term encrypted propaganda — an 
emergent and novel form of political communication that occurs over EMAs and displays 
unique characteristics in both content and tactics — including relational organizing as a 
core mechanism for manipulation.27 While EMAs are less widely used per capita in the U.S. 
than in other parts of the world, the Pew Research Center reports outsized importance of 
WhatsApp among U.S. Hispanic users (46% use it), compared to Black users (23%) and white 
users (16%).28�_ĬĖ�ăĻú� ĖÄĝÄ§Ė·Ù�ĝĬÓÓÄĝĦĝ� ĝÝÓúÝŌ·§úĦ��ƚyƚ�"U��Ĭĝ§ÓÄ�úĬù¶ÄĖĝ�§ĝ�ĻÄòò� §ĝ�
corresponding evidence of EMA importance among particular U.S. demographics. In August 
2020, we conducted a representative survey of 1,010 people aged 18 or older in the U.S. The 
survey was carried out through NORC at the University of Chicago. According to our data, 
10.4% of participants said they had used WhatsApp within the past 7 days, with 9.5% saying 
they’d used WhatsApp in the last six months to discuss politics.29 The demographic data was 
even more compelling. Of the communities we surveyed asking if they used WhatsApp in 
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ĦÙÄ� ò§ĝĦ�ĝÝŀ�ùăúĦÙĝƕ� ĦÙÄ� ÒăòòăĻÝúÓ�¶ĖÄ§ï½ăĻú�ăÒ�ēÄăēòÄ�§úĝĻÄĖÝúÓ�ƱŁÄĝƲ�ÄùÄĖÓÄ½Ɣ�Ŗśǖ�ăÒ�
7Ýĝē§úÝ·�·ăùùĬúÝĦÝÄĝƟ�Ŗŕǖ�ăÒ��ĝÝ§ú�·ăùùĬúÝĦÝÄĝƟ�ŝƚřǖ�ăÒ�ēÄăēòÄ�ĻÙă�Ý½ÄúĦÝŌÄ½�ĻÝĦÙ�ĦĻă�
or more racial/ethnic categories, 8% of Black respondents, and a mere 4% of white people. 

Overall, we wanted to understand how particular communities use EMAs, how they deal with 
false information on such apps, and whether EMAs have contributed to the development of 
counterpublics. This builds the foundation of our future research on diaspora communities, 
Ò§òĝÄ�ÝúÒăĖù§ĦÝăúƕ�§ú½�"U�ĝ�ĻÝĦÙ�ĖÄÓ§Ė½�Ħă�ĦÙÄ�ŖŔŖŖ�ùÝ½ƪĦÄĖù�ÄòÄ·ĦÝăúĝ�§ú½�ēĖăĺÝ½Äĝ�§�ŌĖĝĦ�
assessment on how to design community-centric counter programs. 

IMPACTFUL MESSAGING: STRATEGIES OF POLITICAL COMMUNICATION 
AFFECTING DIASPORA COMMUNITIES ON EMAS 
�Ä� Ý½ÄúĦÝŌÄ½� ÒăĬĖ� ù§Ýú� ĦÙÄùÄĝ� §ùăúÓ� ½Ý§ĝēăĖ§� ·ăùùĬúÝĦÝÄĝƴ� ēăòÝĦÝ·§ò� ùÄĝĝ§ÓÝúÓ� ăú�
EMAs in the U.S. in 2020: (1) the sowing of confusion via translational ambiguities, (2) the 
leveraging falsehoods to redraw ideological fault lines, (3) the use of religion to sow doubt 
§¶ăĬĦ�·§ú½Ý½§ĦÄĝƴ�ĺÝÄĻĝƕ�§ú½�ƦŘƧ�ĦÙÄ�ăĺÄĖĝÝùēòÝŌ·§ĦÝăú�ăÒ�·ăùēòÄŀ�ēÄĖĝēÄ·ĦÝĺÄĝƕ�ēăòÝ·ÝÄĝƕ�§ú½�
procedures to alter voting decisions.

All of these themes exhibit cultural denominators and hence potential for long-lasting effects. 
�Ħ�ĦÙÄ�ĝ§ùÄ�ĦÝùÄƕ�ÝĦ�Ýĝ�ÝùēăĖĦ§úĦ�Ħă�ÄùēÙ§ĝÝŇÄ�ĦÙ§Ħ�ĻÙÝòÄ�ĻÄ�Ý½ÄúĦÝŌÄ½�ĦÙÄĝÄ�ĦÙÄùÄĝ�¶§ĝÄ½�
on our interviews with the mentioned communities, we do not argue that these themes are 
exclusive to those communities. Overall, it is likely that the 2022 mid-term election year in 
ĦÙÄ��ƚyƚ�ĻÝòò�ĝÄÄ�ēăòÝĦÝ·§ò�ùÄĝĝ§ÓÝúÓ�ÄùÄĖÓÄ�ĦÙ§Ħ�ĖÄò§ĦÄĝ�Ħă�ĦÙÄ�Ý½ÄúĦÝŌÄ½�ĦÙÄùÄĝ�§ú½�Ħ§ĖÓÄĦĝ�
both diaspora communities and other parts of the U.S. population. 

Translation Ambiguities 
�ÙÄ�·ăùùĬúÝ·§ĦÝăú�Ýú�ĦÙÄ�ĝĦĬ½ÝÄ½�½Ý§ĝēăĖ§�ÓĖăĬēĝ�ăÒĦÄú�ōă§Ħĝ�¶ÄĦĻÄÄú�ò§úÓĬ§ÓÄĝ�§ú·ÙăĖÄ½�
in the communities’ mother tongue and English as well. In our interviews with community 
leaders in Florida, we encountered examples in which false information arose in primarily 
Colombian, Cuban, and Venezuelan WhatsApp groups relying on slight mistranslations that 
can at times misconstrue facts – both intentionally and not.30 These translation ambiguities 
§ĖÄ� §òĝă� ēÄĖĦÝúÄúĦ� Ýú� ĦÙÄ� ·§ĝÄ� ăÒ� �ĝÝ§úƪ�ùÄĖÝ·§ú� o§·ÝŌ·� ;ĝò§ú½ÄĖ� ·ăùùĬúÝĦÝÄĝ� ĦÙ§Ħ� §ĖÄ�
½ÄŌúÄ½�¶Ł�§�ĺ§ĖÝÄĦŁ�ăÒ�½ÝÒÒÄĖÄúĦƕ�¶ĬĦ�ăÒĦÄú�ĝÝùÝò§Ėƕ�ò§úÓĬ§ÓÄĝ�ƨ�ùÄ§úÝúÓ�ĦÙÄ�Äŀ§·Ħ�ēÙĖ§ĝÝúÓ�
is not always clear to some.31 False information in this paper refers to information that the 
authors could identify as being disproven from our own fact-checking resources, such as by 
·ăùē§ĖÝúÓ�§ú½�·ăúĦĖ§ĝĦÝúÓ�ĦÙÄĝÄ�·ò§Ýùĝ�Ħă�ĦÙÄ�ăÒŌ·Ý§ò�úÄĻĝƚ�_ĬĖ�ĖÄĝÄ§Ė·Ù�½ăÄĝ�úăĦ�ĖÄòŁ�ăú�
information that was too granular for us to understand and fact-check.

As any language learner knows, some words or phrases lack a direct and unambiguous 
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ĦĖ§úĝò§ĦÝăú� Ħă� §úăĦÙÄĖ� ò§úÓĬ§ÓÄƚ� yăùÄĦÝùÄĝ� ò§úÓĬ§ÓÄĝ� §òĝă� Ù§ĺÄ� ƱÒ§òĝÄ� ēăĝÝĦÝĺÄĝƲ� ĻÙÄú�
§�ĻăĖ½�ÄŀÝĝĦĝ� Ýú�¶ăĦÙ� ò§úÓĬ§ÓÄĝ�¶ĬĦ�ùÄ§úĝ�½ÝÒÒÄĖÄúĦ� ĦÙÝúÓĝƕ� ĝĬ·Ù�§ĝ� ƱĝÄúĝÝ¶òÄƲ�ÄŀÝĝĦÝúÓ� Ýú�
¶ăĦÙ�1ÄĖù§ú�§ú½�"úÓòÝĝÙ�¶ĬĦ�ĻÝĦÙ�½ÝÒÒÄĖÄúĦ�·ăúúăĦ§ĦÝăúĝ� ƦÝú�1ÄĖù§úƕ� ĦÙÄ�ĻăĖ½� ƱĝÄúĝÝ¶òÄƲ�
§·ĦĬ§òòŁ� ùÄ§úĝ� ƱĝÄúĝÝĦÝĺÄƲƧƚ� 0ăĖ� ÝúĝĦ§ú·Äƕ� rÄēĬ¶òÝ·§ú� ·§ùē§ÝÓúÄĖĝ� ĖÄēÄ§ĦÄ½òŁ� ÒĖ§ùÄ½�
current president Joe Biden as socialist;32 in an effort to speak to Hispanic voters, a video 
ăÒ��Ý½Äú�ĖÄÒÄĖĖÝúÓ�Ħă�ÙÝùĝÄòÒ�§ĝ�ƱĦÙÄ�ùăĝĦ�ēĖăÓĖÄĝĝÝĺÄ�ēĖÄĝÝ½ÄúĦ�ÄĺÄĖƲ�Ļ§ĝ�ĦĖ§úĝò§ĦÄ½�ĻÝĦÙ�
the word progresista as progressive and shared in several groups. However, one interviewee 
Äŀēò§ÝúÄ½�ƱÝÒ�ŁăĬƴĖÄ�§�ŌĖĝĦƪÓÄúÄĖ§ĦÝăú�M§ĦÝú��ùÄĖÝ·§ú�ÝĦ�Ƥprogresistaƥ�Ýĝ�ĝÝùÝò§Ė�Ħă�socialista or 
comunistaƚƲ33 Deliberately or not, this video left an imprint on parts of the WhatsApp group 
then displaying their conviction that Joe Biden was a socialist.

Ideological Fault Lines 
Related to the previous, potentially inadvertent invocation of Biden as socialist, other 
messages left less room for potential inconclusiveness.34 The messaging we found during 
our research is in line with what reporters from The New York Times traced back to the Trump 
·§ùē§ÝÓúƚ� yă·Ý§ò�ùÄ½Ý§� §··ăĬúĦĝ� ÒăĖ� Ʊ"ĕĬÝēă� �ĖĬùēƲ� §ú½� ƱM§ĦÝúăĝ� ÒăĖ� �ĖĬùēƕƲ�ĻÙÝ·Ù� §ĖÄ�
ăÒŌ·Ý§ò�·§ùē§ÝÓú�ăēÄĖ§ĦÝăúĝƕ�Ù§ĺÄ�·ò§ÝùÄ½�ĦÙ§Ħ�M§ĦÝú��ùÄĖÝ·§ú�ĝă·Ý§òÝĝĦĝƕ� ĝĬ·Ù�§ĝ�VÝ·ăò¨ĝ�
Maduro’s socialist party in Venezuela, are in favor of Biden. These accounts implied a socialist 
axis reaching up to the U.S. and invoked a fear of creeping socialism.35 

V§ĦĬĖ§òòŁƕ�ĦÙÄĝÄ�Ýúĺă·§ĦÝăúĝ�½ă�úăĦ�ĝÝĦ�ĻÄòò�ĻÝĦÙ�ēÄăēòÄ�ĻÙă�Ù§ĺÄ�ÄÝĦÙÄĖ�½ÝĖÄ·ĦòŁ�ōÄ½�ĝă·Ý§òÝĝĦ�
regimes, such as Venezuelan and Cuban immigrants, or who have been brought up with 
harrowing stories of living under (partial) socialism, such as some Colombian diaspora 
communities.36 While our research only found examples targeting Biden’s presidential bid, 
the qualitative design of our research was a limiting factor, so it cannot be argued that similar 
messages might not also have targeted the Trump campaign, for instance.

Using Religion to Sow Doubt 
During our conversations, interviewees pointed out that Joe Biden was repeatedly denounced 
ÒăĖ�¶ÄÝúÓ�Ʊ�úĦÝƪ�§ĦÙăòÝ·Ʋƚ37 Many of these messages seemed to be less targeted towards Joe 
Biden per se, which is reasonable given the fact that he is Catholic himself, and instead pointed 
towards the Democratic Party and its stance on abortion policies. For instance, videos were 
ĝÙ§ĖÄ½�ĻÝĦÙ� ĦÙÄ�·§ēĦÝăúƔ� Ʊ�ăĬ�·§úúăĦ�¶Ä�§��§ĦÙăòÝ·�§ú½�¶Ä�§��Äùă·Ė§ĦƕƲ�ĻÙÝ·Ù�Äò§¶ăĖ§ĦÄ½�
ăú� ĦÙÄ�·ăúĺÝ·ĦÝăú� ĦÙ§Ħ� Ʊúă��§ĦÙăòÝ·�·§ú�¶Ä�§òÝÓúÄ½�ĻÝĦÙ� ĦÙÄ��Äùă·Ė§ĦÝ·�o§ĖĦŁƚƲ��Ó§Ýúƕ� ĦÙÝĝ�
ùÄĝĝ§ÓÝúÓƕ�ĻÙÝ·Ù�ēò§Łĝ�ăú�Ý½ÄúĦÝĦŁƪ½ÄŌúÝúÓ�·Ù§Ė§·ĦÄĖÝĝĦÝ·ĝ�ÒăĖ�ù§úŁ�7Ýĝē§úÝ·�·ăùùĬúÝĦÝÄĝ�
such as their adherence to Catholicism, could be found on group chats purportedly concerned 
with sharing the latest information on COVID-19 developments, for instance.38 A former 
Democratic strategist and member of several WhatsApp groups in the South Florida area 
asserted:
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�ƱThe racism that exists within our communities, is why we (…) Latinos being 
aligned with Trump because they consider themselves white and they’re 

connecting with a man who shows (…) what they’re thinking too.”39

The Power of Simplification in a Complex World 
Our interviews with WhatsApp group moderators, political strategists, and polling experts 
revealed  that EMAs played an important role in the spread of false electoral information 
among diaspora communities in the United States.40 The complexities surrounding different 
state legislation around voter registration, as well as on the actual ballot, were frequently 
exploited.41 For instance, one interviewee told us how minority groups such as South Asian 
Americans in North Carolina were inundated with false information regarding the state’s 
voting rules via the studied WhatsApp groups.42 

This false information seemingly achieved two things: it confused potential voters in the run-
up to the election, which discouraged people to vote, and it preemptively sowed distrust, 
which nurtured wariness with regard to the election results before they were even announced. 
_úÄ�Äŀ§ùēòÄ�·§ēĦĬĖÄ½� ĦÙÄĝÄ�½Łú§ùÝ·ĝ�ĻÄòòƔ� Ʊ½ÝĝÝúÒăĖù§ĦÝăú�ĝēĖÄ§½�ăú��Ù§Ħĝ�ēē� Ħăò½�Ĭĝ�
ƤyăĬĦÙ��ĝÝ§ú��ùÄĖÝ·§úĝ�Ýú�VăĖĦÙ��§ĖăòÝú§ƥ�ĦÙ§Ħ�ĻÄ�úÄÄ½�Ħă�¶Ä�·§ĖÄÒĬò�¶Ä·§ĬĝÄ�ĻÙÄú�ŁăĬ�Óă�
to cast your ballot, if they mark your ballot with a pen, then your ballot will be considered not 
§··ÄēĦ§¶òÄƚƲ�;ú�VăĖĦÙ��§ĖăòÝú§ƕ�ÙăĻÄĺÄĖƕ�ŁăĬĖ�¶§òòăĦ�úÄÄ½ĝ�Ħă�ÓÄĦ�ù§ĖïÄ½�¶Ä·§ĬĝÄ�ĦÙ§Ħƴĝ�ÙăĻ�
ĦÙÄŁ�ÓÄĦ�ŁăĬĖ�ēĖÄ·Ýú·ĦƪĝēÄ·ÝŌ·�¶§òòăĦ�Ħă�ĦÙÄ�Ýú½ÝĺÝ½Ĭ§ò�ĺăĦÄĖƚ�

The quoted false information was sometimes shared by people within the WhatsApp group 
that were from other states, or was forwarded from other WhatsApp groups that claimed 
the information was relevant for all voters even though it only concerned some states and 
not others. The community organizer providing the cited example described a national 
organization dedicated to mobilizing South Asian American voters for Democratic candidates 
whose members, presumably unintentionally, spread dangerous false information by sharing 
voting laws from California that did not apply in North Carolina.43 Another interviewee, the 
co-executive director of an independent political organization that has members in over 
12 counties in Florida, cited various examples of relatively unsophisticated attempts at 
spreading false information such as providing wrong information about where and when 
to vote – nevertheless, these also fed into the previously described dynamics of voter 
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discouragement.44 The co-executive director told us:

ƱIn 2020, there was a massive growth in misinformation [including] wrong 
information about where to vote, what time to voteƚƲ45 

1ÝĺÄú�ĦÙÄ�ĺăĦÝúÓ�ÝúĦĖÝ·§·ÝÄĝƕ�ÄĝēÄ·Ý§òòŁ�ÒăĖ�ŌĖĝĦƪĦÝùÄ�ĺăĦÄĖĝƕ�¶ĬĦ�§òĝă�ÒăĖ�ĖÄĦĬĖúÝúÓ�ĺăĦÄĖĝƕ�§úŁ�
apposite summaries or alleged helpful information are likely to be picked up as guidance 
within pre-established communities of trust, such as a group chat on an encrypted messaging 
app comprised mostly of diaspora community members.46 

TACTICAL ADVANTAGES OF PROPAGANDISTS TARGETING DIASPORA 
COMMUNITIES: THE (EASIER) EXPORT OF STRATEGIES AND 
NARRATIVES 
In addition to their respective languages being misappropriately translated on occasion, some 
interview subjects also noticed another trend when identifying false information messaging 
in their communities. In many of these circumstances, they outlined how false information 
ùÄĝĝ§ÓÝúÓ�½Ý½�úăĦ�ĝÄÄù�Ħă�Ħ§ĖÓÄĦ��ƚyƚ�½Ý§ĝēăĖ§�·ăùùĬúÝĦÝÄĝ�ĝēÄ·ÝŌ·§òòŁƕ�¶ĬĦ�Ė§ĦÙÄĖ�ĝÄÄùÄ½�
to originate from other countries or from the diaspora communities’ country of origin.47

In other instances, it became clear that while the messages might have originated or been 
produced in the U.S., the distribution tactics were borrowed from popular forms of sharing 
information in the countries of origin, namely relying on audio and video messages in addition 
to text (as audio and video messages are more easily accessible for people with lower literacy 
rates).48��Ä�Äú·ăĬúĦÄĖÄ½�·ăùùĬúÝĦŁ�ăĖÓ§úÝŇÄĖĝ�ĻÙă�ēăÝúĦÄ½�ăĬĦ�½ÝÒŌ·ĬòĦÝÄĝ�Ýú�ùă½ÄĖ§ĦÝúÓ�
local Telegram and WhatsApp groups as the groups were inundated with people sharing 
½ÝĝÝúÒăĖù§ĦÝăú�·ăúĦÄúĦ� Ýú�yē§úÝĝÙ� Ýú·òĬ½ÝúÓ�ƱăúÄƪÙăĬĖ�ĺÝ½Äăĝ� ƦƖƧ�§ú½�ēÄăēòÄ�§ĖÄ�Ļ§Ħ·ÙÝúÓ�
ĦÙÄĝÄƚƲ49 With regard to the videos, some links which could be traced pointed to crossplatform 
·ăùùĬúÝ·§ĦÝăúƔ� ĦÙÄ� ĺÝ½Äăĝ� ĻÄĖÄ� ŌĖĝĦ� ÒăĬú½� ăú� �ăĬ�Ĭ¶Äƕ� ĦÙÄú� ĝÙ§ĖÄ½� ăú��Ù§Ħĝ�ēē� §ú½�
forwarded to different WhatsApp groups.50 Longer videos also produce practical problems 
ÒăĖ�Ò§·Ħƪ·ÙÄ·ïÄĖĝƕ�§ĝ�ĦĻă�òÄ§½ÄĖĝ�§Ħ�§�ù§ìăĖ�Ò§·Ħƪ·ÙÄ·ïÝúÓ�ăĖÓ§úÝŇ§ĦÝăú�ĝēÄ·ÝŌ·§òòŁ�ĝÄĖĺÝúÓ�
Hispanic communities told us:
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Ʊ[since] the videos are 15 or 20 minutes, it is almost impossible for small groups 
to check all incorporated statements. There are so many facts, and things to 

check [but] we are not necessarily going to give upƚƲ51 

_úÄ� ÓĖăĬē� ùă½ÄĖ§ĦăĖ� Ļ§ĝ� ·ăúĺÝú·Ä½� ĦÙ§Ħ� Ʊù§úŁ� M§ĦÝúă� ĝĦĖ§ĦÄÓÝĝĦĝ� Ýú� UÝ§ùÝ� ĦÙ§Ħ� Ù§ĺÄ�
½ăúÄ�M§ĦÝú��ùÄĖÝ·§ú�·§ùē§ÝÓúĝ�Ýú�M§ĦÝú��ùÄĖÝ·§Ʋ�úăĻ�ĬĝÄ�ĦÙÄÝĖ�ēĖăĺÄú�Ħ§·ĦÝ·ĝ�Ýú�ĦÙÄ��ƚyƚ52 
While the transplantation of campaign tactics across country borders has been witnessed 
in the past,53 the widespread use of EMAs combined with the described, particular EMA 
characteristics carries a new and explosive potential of reaching people all the time and right 
at home. One WhatsApp group admin sounded defeated:

ƱIt hurts me that they would abuse my community this way. In campaigns, it’s a 
ŌÓÙĦƚ��ú½�ĦÙ§Ħƴĝ�ăï§Ł�Ħă�ŌÓÙĦƚ��ĬĦ�ĻÙÄú�ŁăĬ�ĝĦ§ĖĦ�òăĝÝúÓ�ĦÙÄ�Ò§·Ħĝ�Ħă�ĻÝúƛ��òò�ŁăĬ�

can do is expose them.”54

In general, attribution of false information on EMAs is complicated, in part because information 
ōăĻĝ�Ä§ĝÝòŁ�§·Ėăĝĝ�¶ăĦÙ� ÝúĦÄĖú§ĦÝăú§ò� §ú½�ĝĦ§ĦÄ�¶ăĖ½ÄĖĝƚ�_úÄ� ÝúĦÄĖĺÝÄĻÄÄ� ĖÄÒÄĖÄú·Ä½� ĦÙ§Ħ�
content from India reached American diaspora communities not only via group chats 
ÄĝĦ§¶òÝĝÙÄ½�¶Ł� òă·§ò�½Ý§ĝēăĖ§�·ăùùĬúÝĦÝÄĝƕ�¶ĬĦ�§òĝă�ĺÝ§� Ýú½ÝĺÝ½Ĭ§ò�·Ù§Ħĝ�ĻÝĦÙ�ēÄăēòÄ�Ʊ¶§·ï�
ÙăùÄ�Ýú�;ú½Ý§Ʋ�ĻÙÝ·Ù�·§ú�Ä§ĝÝòŁ�¶Ä�ÒăĖĻ§Ė½Ä½�Ħă�ĦÙÄ�òă·§ò�ÓĖăĬē�·Ù§Ħĝƚ55

Given these dynamic developments and corresponding challenges for transitionary 
democracies around the world and for established democracies like the U.S., policymakers 
§ĖÄ�Ò§·ÝúÓ�§�½Äù§ú½ÝúÓ�ĝÝĦĬ§ĦÝăúƕ�§ú½�ìăĬĖú§òÝĝĦĝ�§ĖÄ�·ăúĝĦ§úĦòŁ�·ăúÒĖăúĦÄ½�ĻÝĦÙ�Ōú½ÝúÓ�ĦÙÄ�
right way to reach the right audience. 

CONCLUSION
This paper analyzed interview data collected from September 2020 through September 2021, 
including during the American presidential election on November 3, 2020. The upcoming 
ùÝ½ƪĦÄĖù�ÄòÄ·ĦÝăúĝ�ĻÝòò�Ħ§ïÄ�ēò§·Ä�Ýú�§�ēăĝĝÝ¶òÄ�ēăĝĦƪ�_�;�ƪŕŝ�ÄúĺÝĖăúùÄúĦ�ĻÙÝ·Ù�Ýĝ�½ÄŌúÄ½�
by continuing reverberations of the pandemic and related challenges – economically, socially, 
and politically. The results show how diaspora communities get some of their news from 
"U�ĝ�§ú½�·ăúĦĖÝ¶ĬĦÄ�Ħă�ĦÙÄ�ăúÓăÝúÓ�½Ä¶§ĦÄ�§¶ăĬĦ�½Ä·òÝúÝúÓ�ĦĖĬĝĦ�ăÒ�ăÒŌ·Ý§ò�úÄĻĝ�·Ù§úúÄòĝ�
– and with it, the rise of alternative sources of news and information, such as social media.56 
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At the same time, it draws attention to the challenges of inclusion and representation in U.S. 
environments and the fact that this critique is still perceived as legitimate among minority 
groups.57 

In critical media theory and cultural studies, community-owned media have empowered 
marginalized groups by offering them an alternative environment for inclusion and 
representation.58 This study suggests that we are now observing a critical shift in the way 
diaspora communities in the U.S. engage with news. This raises important questions about the 
conditions for public trust through inclusion and representation. For instance, the described 
rhetoric of domestic privacy seeks to exclude some issues and interests from public debate 
by personalizing and/or familiarizing them; it casts these as private-domestic or personal-
familial matters in contradistinction to public, political matters.59 However, the public sphere 
is not the government or state; it is rather the informally mobilized body of nongovernmental 
discursive opinion that can serve as a counterweight to the state. And to this, conversations 
on EMAs among diaspora communities are contributing already.60

In other words, diaspora communities engage politically, and so these political conversations 
also happen on EMAs. They are very much informed by cultural context, political ideology, 
cultural history, and migration. All of this leads to different conceptualizations of U.S. politics 
that are not always in line with mainstream media narratives. Political persuasion happens 
there as it does in other spaces, but the topics and themes are particular, such as emphasizing 
Joe Biden as an Anti-Catholic presidential candidate. While these developments offer 
opportunities for diaspora communities to claim their own spaces, it also means that false 
ÝúÒăĖù§ĦÝăú�ÄúĦÄĖĝ�ĦÙÄ�ÒĖ§Łƚƶ�ÝĦÙ�ĖÄÓ§Ė½�Ħă�ĦÙÄ�ò§ĦĦÄĖƕ�ăĬĖ�ĖÄĝÄ§Ė·Ù�ăĬĦòÝúÄ½�ÒăĬĖ�ù§Ýú�ĦÙÄùÄĝ�
that ½ÄŌúÄ½�Ò§òĝÄ�·ăúĦÄúĦ�ăú�"U�ĝƔ�ƦŕƧ�ĦÙÄ�ĝăĻÝúÓ�ăÒ�·ăúÒĬĝÝăú�ĺÝ§�ĦĖ§úĝò§ĦÝăú§ò�§ù¶ÝÓĬÝĦÝÄĝƕ�
(2) the leveraging falsehoods to redraw ideological fault lines, (3) the use of religion to sow 
½ăĬ¶Ħ� §¶ăĬĦ� ·§ú½Ý½§ĦÄĝƴ� ĺÝÄĻĝƕ� §ú½� ƦŘƧ� ĦÙÄ� ăĺÄĖĝÝùēòÝŌ·§ĦÝăú� ăÒ� ·ăùēòÄŀ� ēÄĖĝēÄ·ĦÝĺÄĝƕ�
policies, and procedures to alter voting decisions. In addition to the tactical advantages of 
propagandists targeting diaspora communities, these research insights reveal areas of 
prioritization for any counter programs with regard to the 2022 mid-term elections that aim 
to focus on and work with diaspora communities. 
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ENDNOTES
1 &Žƌ�ĂŶ�ŽǀĞƌǀŝĞǁ�ŽĨ�ƚĞĐŚŶŝĐĂů�ĚĞƚĂŝůƐ�ƌĞŐĂƌĚŝŶŐ�ĞŶĐƌǇƉƟŽŶ�ŽŶ�ǀĂƌŝŽƵƐ�ŵĞƐƐĂŐŝŶŐ�ŵĞĚŝƵŵƐ�ƐĞĞ�ŚƩƉƐ͗ͬͬǁǁǁ͘
ƚĞĐŚĂŐĂŝŶƐƩĞƌƌŽƌŝƐŵ͘ŽƌŐͬǁƉͲĐŽŶƚĞŶƚͬƵƉůŽĂĚƐͬϮϬϮϭͬϬϵͬd�dͲdĞƌƌŽƌŝƐƚͲƵƐĞͲŽĨͲ�Ϯ��ͲĂŶĚͲŵŝƟŐĂƟŽŶͲƐƚƌĂƚĞŐŝĞƐͲ
ƌĞƉŽƌƚͲ͘ƉĚĨ͕ �Ɖ͘ϭϰ�ī͖�&Žƌ�ŝŶĨŽƌŵĂƟŽŶ�ŽŶ�ĞŶĂďůŝŶŐ�dĞůĞŐƌĂŵ Ɛ͛�ƐĞĐƌĞƚ�ĐŚĂƚƐ�ƐĞĞ�ŚƩƉƐ͗ͬͬƚĞůĞŐƌĂŵ͘ŽƌŐͬĨĂƋηƐĞĐƌĞƚͲĐŚĂƚƐ͘
2�&Žƌ�ŝŶĨŽƌŵĂƟŽŶ�ŽŶ�ƚŚĞ�ĚŝīĞƌĞŶĐĞ�ďĞƚǁĞĞŶ�ŐƌŽƵƉƐ�ĂŶĚ�ĐŚĂŶŶĞůƐ�ƐĞĞ ŚƩƉƐ͗ͬͬƚĞůĞŐƌĂŵ͘ŽƌŐͬĨĂƋηƋͲǁŚĂƚͲϯϵƐͲƚŚĞͲ
ĚŝīĞƌĞŶĐĞͲďĞƚǁĞĞŶͲŐƌŽƵƉƐͲĂŶĚͲĐŚĂŶŶĞůƐ
3�&ĞůĚƐƚĞŝŶ͕�^ƚĞǀĞŶ�ĂŶĚ�^ĂƌĂŚ�'ŽƌĚŽŶ͘�;ϮϬϮϭ͕�DĂƌĐŚ�ϭϯͿ͘��ƌĞ�dĞůĞŐƌĂŵ�ĂŶĚ�^ŝŐŶĂů�,ĂǀĞŶƐ�ĨŽƌ�ZŝŐŚƚͲtŝŶŐ��ǆƚƌĞŵŝƐƚƐ͍�
Foreign Policy͘�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬĨŽƌĞŝŐŶƉŽůŝĐǇ͘ĐŽŵͬϮϬϮϭͬϬϯͬϭϯͬƚĞůĞŐƌĂŵͲƐŝŐŶĂůͲĂƉƉƐͲƌŝŐŚƚͲǁŝŶŐͲĞǆƚƌĞŵŝƐŵͲ
ŝƐůĂŵŝĐͲƐƚĂƚĞͲƚĞƌƌŽƌŝƐŵͲǀŝŽůĞŶĐĞͲĞƵƌŽƉŽůͲĞŶĐƌǇƉƚĞĚ͖ͬ�Žƌ�ĨŽƌ�ǁĞůůͲĞƐƚĂďůŝƐŚĞĚ�ƵƐĞ�ďǇ�:ŝŚĂĚŝƐ�ƐĞĞ�Ğ͘Ő͕͘��ůŝīŽƌĚ͕�
�ĞŶŶĞƩ͘�;DĂǇ�ϮϬϭϴͿ͘�dƌƵĐŬƐ͕�<ŶŝǀĞƐ͕��ŽŵďƐ͕�tŚĂƚĞǀĞƌ͗͟��ǆƉůŽƌŝŶŐ�WƌŽͲ/ƐůĂŵŝĐ�^ƚĂƚĞ�/ŶƐƚƌƵĐƟŽŶĂů�DĂƚĞƌŝĂů�ŽŶ�
dĞůĞŐƌĂŵ͘��d��^ĞŶƟŶĞů�ϭϭ;ϱͿ͕�ϮϯͲϯϬ͘���ŚƩƉƐ͗ͬͬĐƚĐ͘ƵƐŵĂ͘ĞĚƵͬƚƌƵĐŬƐͲŬŶŝǀĞƐͲďŽŵďƐͲǁŚĂƚĞǀĞƌͲĞǆƉůŽƌŝŶŐͲƉƌŽͲŝƐůĂŵŝĐͲ
ƐƚĂƚĞͲŝŶƐƚƌƵĐƟŽŶĂůͲŵĂƚĞƌŝĂůͲƚĞůĞŐƌĂŵ͖ͬ�hƌŵĂŶ͕��͕͘�ĂŶĚ�^͘�<Ăƚǌ͘�;ϮϬϮϬͿ͘�tŚĂƚ�ƚŚĞǇ�ĚŽ�ŝŶ�ƚŚĞ�ƐŚĂĚŽǁƐ͗�ĞǆĂŵŝŶŝŶŐ�
ƚŚĞ�ĨĂƌͲƌŝŐŚƚ�ŶĞƚǁŽƌŬƐ�ŽŶ�dĞůĞŐƌĂŵ͘�/ŶĨŽƌŵĂƟŽŶ͕��ŽŵŵƵŶŝĐĂƟŽŶ�ĂŶĚ�^ŽĐŝĞƚǇ͕�ϭͲϮϬ͖�ĨŽƌ�ƉƌĞǀŝŽƵƐ�ƌĞƉŽƌƚƐ�ŽŶ�ŚŽǁ�
ƚĞƌƌŽƌŝƐƚ�ŚĂǀĞ�ďĞĞŶ�ƵƐŝŶŐ�ĞŶĐƌǇƉƟŽŶ�ŽǀĞƌ�ĚĞĐĂĚĞƐ�ƐĞĞ�Z͘�'ƌĂŚĂŵ͘�;ϮϬϭϲͿ͘�,Žǁ�ƚĞƌƌŽƌŝƐƚƐ�ƵƐĞ�ĞŶĐƌǇƉƟŽŶ͘�CTC 
^ĞŶƟŶĞů͕�ϵ;ϲͿ͕�ϮϬ͘
4�ZŽŵŵ͕�dŽŶǇ͘�;DĂƌĐŚ�Ϯ͕�ϮϬϮϬͿ͘�&ĂŬĞ�ĐƵƌĞƐ�ĂŶĚ�ŽƚŚĞƌ�ĐŽƌŽŶĂǀŝƌƵƐ�ĐŽŶƐƉŝƌĂĐǇ�ƚŚĞŽƌŝĞƐ�ĂƌĞ�ŇŽŽĚŝŶŐ�tŚĂƚƐ�ƉƉ͕�
ůĞĂǀŝŶŐ�ŐŽǀĞƌŶŵĞŶƚƐ�ĂŶĚ�ƵƐĞƌƐ�ǁŝƚŚ�Ă�͚ƐĞŶƐĞ�ŽĨ�ƉĂŶŝĐ͘�tĂƐŚŝŶŐƚŽŶ�WŽƐƚ͘�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬǁǁǁ͘
ǁĂƐŚŝŶŐƚŽŶƉŽƐƚ͘ĐŽŵͬƚĞĐŚŶŽůŽŐǇͬϮϬϮϬͬϬϯͬϬϮͬǁŚĂƚƐĂƉƉͲĐŽƌŽŶĂǀŝƌƵƐͲŵŝƐŝŶĨŽƌŵĂƟŽŶ͖ͬ��ƌĂŶĚǇ��ĂĚƌŽǌŶǇ�;ϮϬϮϭ͕�:ƵůǇ�
ϭϯͿ͘�KŶ�dŝŬdŽŬ͕�ĂƵĚŝŽ�ŐŝǀĞƐ�ŶĞǁ�ǀŝƌĂůŝƚǇ�ƚŽ�ŵŝƐŝŶĨŽƌŵĂƟŽŶ͘�NBC news͘�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬǁǁǁ͘ŶďĐŶĞǁƐ͘ĐŽŵͬ
ƚĞĐŚͬƚĞĐŚͲŶĞǁƐͬƟŬƚŽŬͲĂƵĚŝŽͲŐŝǀĞƐͲŶĞǁͲǀŝƌĂůŝƚǇͲŵŝƐŝŶĨŽƌŵĂƟŽŶͲƌĐŶĂϭϯϵϯ
5�&ƌĂƐĞƌ͕ �EĂŶĐǇ͘�;ϭϵϵϬͿ͘�ZĞƚŚŝŶŬŝŶŐ�ƚŚĞ�WƵďůŝĐ�^ƉŚĞƌĞ͗����ŽŶƚƌŝďƵƟŽŶ�ƚŽ�ƚŚĞ��ƌŝƟƋƵĞ�ŽĨ��ĐƚƵĂůůǇ��ǆŝƐƟŶŐ��ĞŵŽĐƌĂĐǇ͘�
^ŽĐŝĂů�dĞǆƚ�ϴ;ϱϲͿ͕�ϱϲͲϴϬ͘
6�DĂŶƐďƌŝĚŐĞ͕�:ĂŶĞ͘�;ϮϬϭϳͿ͘�dŚĞ�>ŽŶŐ�>ŝĨĞ�ŽĨ�EĂŶĐǇ�&ƌĂƐĞƌ Ɛ͛�͞ZĞƚŚŝŶŬŝŶŐ�ƚŚĞ�WƵďůŝĐ�^ƉŚĞƌĞ͕͟ �ŝŶ��ĂƌŐƵ��͕͘��ŽƫĐŝ��͘�
;ĞĚƐͿ�&ĞŵŝŶŝƐŵ͕��ĂƉŝƚĂůŝƐŵ͕�ĂŶĚ��ƌŝƟƋƵĞ͘�WĂůŐƌĂǀĞ�DĂĐŵŝůůĂŶ͕��ŚĂŵ͕�ϭϬϭͲϭϭϴ͘
7�:ĞƐƐŝĐĂ��ƌĂŶĚƚ͘�;ϮϬϮϭͿ͘�,Žǁ��ƵƚŽĐƌĂƚƐ�DĂŶŝƉƵůĂƚĞ�KŶůŝŶĞ�/ŶĨŽƌŵĂƟŽŶ͗�WƵƟŶ Ɛ͛�ĂŶĚ�yŝ Ɛ͛�WůĂǇďŽŽŬƐ͕�dŚĞ�tĂƐŚŝŶŐƚŽŶ�
YƵĂƌƚĞƌůǇ͕�ϰϰ;ϯͿ͕�ϭϮϳͲϭϱϰ͘
8��ƌŽŶƚƌĞƌĂƐ͕��ƌŝĂŶ�ĂŶĚ�DĂůŽǇ�DŽŽƌĞ͘�;EŽǀĞŵďĞƌ�ϭϲ͕�ϮϬϮϭͿ͘�tŚĂƚ�&ĂĐĞďŽŽŬ�ŬŶĞǁ�ĂďŽƵƚ�ŝƚƐ�>ĂƟŶŽͲĂŝŵĞĚ�
ĚŝƐŝŶĨŽƌŵĂƟŽŶ�ƉƌŽďůĞŵ͘�dŚĞ�tĂƐŚŝŶŐƚŽŶ�WŽƐƚ͘�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬǁǁǁ͘ůĂƟŵĞƐ͘ĐŽŵͬďƵƐŝŶĞƐƐͬƚĞĐŚŶŽůŽŐǇͬ
ƐƚŽƌǇͬϮϬϮϭͲϭϭͲϭϲͬĨĂĐĞďŽŽŬͲƐƚƌƵŐŐůĞĚͲǁŝƚŚͲĚŝƐŝŶĨŽƌŵĂƟŽŶͲƚĂƌŐĞƚĞĚͲĂƚͲůĂƟŶŽƐͲůĞĂŬĞĚͲĚŽĐƵŵĞŶƚƐͲƐŚŽǁ
9�EĚƵŐŐĂ͕�E͘�Ğƚ�Ăů͘�;ϮϬϮϭͿ͘�>ĂƚĞƐƚ��ĂƚĂ�ŽŶ��Ks/�Ͳϭϵ�sĂĐĐŝŶĂƟŽŶƐ�ďǇ�ZĂĐĞͬ�ƚŚŶŝĐŝƚǇ͘�<ĂŝƐĞƌ�&ĂŵŝůǇ�&ŽƵŶĚĂƟŽŶ͘�
ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬǁǁǁ͘Ŭī͘ŽƌŐͬĐŽƌŽŶĂǀŝƌƵƐͲĐŽǀŝĚͲϭϵͬŝƐƐƵĞͲďƌŝĞĨͬůĂƚĞƐƚͲĚĂƚĂͲŽŶͲĐŽǀŝĚͲϭϵͲǀĂĐĐŝŶĂƟŽŶƐͲďǇͲƌĂĐĞͲ
ethnicity
10�>ŽŶŐŽƌŝĂ͕�:ĂŝŵĞ͕��ĐŽƐƚĂ͕��ĂŶŝĞů͕�hƌďĂŶŝ͕�^ŚĂǇĚĂŶĂǇ�ĂŶĚ�ZŽƌǇ�^ŵŝƚŚ͘�;ϮϬϮϭͿ͘���>ŝŵŝƟŶŐ�>ĞŶƐ͗�,Žǁ�sĂĐĐŝŶĞ�
DŝƐŝŶĨŽƌŵĂƟŽŶ�,ĂƐ�/ŶŇƵĞŶĐĞĚ�,ŝƐƉĂŶŝĐ��ŽŶǀĞƌƐĂƟŽŶƐ�KŶůŝŶĞ͘�&ŝƌƐƚ��ƌĂŌ�EĞǁƐ͘�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬ
ĮƌƐƚĚƌĂŌŶĞǁƐ͘ŽƌŐͬǁƉͲĐŽŶƚĞŶƚͬƵƉůŽĂĚƐͬϮϬϮϭͬϭϮͬ�Ks/�Ͳϭϵͺs���/E�ͺD/^/E&KZD�d/KEͺ,/^W�E/�ͺ
�KDDhE/d/�^͘ƉĚĨ͖�^ĞƐŝŶ͕��ĂƌŵĞŶ͘�;:ƵŶĞ�ϮϬ͕�ϮϬϮϭͿ͘�����ůĂƵŶĐŚĞƐ��ŽǀŝĚͲϭϵ�tŚĂƚƐ�ƉƉ�ĐŚĂƚ�ŝŶ�^ƉĂŶŝƐŚ�ƚŽ�ƐƉƵƌ�ŵŽƌĞ�
>ĂƟŶŽ�ǀĂĐĐŝŶĂƟŽŶƐ͘�NBC News.�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬǁǁǁ͘ŶďĐŶĞǁƐ͘ĐŽŵͬŶĞǁƐͬůĂƟŶŽͬĐĚĐͲůĂƵŶĐŚĞƐͲĐŽǀŝĚͲϭϵͲ
ǁŚĂƚƐĂƉƉͲĐŚĂƚͲƐƉĂŶŝƐŚͲƐƉƵƌͲůĂƟŶŽͲǀĂĐĐŝŶĂƟŽŶƐͲƌĐŶĂϭϮϯϱ
11�ZŽŵĞƌŽ͕�>ĂƵƌĂ͘�;KĐƚŽďĞƌ�ϮϬ͕�ϮϬϮϬͿ͘�&ůŽƌŝĚĂ Ɛ͛�>ĂƟŶŽ�ǀŽƚĞƌƐ�ďĞŝŶŐ�ďŽŵďĂƌĚĞĚ�ǁŝƚŚ�ƌŝŐŚƚͲǁŝŶŐ�ŵŝƐŝŶĨŽƌŵĂƟŽŶ͕�
ĞǆƉĞƌƚƐ�ĂŶĚ�ĂĚǀŽĐĂƚĞƐ�ƐĂǇ͘�ABC News͘�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬĂďĐŶĞǁƐ͘ŐŽ͘ĐŽŵͬWŽůŝƟĐƐͬŇŽƌŝĚĂƐͲůĂƟŶŽͲǀŽƚĞƌƐͲ
ďŽŵďĂƌĚĞĚͲǁŝŶŐͲŵŝƐŝŶĨŽƌŵĂƟŽŶͲĂĚǀŽĐĂƚĞƐͬƐƚŽƌǇ͍ŝĚсϳϯϳϬϳϬϱϲ͖��ĞŶŶĞƩ͕�t͘�>͕͘�ĂŶĚ�>ŝǀŝŶŐƐƚŽŶ͕�^͘�;�ĚƐ͘Ϳ͘�
;ϮϬϮϬͿ͘�dŚĞ��ŝƐŝŶĨŽƌŵĂƟŽŶ��ŐĞ͗�WŽůŝƟĐƐ͕�dĞĐŚŶŽůŽŐǇ͕�ĂŶĚ��ŝƐƌƵƉƟǀĞ��ŽŵŵƵŶŝĐĂƟŽŶ�ŝŶ�ƚŚĞ�hŶŝƚĞĚ�^ƚĂƚĞƐ͘�
�ĂŵďƌŝĚŐĞ�hŶŝǀĞƌƐŝƚǇ�WƌĞƐƐ͘
12�&ƌĂƐĞƌ͕ �EĂŶĐǇ͘�;ϮϬϭϵͿ͘�dŚĞ�ŽůĚ�ŝƐ�ĚǇŝŶŐ�ĂŶĚ�ƚŚĞ�ŶĞǁ�ĐĂŶŶŽƚ�ďĞ�ďŽƌŶ͗�&ƌŽŵ�ƉƌŽŐƌĞƐƐŝǀĞ�ŶĞŽůŝďĞƌĂůŝƐŵ�ƚŽ�dƌƵŵƉ�ĂŶĚ�
ďĞǇŽŶĚ͘�>ŽŶĚŽŶ͗�sĞƌƐŽ��ŽŽŬƐ͘
13��ŐƵŝƌƌĞ�:ƌ͕ ��͕͘�ZŽĚƌŝŐƵĞǌ͕��͕͘�Θ�^ŝŵŵĞƌƐ͕�:͘�<͘�;ϮϬϭϭͿ͘�dŚĞ�ĐƵůƚƵƌĂů�ƉƌŽĚƵĐƟŽŶ�ŽĨ�DĞǆŝĐĂŶ�ŝĚĞŶƟƚǇ�ŝŶ�ƚŚĞ�hŶŝƚĞĚ�
^ƚĂƚĞƐ͗��Ŷ�ĞǆĂŵŝŶĂƟŽŶ�ŽĨ�ƚŚĞ�DĞǆŝĐĂŶ�ƚŚƌĞĂƚ�ŶĂƌƌĂƟǀĞ͘�^ŽĐŝĂů�/ĚĞŶƟƟĞƐ, 17;ϱͿ͕�ϲϵϱͲϳϬϳ͘

https://www.techagainstterrorism.org/wp-content/uploads/2021/09/TAT-Terrorist-use-of-E2EE-and-mitigation-strategies-report-.pdf
https://www.techagainstterrorism.org/wp-content/uploads/2021/09/TAT-Terrorist-use-of-E2EE-and-mitigation-strategies-report-.pdf
https://www.techagainstterrorism.org/wp-content/uploads/2021/09/TAT-Terrorist-use-of-E2EE-and-mitigation-strategies-report-.pdf
https://foreignpolicy.com/2021/03/13/telegram-signal-apps-right-wing-extremism-islamic-state-terrorism-violence-europol-encrypted/
https://foreignpolicy.com/2021/03/13/telegram-signal-apps-right-wing-extremism-islamic-state-terrorism-violence-europol-encrypted/
https://ctc.usma.edu/trucks-knives-bombs-whatever-exploring-pro-islamic-state-instructional-material-telegram/
https://ctc.usma.edu/trucks-knives-bombs-whatever-exploring-pro-islamic-state-instructional-material-telegram/
https://www.washingtonpost.com/technology/2020/03/02/whatsapp-coronavirus-misinformation/
https://www.washingtonpost.com/technology/2020/03/02/whatsapp-coronavirus-misinformation/
https://www.latimes.com/business/technology/story/2021-11-16/facebook-struggled-with-disinformation-targeted-at-latinos-leaked-documents-show
https://www.latimes.com/business/technology/story/2021-11-16/facebook-struggled-with-disinformation-targeted-at-latinos-leaked-documents-show
https://www.kff.org/coronavirus-covid-19/issue-brief/latest-data-on-covid-19-vaccinations-by-race-ethnicity
https://www.kff.org/coronavirus-covid-19/issue-brief/latest-data-on-covid-19-vaccinations-by-race-ethnicity
https://firstdraftnews.org/wp-content/uploads/2021/12/COVID-19_VACCINE_MISINFORMATION_HISPANIC_COMMUNITIES.pdf
https://firstdraftnews.org/wp-content/uploads/2021/12/COVID-19_VACCINE_MISINFORMATION_HISPANIC_COMMUNITIES.pdf
https://firstdraftnews.org/wp-content/uploads/2021/12/COVID-19_VACCINE_MISINFORMATION_HISPANIC_COMMUNITIES.pdf
https://abcnews.go.com/Politics/floridas-latino-voters-bombarded-wing-misinformation-advocates/story?id=73707056
https://abcnews.go.com/Politics/floridas-latino-voters-bombarded-wing-misinformation-advocates/story?id=73707056
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14�ZĞƟƐ͕�:͘�;ϮϬϭϵͿ͘�,ŽŵŽŐĞŶŝǌŝŶŐ�,ĞƚĞƌŽŐĞŶĞŝƚǇ�ŝŶ�dƌĂŶƐŶĂƟŽŶĂů��ŽŶƚĞǆƚƐ͗�>ĂƟŶ��ŵĞƌŝĐĂŶ��ŝĂƐƉŽƌĂƐ�ĂŶĚ�ƚŚĞ�DĞĚŝĂ�
ŝŶ�ƚŚĞ�'ůŽďĂů�EŽƌƚŚ͘�dŚĞ�,ĂŶĚďŽŽŬ�ŽĨ��ŝĂƐƉŽƌĂƐ͕�DĞĚŝĂ͕�ĂŶĚ��ƵůƚƵƌĞ͕�ϭϭϯͲϭϯϲ͘
15 <ŝůŐŽ͕��͕͘�Θ�DŽƵƌĆŽ͕�Z͘�Z͘�;ϮϬϭϵͿ͘�DĞĚŝĂ�ĞīĞĐƚƐ�ĂŶĚ�ŵĂƌŐŝŶĂůŝǌĞĚ�ŝĚĞĂƐ͗�ZĞůĂƟŽŶƐŚŝƉƐ�ĂŵŽŶŐ�ŵĞĚŝĂ�ĐŽŶƐƵŵƉƟŽŶ�
ĂŶĚ�ƐƵƉƉŽƌƚ�ĨŽƌ��ůĂĐŬ�>ŝǀĞƐ�DĂƩĞƌ͘ �/ŶƚĞƌŶĂƟŽŶĂů�:ŽƵƌŶĂů�ŽĨ��ŽŵŵƵŶŝĐĂƟŽŶ, 13͕�ϭϵ͘
16�DĞŚƌĂ͕��͕͘�DĞƌŬĞů͕��͕͘�Θ��ŝƐŚŽƉ͕��͘�W͘ �;ϮϬϬϰͿ͘�dŚĞ�ŝŶƚĞƌŶĞƚ�ĨŽƌ�ĞŵƉŽǁĞƌŵĞŶƚ�ŽĨ�ŵŝŶŽƌŝƚǇ�ĂŶĚ�ŵĂƌŐŝŶĂůŝǌĞĚ�
ƵƐĞƌƐ͘�EĞǁ�DĞĚŝĂ�Θ�^ŽĐŝĞƚǇ, 6;ϲͿ͕�ϳϴϭͲϴϬϮ͘
17� 'ƵƌƐŬǇ͕ � :ĂĐŽď͕� ZŝĞĚů͕� DĂƌƟŶ� :� ĂŶĚ� ^ĂŵƵĞů�tŽŽůůĞǇ͘� ;DĂƌĐŚ� ϭϵ͕� ϮϬϮϭͿ͘� dŚĞ� ĚŝƐŝŶĨŽƌŵĂƟŽŶ� ƚŚƌĞĂƚ� ƚŽ� ĚŝĂƐƉŽƌĂ�
ĐŽŵŵƵŶŝƟĞƐ� ŝŶ� ĞŶĐƌǇƉƚĞĚ� ĐŚĂƚ� ĂƉƉƐ͘� �ƌŽŽŬŝŶŐƐ� dĞĐŚ� ^ƚƌĞĂŵ͘� ZĞƚƌŝĞǀĞĚ� ĨƌŽŵ� ŚƩƉƐ͗ͬͬǁǁǁ͘ďƌŽŽŬŝŶŐƐ͘ĞĚƵͬ
ƚĞĐŚƐƚƌĞĂŵͬƚŚĞͲĚŝƐŝŶĨŽƌŵĂƟŽŶͲƚŚƌĞĂƚͲƚŽͲĚŝĂƐƉŽƌĂͲĐŽŵŵƵŶŝƟĞƐͲŝŶͲĞŶĐƌǇƉƚĞĚͲĐŚĂƚͲĂƉƉƐ͖ͬ�&Žƌ�ĂĚĚŝƟŽŶĂů�ƐƚƵĚŝĞƐ�ŽŶ�
ƚŚĞ�sŝĞƚŶĂŵĞƐĞ��ŝĂƐƉŽƌĂ�ƐĞĞ�Ğ͘Ő͕͘��ĞŶƚĞƌ�ĨŽƌ�ĂŶ�/ŶĨŽƌŵĞĚ�WƵďůŝĐ͘�;:ƵŶĞ�Ϯϴ͕�ϮϬϮϭͿ͘��ĂƌůǇ�ĮŶĚŝŶŐƐ�ĨƌŽŵ�ĞǆƉůŽƌĂƟŽŶƐ�
ŝŶƚŽ� ƚŚĞ� sŝĞƚŶĂŵĞƐĞ� ŵŝƐŝŶĨŽƌŵĂƟŽŶ� ĐƌŝƐŝƐ͘� ZĞƚƌŝĞǀĞĚ� ĨƌŽŵ� ŚƩƉƐ͗ͬͬǁǁǁ͘ĐŝƉ͘Ƶǁ͘ĞĚƵͬϮϬϮϭͬϬϲͬϮϴͬĞĂƌůǇͲĮŶĚŝŶŐƐͲ
ǀŝĞƚŶĂŵĞƐĞͲŵŝƐŝŶĨŽƌŵĂƟŽŶͲĐƌŝƐŝƐͬ
18� �ŶĚĞƌƐŽŶ͕� �ĞŶĞĚŝĐƚ͘� ;ϮϬϬϲ͕� ƌĞǀŝƐĞĚ� ĞĚŝƟŽŶͿ͘� /ŵĂŐŝŶĞĚ� �ŽŵŵƵŶŝƟĞƐ͗� ZĞŇĞĐƟŽŶƐ� ŽŶ� ƚŚĞ� KƌŝŐŝŶ� ĂŶĚ� ^ƉƌĞĂĚ� ŽĨ�
EĂƟŽŶĂůŝƐŵ͘�>ŽŶĚŽŶ͗�sĞƌƐŽ��ŽŽŬƐ͘
19� ͞dŚĞ�ŚŝŐŚ�ŵŽŵĞŶƚƐ�ŽĨ�ŐůŽďĂůŝƐĂƟŽŶ�ƚŚĞŽƌǇ� ;͙Ϳ� ƐĂǁ� ƚŚĞ�ĞŵĞƌŐĞŶĐĞ�ŽĨ�Ă�ŬŝŶĚ�ŽĨ� ƌĞǀŝƐŝŽŶŝƐŵ͕� ŝŶ�ǁŚŝĐŚ�ƉĞŽƉůĞ�
ŚĂǀĞ� ďĞŐƵŶ� ƚŽ� ƌĞĐŽŐŶŝƐĞ� ŶŽƚ� ŽŶůǇ� ƚŚĂƚ� ŐůŽďĂůŝƐĂƟŽŶ�ŚĂƐ� Ă� ƌĞǀĞƌƐĞ� ŐĞĂƌ͕ � ďƵƚ� ĂůƐŽ� ƚŚĂƚ� ĞǀĞŶ� ƚŚĞ� /ŶƚĞƌŶĞƚ� ŚĂƐ� ŐŽƚ�
Ă� ŐĞŽŐƌĂƉŚǇ͘͟ ��ĂǀŝĚ�DŽƌůĞǇ͘� ;ϮϬϭϭͿ͘��ĞĐŽĚŝŶŐ͕� ĚŝĂƐƉŽƌĂ� ĂŶĚ�ĚŝƐũƵŶĐƚƵƌĞͲ�ƌũƵŶ��ƉƉĂĚƵƌĂŝ� ŝŶ� ĚŝĂůŽŐƵĞ�ǁŝƚŚ��ĂǀŝĚ�
DŽƌůĞǇ͘�EĞǁ�&ŽƌŵĂƟŽŶƐ�ϳϯ͕�ϰϰͲϱϱ͘
20�>ŝĞ͕�:ŽŚŶ͘�;ϭϵϵϱͿ͘�͞ &ƌŽŵ�/ŶƚĞƌŶĂƟŽŶĂů�DŝŐƌĂƟŽŶ�ƚŽ�dƌĂŶƐŶĂƟŽŶĂů��ŝĂƐƉŽƌĂ͘��ŽŶƚĞŵƉŽƌĂƌǇ�̂ ŽĐŝŽůŽŐǇ�Ϯϰ;ϰͿ͕�ϯϬϯͲϯϬϲ͘
21�EĂĮĐǇ͕ �,ĂŵŝĚ͘�;ϭϵϵϭͿ͘�dŚĞ�ƉŽĞƟĐƐ�ĂŶĚ�ƉƌĂĐƟĐĞ�ŽĨ�/ƌĂŶŝĂŶ�ŶŽƐƚĂůŐŝĂ�ŝŶ�ĞǆŝůĞ͘��ŝĂƐƉŽƌĂ͗���:ŽƵƌŶĂů�ŽĨ�dƌĂŶƐŶĂƟŽŶĂů�
^ƚƵĚŝĞƐ�ϭ;ϯͿ͕�ϮϴϱͲϯϬϮ͘
22�&Žƌ�ĨƵƌƚŚĞƌ�ĚŝƐĐƵƐƐŝŽŶ�ƐĞĞ�DŽƌůĞǇ�ϮϬϭϭ͘�
23 dƌĞƌĠ͕��͘�;ϮϬϮϬͿ͘�dŚĞ�ďĂŶĂůŝƚǇ�ŽĨ�tŚĂƚƐ�ƉƉ͗�KŶ�ƚŚĞ�ĞǀĞƌǇĚĂǇ�ƉŽůŝƟĐƐ�ŽĨ�ďĂĐŬƐƚĂŐĞ�ĂĐƟǀŝƐŵ�ŝŶ�DĞǆŝĐŽ�ĂŶĚ�̂ ƉĂŝŶ͘�&ŝƌƐƚ�
DŽŶĚĂǇ, 25͘
24�:ĂĐŬ͕��ĂƌŽůŝŶĞ͘�;�ƵŐƵƐƚ�ϵ͕�ϮϬϭϳͿ͘�>�y/�KE�K&�>/�^͗�dĞƌŵƐ�ĨŽƌ�WƌŽďůĞŵĂƟĐ�/ŶĨŽƌŵĂƟŽŶ͘��ĂƚĂ�ĂŶĚ�^ŽĐŝĞƚǇ�ZĞƐĞĂƌĐŚ�
/ŶƐƟƚƵƚĞ͘�ŚƩƉƐ͗ͬͬĚĂƚĂƐŽĐŝĞƚǇ͘ŶĞƚͬůŝďƌĂƌǇͬůĞǆŝĐŽŶͲŽĨͲůŝĞƐͬ
25�EŽƵǁĞŶƐ͕�D͕͘�'ƌŝŐŐŝŽ͕��͘�&͘ ͕�Θ�DĂĐŬĂǇ͕ �t͘��͘�;ϮϬϭϳ͕�DĂǇͿ͘�tŚĂƚƐ�ƉƉ�ŝƐ�ĨŽƌ�ĨĂŵŝůǇ͖�DĞƐƐĞŶŐĞƌ�ŝƐ�ĨŽƌ�
ĨƌŝĞŶĚƐ͗��ŽŵŵƵŶŝĐĂƟŽŶ�WůĂĐĞƐ�ŝŶ��ƉƉ��ĐŽƐǇƐƚĞŵƐ͘�WƌŽĐĞĞĚŝŶŐƐ�ŽĨ�ƚŚĞ�ϮϬϭϳ��,/�ĐŽŶĨĞƌĞŶĐĞ�ŽŶ�ŚƵŵĂŶ�
ĨĂĐƚŽƌƐ�ŝŶ�ĐŽŵƉƵƟŶŐ�ƐǇƐƚĞŵƐ͘�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬĚů͘ĂĐŵ͘ŽƌŐͬĚŽŝͬĂďƐͬϭϬ͘ϭϭϰϱͬϯϬϮϱϰϱϯ͘ϯϬϮϱϰϴϰ͍ĐĂƐĂͺ
ƚŽŬĞŶс,::Ă,t�dŐŚĐ�����йϯ�,DŐŬY,Zŝ'DhYƵƵ,Ŭ�ͺŶD�Ě:ĚĨǆũh/ǆǆĨǇϳǀ^ǁͺ
&dϲϴ&ůĚǌĂhϳƚŐ�stD^ĐϮhǇƐ'Ŷ�ϯ�ϴŽϵϳĐĐzŚƚ�
26�<Ăƚǌ͕��ůŝŚƵ͘�;ϭϵϴϳͿ͘��ŽŵŵƵŶŝĐĂƟŽŶƐ�ZĞƐĞĂƌĐŚ�^ŝŶĐĞ�>ĂǌĂƌƐĨĞůĚ͘�dŚĞ�WƵďůŝĐ�KƉŝŶŝŽŶ�YƵĂƌƚĞƌůǇ�ϱϭ;ϮͿ͕�ϮϱͲϰϱ͘
27�'ƵƌƐŬǇ͕ �:͕͘�'ůŽǀĞƌ͕ �<͕͘�:ŽƐĞī͕�<͕͘�ZŝĞĚů͕�D͘:͕͘�WŝŶǌŽŶ͕�:͕͘�'ĞůůĞƌ͕ �Z͕͘�Θ�tŽŽůůĞǇ͕ �^͘��͘�;ϮϬϮϬ͕�KĐƚŽďĞƌ�ϮϲͿ͘��ŶĐƌǇƉƚĞĚ�
ƉƌŽƉĂŐĂŶĚĂ͗�WŽůŝƟĐĂů�ŵĂŶŝƉƵůĂƟŽŶ�ǀŝĂ�ĞŶĐƌǇƉƚĞĚ�ŵĞƐƐĂŐĞƐ�ĂƉƉƐ�ŝŶ�ƚŚĞ�hŶŝƚĞĚ�^ƚĂƚĞƐ͕�/ŶĚŝĂ͕�ĂŶĚ�DĞǆŝĐŽ͘��ĞŶƚĞƌ�ĨŽƌ�
DĞĚŝĂ��ŶŐĂŐĞŵĞŶƚ͘�ŚƩƉƐ͗ͬͬŵĞĚŝĂĞŶŐĂŐĞŵĞŶƚ͘ŽƌŐͬƌĞƐĞĂƌĐŚͬĞŶĐƌǇƉƚĞĚͲƉƌŽƉĂŐĂŶĚĂ
28��ƵǆŝĞƌ͕ ��ƌŽŽŬĞ�ĂŶĚ�DŽŶŝĐĂ��ŶĚĞƌƐŽŶ͘�;�Ɖƌŝů�ϳ͕�ϮϬϮϭͿ͘�^ŽĐŝĂů�DĞĚŝĂ�hƐĞ�ŝŶ�ϮϬϮϭ͘�WĞǁ�ZĞƐĞĂƌĐŚ��ĞŶƚƌĞ͘�ZĞƚƌŝĞǀĞĚ�
ĨƌŽŵ�ŚƩƉƐ͗ͬͬǁǁǁ͘ƉĞǁƌĞƐĞĂƌĐŚ͘ŽƌŐͬŝŶƚĞƌŶĞƚͬϮϬϮϭͬϬϰͬϬϳͬƐŽĐŝĂůͲŵĞĚŝĂͲƵƐĞͲŝŶͲϮϬϮϭͬ
29�'ƵƌƐŬǇ͕ �ZŝĞĚů�ĂŶĚ�tŽŽůůĞǇ͘�
30�/ďŝĚ͘
31�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�ƚŚĞ�ĞǆĞĐƵƟǀĞ�ĚŝƌĞĐƚŽƌ�ŽĨ�Ă�ĐŝǀŝĐ�ĞŶŐĂŐĞŵĞŶƚ�ŽƌŐĂŶŝǌĂƟŽŶ͕�ƐƉĞĐŝĮĐĂůůǇ�ĂŝŵŝŶŐ�ƚŽ�ƐĞƌǀĞ�Ăůů��ƐŝĂŶ�
ĐŽŵŵƵŶŝƟĞƐ�ǁŝƚŚŝŶ�ƚŚĞ�h^͘
32��ƌĞŝƚǌ͕��ŚĂƌůĞƐ͘�;KĐƚŽďĞƌ�ϭ͕�ϮϬϮϬͿ͘�,ĂŶŶŝƚǇ͗��ŝĚĞŶ Ɛ͛�ƉůĞĂƐ�ĨŽƌ�͚ƐŽĐŝĂůŝƐƚ͛�ƚĂŬĞŽǀĞƌ�ŝƐ�ƉƌŽŽĨ�ŚĞ�͚ĚŽĞƐŶ͛ƚ�ĐĂƌĞ�ĂďŽƵƚ�
ǇŽƵƌ�ŬŝĚƐ͕�ŐƌŽĐĞƌǇ�ďŝůů͕�ũŽď͛͘ �Fox News͘�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬǁǁǁ͘ĨŽǆŶĞǁƐ͘ĐŽŵͬŵĞĚŝĂͬŚĂŶŶŝƚǇͲďŝĚĞŶͲƐŽĐŝĂůŝƐƚͲ
ƚĂŬĞŽǀĞƌ

https://www.brookings.edu/techstream/the-disinformation-threat-to-diaspora-communities-in-encrypted-chat-apps/
https://www.brookings.edu/techstream/the-disinformation-threat-to-diaspora-communities-in-encrypted-chat-apps/
https://www.cip.uw.edu/2021/06/28/early-findings-vietnamese-misinformation-crisis/
https://www.cip.uw.edu/2021/06/28/early-findings-vietnamese-misinformation-crisis/
https://datasociety.net/library/lexicon-of-lies/
https://dl.acm.org/doi/abs/10.1145/3025453.3025484?casa_token=HJJaHWCTghcAAAAA%3AHMgkQHRiGMUQuuHkZ_nMCdJdfxjUIxxfy7vSw_FT68FldzaU7tgBVWMSc2UysGnC3Z8o97ccYhtA
https://dl.acm.org/doi/abs/10.1145/3025453.3025484?casa_token=HJJaHWCTghcAAAAA%3AHMgkQHRiGMUQuuHkZ_nMCdJdfxjUIxxfy7vSw_FT68FldzaU7tgBVWMSc2UysGnC3Z8o97ccYhtA
https://dl.acm.org/doi/abs/10.1145/3025453.3025484?casa_token=HJJaHWCTghcAAAAA%3AHMgkQHRiGMUQuuHkZ_nMCdJdfxjUIxxfy7vSw_FT68FldzaU7tgBVWMSc2UysGnC3Z8o97ccYhtA
https://mediaengagement.org/research/encrypted-propaganda
https://www.pewresearch.org/internet/2021/04/07/social-media-use-in-2021/
https://www.foxnews.com/media/hannity-biden-socialist-takeover
https://www.foxnews.com/media/hannity-biden-socialist-takeover


ESCAPING THE MAINSTREAM? PITFALLS AND OPPORTUNITIES OF ENCRYPTED MESSAGING APPS AND DIASPORA COMMUNITIES IN THE U.S. 14

33�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�Ă�ƉŽůŝƟĐĂů�ĐŽŵŵƵŶŝĐĂƟŽŶ�ĐŽŶƐƵůƚĂŶƚ�ŝŶ�&ůŽƌŝĚĂ͘
34�/ďŝĚ͘
35�dĂŶŬĞƌƐůĞǇ͕ �:ŝŵ͘�;KĐƚŽďĞƌ�ϭϰ͕�ϮϬϮϬͿ͘�tŚǇ�dƌƵŵƉ Ɛ͛��īŽƌƚƐ�ƚŽ�WĂŝŶƚ��ŝĚĞŶ�ĂƐ�Ă�^ŽĐŝĂůŝƐƚ��ƌĞ�EŽƚ�tŽƌŬŝŶŐ͘�EĞǁ�zŽƌŬ�
Times͘�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬǁǁǁ͘ŶǇƟŵĞƐ͘ĐŽŵͬϮϬϮϬͬϭϬͬϭϰͬďƵƐŝŶĞƐƐͬƐŽĐŝĂůŝƐƚͲďŝĚĞŶͲƚƌƵŵƉ͘Śƚŵů
36�/ŶƚĞƌǀŝĞǁƐ�ǁŝƚŚ�ĐŽŵŵƵŶŝƚǇ�ůĞĂĚĞƌƐ�ŝŶ�EŽƌƚŚ��ĂƌŽůŝŶĂ�ĂŶĚ�&ůŽƌŝĚĂ͘
37��Ƶƚ�ůŝŬĞůǇ�ƌĞůĂƚĞĚ�ƚŽ��ŝĚĞŶ Ɛ͛�ƐƚĂŶĐĞ�ŽŶ�ĂďŽƌƟŽŶ͘��ůĞǆ�'ĂŶŐŝƚĂŶŽ͘�;:ƵŶĞ�Ϯϭ͕�ϮϬϮϭͿ͘�DŽǀĞ�ďǇ��ĂƚŚŽůŝĐ�
ďŝƐŚŽƉƐ�ĂŐĂŝŶƐƚ��ŝĚĞŶ�ďƌŝŶŐƐ�ŚŽǁůƐ�ŽĨ�ŚǇƉŽĐƌŝƐǇ͘�The Hill͘�ZĞƚƌŝĞǀĞĚ�ĨƌŽŵ�ŚƩƉƐ͗ͬͬƚŚĞŚŝůů͘ĐŽŵͬŚŽŵĞŶĞǁƐͬ
ĂĚŵŝŶŝƐƚƌĂƟŽŶͬϱϱϵϰϵϭͲŵŽǀĞͲďǇͲĐĂƚŚŽůŝĐͲďŝƐŚŽƉƐͲĂŐĂŝŶƐƚͲďŝĚĞŶͲďƌŝŶŐƐͲŚŽǁůƐͲŽĨͲŚǇƉŽĐƌŝƐǇ
38�/ŶƚĞƌǀŝĞǁƐ�ǁŝƚŚ�ĐŽŵŵƵŶŝƚǇ�ůĞĂĚĞƌƐ�ŝŶ�EŽƌƚŚ��ĂƌŽůŝŶĂ�ĂŶĚ�&ůŽƌŝĚĂ͘
39�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�Ă�ƉŽůŝƟĐĂů�ĐŽŵŵƵŶŝĐĂƟŽŶ�ĐŽŶƐƵůƚĂŶƚ�ŝŶ�&ůŽƌŝĚĂ͘
40�'ƵƌƐŬǇ�Ğƚ�Ăů͘�
41�/ŶƚĞƌǀŝĞǁƐ�ǁŝƚŚ�ĐŽŵŵƵŶŝƚǇ�ůĞĂĚĞƌƐ�ŝŶ�EŽƌƚŚ��ĂƌŽůŝŶĂ�ĂŶĚ�&ůŽƌŝĚĂ͘
42�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�ƚŚĞ�ĞǆĞĐƵƟǀĞ�ĚŝƌĞĐƚŽƌ�ŽĨ�Ă�ĐŝǀŝĐ�ĞŶŐĂŐĞŵĞŶƚ�ŽƌŐĂŶŝǌĂƟŽŶ͕�ƐƉĞĐŝĮĐĂůůǇ�ĂŝŵŝŶŐ�ƚŽ�ƐĞƌǀĞ�Ăůů��ƐŝĂŶ�
ĐŽŵŵƵŶŝƟĞƐ�ǁŝƚŚŝŶ�ƚŚĞ�h^͘
43�'ƵƌƐŬǇ�Ğƚ�Ăů͘
44�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�ƚŚĞ�ĐŽͲĞǆĞĐƵƟǀĞ�ĚŝƌĞĐƚŽƌ�ŽĨ�ĂŶ�ŝŶĚĞƉĞŶĚĞŶƚ�ƉŽůŝƟĐĂů�ŽƌŐĂŶŝǌĂƟŽŶ�ƚŚĂƚ�ŚĂƐ�ŵĞŵďĞƌƐ�ŝŶ�ŽǀĞƌ�ϭϮ�
ĐŽƵŶƟĞƐ�ŝŶ�&ůŽƌŝĚĂ͘
45�/ďŝĚ͘
46 �ƌŝŐŐƐ͕�W͘ ͕��ƵƌĨŽƌĚ͕��͕͘��Ğ��ŶŐĞůŝ͕��͕͘�Θ�>ǇŶĐŚ͕�W͘ �;ϮϬϬϮͿ͘�dƌƵƐƚ�ŝŶ�ŽŶůŝŶĞ�ĂĚǀŝĐĞ͘�^ŽĐŝĂů�^ĐŝĞŶĐĞ��ŽŵƉƵƚĞƌ�
ZĞǀŝĞǁ, ϮϬ;ϯͿ͕�ϯϮϭͲϯϯϮ͘
47�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�ƚŚĞ�ĐŽͲĞǆĞĐƵƟǀĞ�ĚŝƌĞĐƚŽƌ�ŽĨ�ĂŶ�ŝŶĚĞƉĞŶĚĞŶƚ�ƉŽůŝƟĐĂů�ŽƌŐĂŶŝǌĂƟŽŶ�ƚŚĂƚ�ŚĂƐ�ŵĞŵďĞƌƐ�ŝŶ�ŽǀĞƌ�ϭϮ�
ĐŽƵŶƟĞƐ�ŝŶ�&ůŽƌŝĚĂ͘
48�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�ƚǁŽ�ůĞĂĚĞƌƐ�ŽĨ�Ă�ĨĂĐƚͲĐŚĞĐŬŝŶŐ�ŽƌŐĂŶŝǌĂƟŽŶ�ƐƉĞĐŝĮĐĂůůǇ�ƐĞƌǀŝŶŐ�ƚŚĞ�,ŝƐƉĂŶŝĐ�ĐŽŵŵƵŶŝƟĞƐ͘�
49�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�ƌĞƐĞĂƌĐŚĞƌ�ŝŶ�ĚŝƐŝŶĨŽƌŵĂƟŽŶ�ǁŚŽ�ĨŽĐƵƐĞƐ�ŽŶ�ŚŽǁ�ŵŝƐŝŶĨŽƌŵĂƟŽŶ�ĂŶĚ�ĚŝƐŝŶĨŽƌŵĂƟŽŶ�ƐƉĞĐŝĮĐĂůůǇ�
ŝŵƉĂĐƚƐ�ƚŚĞ�h^�,ŝƐƉĂŶŝĐ�ĐŽŵŵƵŶŝƟĞƐ͘
50�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�ƚǁŽ�ůĞĂĚĞƌƐ�ŽĨ�Ă�ĨĂĐƚͲĐŚĞĐŬŝŶŐ�ŽƌŐĂŶŝǌĂƟŽŶ�ƐƉĞĐŝĮĐĂůůǇ�ƐĞƌǀŝŶŐ�ƚŚĞ�,ŝƐƉĂŶŝĐ�ĐŽŵŵƵŶŝƟĞƐ͘
51�/ďŝĚ͘
52�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�Ă�ƉŽůŝƟĐĂů�ĐŽŵŵƵŶŝĐĂƟŽŶ�ĐŽŶƐƵůƚĂŶƚ�ŝŶ�&ůŽƌŝĚĂ͘
53 >ĂŚƵƐĞŶ͕��͘�;ϭϵϵϵͿ͘�/ŶƚĞƌŶĂƟŽŶĂů�ĐĂŵƉĂŝŐŶƐ�ŝŶ�ĐŽŶƚĞǆƚ͗�ĐŽůůĞĐƟǀĞ�ĂĐƟŽŶ�ďĞƚǁĞĞŶ�ƚŚĞ�ůŽĐĂů�ĂŶĚ�ƚŚĞ�ŐůŽďĂů͘�
/Ŷ�^ŽĐŝĂů�DŽǀĞŵĞŶƚƐ�ŝŶ�Ă�'ůŽďĂůŝǌŝŶŐ�tŽƌůĚ�;ƉƉ͘�ϭϴϵͲϮϬϱͿ͘�WĂůŐƌĂǀĞ�DĂĐŵŝůůĂŶ͕�>ŽŶĚŽŶ͘
54�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�Ă�ƉŽůŝƟĐĂů�ĐŽŵŵƵŶŝĐĂƟŽŶ�ĐŽŶƐƵůƚĂŶƚ�ŝŶ�&ůŽƌŝĚĂ͘
55�/ŶƚĞƌǀŝĞǁ�ǁŝƚŚ�ƚŚĞ��ŝƌĞĐƚŽƌ�ŽĨ��ŽŵŵƵŶŝƚǇ��ŶŐĂŐĞŵĞŶƚ�ŽĨ�Ă�ŶĂƟŽŶĂů�^ŽƵƚŚ��ƐŝĂŶ�ĐŝǀŝĐ�ŽƌŐĂŶŝǌĂƟŽŶ͘
56�dƵƌĐŽƩĞ͕�:ĂƐŽŶ�Ğƚ�Ăů͘�;ϮϬϭϱͿ͘�EĞǁƐ�ƌĞĐŽŵŵĞŶĚĂƟŽŶƐ�ĨƌŽŵ�ƐŽĐŝĂů�ŵĞĚŝĂ�ŽƉŝŶŝŽŶ�ůĞĂĚĞƌƐ͗��īĞĐƚƐ�ŽŶ�ŵĞĚŝĂ�ƚƌƵƐƚ�
ĂŶĚ�ŝŶĨŽƌŵĂƟŽŶ�ƐĞĞŬŝŶŐ͘�:ŽƵƌŶĂů�ŽĨ��ŽŵƉƵƚĞƌͲDĞĚŝĂƚĞĚ��ŽŵŵƵŶŝĐĂƟŽŶ�ϮϬ;ϱͿ͕�ϱϮϬͲϱϯϱ͘
57�,ĂƌƐŝŶ͕�:ĂǇƐŽŶ͘�;ϮϬϮϬ͘�dŽǆŝĐ�tŚŝƚĞ�ŵĂƐĐƵůŝŶŝƚǇ͕ �ƉŽƐƚͲƚƌƵƚŚ�ƉŽůŝƟĐƐ�ĂŶĚ�ƚŚĞ��Ks/�Ͳϭϵ�ŝŶĨŽĚĞŵŝĐ͘��ƵƌŽƉĞĂŶ�:ŽƵƌŶĂů�
ŽĨ��ƵůƚƵƌĂů�^ƚƵĚŝĞƐ�Ϯϯ;ϲͿ͕�ϭϬϲϬͲϭϬϲϴ͘
58��ƉƉĂĚƵƌĂŝ͕��ƌũƵŶ͘�;ϭϵϵϬͿ͘�dĞĐŚŶŽůŽŐǇ�ĂŶĚ�ƚŚĞ�ƌĞƉƌŽĚƵĐƟŽŶ�ŽĨ�ǀĂůƵĞƐ�ŝŶ�ƌƵƌĂů�ǁĞƐƚĞƌŶ�/ŶĚŝĂ͘�KǆĨŽƌĚ͗�KǆĨŽƌĚ�hW͘
59�&ƌĂƐĞƌ͕ �EĂŶĐǇ͘�;ϮϬϭϲͿ͘�WƌŽŐƌĞƐƐŝǀĞ�ŶĞŽůŝďĞƌĂůŝƐŵ�ǀĞƌƐƵƐ�ƌĞĂĐƟŽŶĂƌǇ�ƉŽƉƵůŝƐŵ͗���ĐŚŽŝĐĞ�ƚŚĂƚ�ĨĞŵŝŶŝƐƚƐ�ƐŚŽƵůĚ�
ƌĞĨƵƐĞ͘�EKZ�ͲEŽƌĚŝĐ�:ŽƵƌŶĂů�ŽĨ�&ĞŵŝŶŝƐƚ�ĂŶĚ�'ĞŶĚĞƌ�ZĞƐĞĂƌĐŚ�Ϯϰ;ϰͿ͕�ϮϴϭͲϮϴϰ͘
60�&ƌĂƐĞƌ͕ �EĂŶĐǇ͘�;ϮϬϮϭͿ͘�ZĞƚŚŝŶŬŝŶŐ�ƚŚĞ�ƉƵďůŝĐ�ƐƉŚĞƌĞ͗���ĐŽŶƚƌŝďƵƟŽŶ�ƚŽ�ƚŚĞ�ĐƌŝƟƋƵĞ�ŽĨ�ĂĐƚƵĂůůǇ�ĞǆŝƐƟŶŐ�ĚĞŵŽĐƌĂĐǇ͘ 
>ŽŶĚŽŶ͗�ZŽƵƚůĞĚŐĞ͘

https://www.nytimes.com/2020/10/14/business/socialist-biden-trump.html
https://thehill.com/homenews/administration/559491-move-by-catholic-bishops-against-biden-brings-howls-of-hypocrisy
https://thehill.com/homenews/administration/559491-move-by-catholic-bishops-against-biden-brings-howls-of-hypocrisy
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7KLV��SDSHU��OD\V��WKH��JURXQGZRUN��IRU��D��ODUJHU��TXDOLWDWLYH��VWXG\��IRUWKFRPLQJ��LQ���������+HUH���ZH��OD\��b b b b b b b b b b b b b b b b
RXW��WKH��WKUHDWV��SRVHG��WR��FRPPXQLWLHV��RI��FRORU��E\��RQOLQH��SURSDJDQGD���ZLWK��D��IRFXV��RQ��b b b b b b b b b b b b b b b
GLVLQIRUPDWLRQ��FDPSDLJQV���$IWHU��SUHVHQWLQJ��D��EUHDNGRZQ��RI��UHOHYDQW��W\SHV��RI��KDUPIXO��FRQWHQW��b b b b b b b b b b b b
DQG��WKH��PDQQHU��LQ��ZKLFK��LW��VSUHDGV���ZH��SURYLGH��DQ��RYHUYLHZ��RI��WKH��ZD\V��WKDW��FRPPXQLWLHV��RI��b b b b b b b b b b b b b b b b b
FRORU��KDYH��EHHQ��WDUJHWHG��ZLWK��GLVLQIRUPDWLRQ��DQG��SURSDJDQGD��E\��UDFLVW��DQG��DQWLGHPRFUDWLF��b b b b b b b b b b b b
DFWRUV��GXULQJ��UHFHQW��8�6���HOHFWLRQV���:H��QG��WKDW��D��ZLGH�UDQJLQJ��DQG��PXOWL�SODWIRUP��SURSDJDQGD��b b b b b b b b b b b b b
HFRV\VWHP��KDV��GHYHORSHG��VLQFH���������ZKLFK��SRVHV��UHDO��WKUHDWV��WR��WKHVH��WDUJHWHG��FRPPXQLWLHV��DQG��b b b b b b b b b b b b b b
WKH��HOHFWRUDO��SURFHVV���$V��WKH��VWXG\��ZLOO��IRFXV��RQ��WKUHH��UHSUHVHQWDWLYH��EDWWOHJURXQG��b b b b b b b b b b b b
VWDWHV֞$UL]RQD���*HRUJLD���DQG��:LVFRQVLQ֞ZH��WKHQ��DVVHVV��WKH��SROLWLFDO��LQXHQFH��RI��FRPPXQLWLHV��b b b b b b b b b b b
RI��FRORU��LQ��HDFK��VWDWH��DQG��WKH��GLVWLQFW��LQIRUPDWLRQ��WKUHDWV��WKH\��IDFH���)LQDOO\���ZH��UHYLHZ��WKH��b b b b b b b b b b b b b b b b
FXUUHQW��VWDWH��RI��FRXQWHU�SURSDJDQGD��HRUWV���ZKLFK��XQWLO��QRZ��KDYH��ODUJHO\��EHHQ��XQGHUWDNHQ��E\��b b b b b b b b b b b b b
VRFLDO��PHGLD��SODWIRUPV��EXW��DUH��EHJLQQLQJ��WR��EH��DGGUHVVHG��E\��ODZPDNHUV��DQG��UHJXODWRUV��DV��ZHOO���b b b b b b b b b b b b b b b
2XU��VWXG\��ZLOO��FHQWHU��RQ��LQWHUYLHZV��ZLWK��FRPPXQLW\��OHDGHUV���DFWLYLVWV���DQG��RWKHU��SURPLQHQW��b b b b b b b b b b b b b
PHPEHUV��RI��FRPPXQLWLHV��RI��FRORU��LQ��WKH��WKUHH��VWDWHV���IRFXVLQJ��RQ��WKH��HHFW��RI��SURSDJDQGD��RQ��b b b b b b b b b b b b b b b b
WKHVH��FRPPXQLWLHV��DQG��ZKLFK��FRXQWHU�GLVLQIRUPDWLRQ��VWUDWHJLHV��FRPPXQLW\��OHDGHUV��KDYH��IRXQG��b b b b b b b b b b
WR��EH��VXFFHVVIXO���:H��WKHQ��ZLOO��EH��DEOH��WR��FROODERUDWH��ZLWK��WKHVH��JURXSV��WR��FUHDWH��UHVRXUFHV��IRU��b b b b b b b b b b b b b b b b b
UHVSRQGLQJ��WR��GLVLQIRUPDWLRQ��WKDW��DUH��WDLORUHG��IRU��WKHLU��VSHFLF��QHHGV��� �b b b b b b b b b bb
�b
�b
�b
�b
�b
�b
�b
�b
�b
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²öūƼġŢ���àŸŸŢŢġǛ����ŊƦ���öŭ���öƦƦŊƦƴöŭƴ���ƛƞŸĻġƦƦŸƞ���Ŋŭ���ƴńġ���²ēńŸŸŢ���ŸĻ���hŸƼƞŭöŢŊƦū���öƴ���ƴńġ���ÇŭŊǔġƞƦŊƴǛ���ŸĻ���ÀġǚöƦ���öƴ����ƼƦƴŊŭ���ͥÇÀ͖ͦ���Rġ���ŊƦ���öŢƦŸ���ƴńġ��ͽ
ƛƞŸśġēƴ���ĚŊƞġēƴŸƞ���ĻŸƞ���ƛƞŸƛöļöŭĚö���ƞġƦġöƞēń���öƴ���ƴńġ���!ġŭƴġƞ���ĻŸƞ���wġĚŊö���0ŭļöļġūġŭƴ���ͥ!w0ͦ���öƴ���ÇÀ͖���àŸŸŢŢġǛͶƦ���ƞġƦġöƞēń���ŊƦ���ĻŸēƼƦġĚ��ͽ
Ÿŭ���ēŸūƛƼƴöƴŊŸŭöŢ���ƛƞŸƛöļöŭĚö���öŭĚ���ƴńġ���ƼƦġ���ŸĻ���ġūġƞļġŭƴ���ƴġēńŭŸŢŸļŊġƦ���Ŋŭ���ļŢŸĒöŢ���ƛŸŢŊƴŊēöŢ���ēŸūūƼŭŊēöƴŊŸŭ͖� �ͽ
�ͽ
wöƞŞ���jƼūŢġĒġŭ����ŊƦ���ö���ĚŊƦŊŭĻŸƞūöƴŊŸŭ���ƞġƦġöƞēńġƞ���öƴ���!w0���ǕńŸ���ƦƴƼĚŊġƦ���ƴġēńŭŸŢŸļǛ���Ŋŭ���ŊƴƦ���ƦŸēŊöŢ���öŭĚ���ēƼŢƴƼƞöŢ���ēŸŭƴġǚƴ͖���RŊƦ���ƞġēġŭƴ��ͽ
ǕŸƞŞ���ĻŸēƼƦġƦ���Ÿŭ���ƦŸēŊöŢ���ūġĚŊö͑���ēŸūƛƼƴöƴŊŸŭöŢ���ƛƞŸƛöļöŭĚö͑���öŭĚ���ēŸūĒöƴŊŭļ���ĚŊƦŊŭĻŸƞūöƴŊŸŭ͖��ͽb

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̈ � �ͽ



�ͽ

À� m0����I���!�yÀ0yÀ²� �ͽ
��

6XPPDU\� ��� �b

7DEOH��RI��&RQWHQWV��b b b ��� �b

,QWURGXFWLRQ� ��� �b

7KH��3URSDJDQGD��(FRV\VWHP��DQG��(OHFWLRQV�b b b b ��� �b

'LVLQIRUPDWLRQ��LQ��5HFHQW��8�6���(OHFWLRQV��b b b b b ���� �b

'LJJLQJ��'HHSHU���7KUHH��&DVH��6WXGLHV��RI��7DUJHWHG��'LVLQIRUPDWLRQ�b b b b b b b ���� �b

&XUUHQW��(RUWV��7R��&RPEDW��'LVLQIRUPDWLRQ�b b b b ���� �b

&RQFOXVLRQ���)XWXUH��5HVHDUFK��$JHQGD�b b b ���� �b

%LEOLRJUDSK\� ���� �b
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,Q���������SHRSOH��DFURVV��WKH��8QLWHG��6WDWHV��IDFHG��D��EDUUDJH��RI��GHFHSWLYH��DQG��GLYLVLYH��LQIRUPDWLRQ��b b b b b b b b b b b b b b b
UHODWHG��WR��WKDW��\HDU֢V��KLJKO\��FRQWHQWLRXV��HOHFWLRQ��F\FOH���6RFLDO��PHGLD��SODWIRUPV��ZHUH��SODJXHG��E\��b b b b b b b b b b b b b b
IDOVH��FRQWHQW��DERXW��YDULRXV��FDQGLGDWHV��IRU��RௗFH���SDWHQWO\��XQWUXH��LQIRUPDWLRQ��DERXW��HOHFWRUDO��b b b b b b b b b b b b
SURFHVVHV���V\VWHPDWLF��HRUWV��WR��DPSOLI\��ERJXV��FODLPV��DERXW��YRWHU��IUDXG���DQG��FRHUFLYH��SROLWLFDO��b b b b b b b b b b b b b
PHVVDJLQJ��WLHG��WR��&29,'�����FRQVSLUDF\��WKHRULHV���$��JUHDW��GHDO��RI��WKLV��FRQWHQW��WDUJHWHG��b b b b b b b b b b b b b
PDUJLQDOL]HG��FRPPXQLWLHV��DQG���LQ��SDUWLFXODU���FRPPXQLWLHV��RI��FRORU���)DFHERRN���)URP��(OHFWLRQ��WR��b b b b b b b b b b b b
,QVXUUHFWLRQ������������$XVWLQ��HW��DO�������������7KDNXU��	��+DQNHUVRQ�����������,Q��*HRUJLD���$IULFDQ��b b b b b b b b b b b b b
$PHULFDQV��DQG��+LVSDQLF��$PHULFDQV��ZHUH��RQ��WKH��UHFHLYLQJ��HQG��RI��VRSKLVWLFDWHG��PLFURWDUJHWLQJ��b b b b b b b b b b b b
HRUWV��HUURQHRXVO\��FODLPLQJ��WKDW��WKHQ�6HQDWH��FDQGLGDWH��5DSKDHO��:DUQRFN��֥ FHOHEUDWHG֦��)LGHO��b b b b b b b b b b
&DVWUR���.HUWVFKHU�����������,Q��$UL]RQD���+LVSDQLF��$PHULFDQ��DQG��1DWLYH��$PHULFDQ��FRPPXQLWLHV��b b b b b b b b b b b
IDFHG��D��FDVFDGH��RI��XQWUXH��GLJLWDO��PHVVDJLQJ��RYHU��7ZLWWHU��DERXW��WKH��YRWLQJ��SURFHVV��b b b b b b b b b b b b b
�5DPDFKDQGUDQ������������4XDUDQWD�����������,Q��:LVFRQVLQ���PXOWLSOH��FRPPXQLWLHV��RI��FRORU��IURP��b b b b b b b b b b b
0DGLVRQ��WR��0LOZDXNHH��ZHUH��WDUJHWHG��ZLWK��OLHV��DERXW��PDLO�LQ��EDOORW��IUDXG��DQG��EDOORW��GXPSLQJ��b b b b b b b b b b b b b b
�+HLP��	��/LWNH������������:LW\QVNL��	��&KULVWRHU�����������6HYHUDO��RI��WKHVH��FRRUGLQDWHG��HRUWV��WR��b b b b b b b b b b b b b b
XQGHUPLQH��YRWLQJ��DQG��WKH��GHPRFUDWLF��SURFHVV��KDYH��FRQWLQXHG��LQWR��������ZLWK��b b b b b b b b b b b
SDUWLVDQ�PRWLYDWHG���RYHUZKHOPLQJO\��IUXLWOHVV��DXGLWV��RI��HOHFWLRQ��UHVXOWV���7KHUH��LV��QR��LQGLFDWLRQ��b b b b b b b b b b b
WKDW��WKHVH��SUREOHPV��ZLOO��DEDWH��GXULQJ��WKH��������HOHFWLRQ��F\FOH�� �b b b b b b b b b b
�b

:KLOH��YRWHU��VXSSUHVVLRQ��DQG��HOHFWLRQ��GLVLQIRUPDWLRQ��HRUWV��WDUJHWHG��DW��FRPPXQLWLHV��RI��FRORU��DUH��b b b b b b b b b b b b b
QRW��QHZ���WHFKQRORJLFDO��DGYDQFHV��KDYH��VXSHUFKDUJHG��WKH��SRZHU��DQG��UHDFK��RI��WKRVH��HRUWV���6XFK��b b b b b b b b b b b b b b
LQIRUPDWLRQDO��RHQVLYHV��DUH��SDUW��RI��D��QHZ��DQG��LQQRYDWLYH��ZDYH��RI��KLJKO\��SRWHQW���RIWHQ��b b b b b b b b b b b b b b
DQRQ\PRXV��DQG��DXWRPDWHG��SURSDJDQGD���3URSDJDQGD֞V\VWHPDWLF��HRUWV��WR��PROG��VRFLHW\��DQG��b b b b b b b b b b
SXEOLF��RSLQLRQ��YLD��FRHUFLYH��PHGLD��WRROV��DQG��FRPPXQLFDWLRQ��VWUDWHJLHV֞LV��QRZ��RIWHQ��b b b b b b b b b b b
FRPSXWDWLRQDO��LQ��IRUP��DQG��QHWZRUNHG��LQ��VSUHDG���:RROOH\��	��+RZDUG������������%HQNOHU��HW��DO����b b b b b b b b b b b b b b
��������7RGD\֢V��LQXHQFH��FDPSDLJQV��DUH��GULYHQ��E\��D��FRPSOH[��K\EULG��RI��SROLWLFDO��DQG��FRPPHUFLDO��b b b b b b b b b b b b b b
PRWLYDWLRQV���7KH\��DUH��GHQHG��E\��VRSKLVWLFDWHG��DWWHPSWV��WR��PDQLSXODWH��PHGLD��IUDPHZRUNV��DQG��b b b b b b b b b b b b
UHSRUWLQJ��SUDFWLFHV���ODXQGHU��SDUWLVDQ��LQIRUPDWLRQ���DQG��VWRNH��SROLWLFDO��DSDWK\��DQG��DQJHU���$VWURWXUI��b b b b b b b b b b b b
RU��֥ LQRUJDQLF֦��RSHUDWLRQV��DUH��RIWHQ��SXUSRVHIXOO\��VHHGHG��DPRQJVW��WKH��SXEOLF��LQ��VRFLDO��PHGLD��b b b b b b b b b b b b b
JURXSV��RU��YLD��SHHU�WR�SHHU��WH[W��PHVVDJHV��LQ��HRUWV��WR��JHW��KLJKO\��ELDVHG��LQIRUPDWLRQ��WR��VSUHDG��LQ��D��b b b b b b b b b b b b b b b b b
IDVKLRQ��WKDW��KDV��WKH��LOOXVLRQ��RI��EHLQJ��JUDVVURRWV��RU��RUJDQLF���8QVXUSULVLQJO\���WKH��RULJLQV��RI��VXFK��b b b b b b b b b b b b b b b
HQGHDYRUV��DUH��YHU\��GLௗFXOW��WR��WUDFH���0DQ\��DUH��GHQHG��E\��GLVLQIRUPDWLRQ���WKH��SXUSRVHIXO��VSUHDG��b b b b b b b b b b b b b b
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RI��IDOVH��FRQWHQW���7KLV���LQ��WXUQ���FDQ��TXLFNO\��EHFRPH��PLVLQIRUPDWLRQ���IDOVH��FRQWHQW��WKDW��LV��b b b b b b b b b b b b b b
DFFLGHQWDOO\��RU��XQNQRZLQJO\��VSUHDG��DW��D��YLUDO��OHYHO��� �b b b b b b b bb
�b

,Q��SDUWQHUVKLS��ZLWK��3URWHFW��'HPRFUDF\���ZH��DUH��LQLWLDWLQJ��DQ��RULJLQDO��UHVHDUFK��VWXG\��WKDW��ZLOO��b b b b b b b b b b b b b b
H[SORUH��WKH��HHFWV��RI��RQOLQH��SURSDJDQGD��DQG��GLVLQIRUPDWLRQ��XSRQ��PDUJLQDOL]HG��JURXSV��GXULQJ��b b b b b b b b b b b b
UHFHQW��HOHFWLRQ��F\FOHV��DQG��LQ��WKH��OHDG�XS��WR��ZKDW��ORRNV��WR��EH��D��KLJKO\��FRQWHQWLRXV��������HOHFWLRQ���b b b b b b b b b b b b b b b b b
7DUJHWHG��SURSDJDQGD��KDV��EHHQ��DQG��UHPDLQV��D��NH\��PHFKDQLVP��WKURXJK��ZKLFK��UDFLVW��DQG��b b b b b b b b b b b b b
DQWLGHPRFUDWLF��DFWRUV��VHHN��WR��VHOHFWLYHO\��GLVHQIUDQFKLVH��YRWHUV���'XULQJ��WKH��������8�6���HOHFWLRQ���b b b b b b b b b b b b
WKHVH��DFWRUV��DFWLYHO\��WDUJHWHG��FRPPXQLWLHV��RI��FRORU��ZLWK��GLJLWDO��GLVLQIRUPDWLRQ��IRU��WKH��SXUSRVHV��b b b b b b b b b b b b b
RI��SROLWLFDO��SURSDJDQGD���YRWHU��LQWLPLGDWLRQ���DQG��YRWHU��VXSSUHVVLRQ���7KHVH��PDOLFLRXV��HRUWV���b b b b b b b b b b b
OD\HUHG��RQ��WRS��RI��ORQJVWDQGLQJ��VWUXFWXUDO��EDUULHUV��WKHVH��FRPPXQLWLHV��IDFH��LQ��H[HUFLVLQJ��WKHLU��b b b b b b b b b b b b b
ULJKW��WR��YRWH���FDQ��KDYH��RXWVL]HG��HHFWV��� �b b b b b b bb
�b

2XU��XSFRPLQJ��VWXG\֞WR��EH��SXEOLVKHG��LQ��6SULQJ������֞ZLOO��EH��JURXQGHG��LQ��GDWD��IURP��b b b b b b b b b b b b b
LQWHUYLHZV��ZLWK��FRPPXQLW\��OHDGHUV��ZKR��KDYH��IDFHG��DQG��UHVSRQGHG��WR��VRFLDO��PHGLD��PDQLSXODWLRQ��b b b b b b b b b b b b b
FDPSDLJQV��DQG��SROLF\��PDNHUV��ORRNLQJ��IRU��VROXWLRQV���,W��ZLOO��VHHN��WR��XQFRYHU��WKH��ORFDO��DQG��VSHFLF��b b b b b b b b b b b b b b b b
KDUPV��FDXVHG��E\��WKLV��IRFXVHG��IRUP��RI��GLJLWDO��SURSDJDQGD���7KH��VWXG\��ZLOO��DOVR��SURYLGH��b b b b b b b b b b b b b b
UHFRPPHQGDWLRQV��DQG��UHVRXUFHV��WR��KHOS��PDUJLQDOL]HG��FRPPXQLWLHV��FRSH���FHQWHULQJ��WKHLU��YRLFHV���b b b b b b b b b b b
H[SHULHQFHV���DQG��H[SHUWLVH��DFURVV��WKHVH��VROXWLRQV���:H��ZLOO��WKHQ��SDUWQHU��ZLWK��WKHVH��JURXSV��WR��b b b b b b b b b b b b b b
FUHDWH��PRUH��WDLORUHG��UHVRXUFHV��IRU��UHVSRQGLQJ��WR��GLVLQIRUPDWLRQ��WKDW��DGGUHVV��WKH��XQLTXH��QHHGV��RI��b b b b b b b b b b b b b b
LQGLYLGXDO��FRPPXQLWLHV��LQ��GLHUHQW��UHJLRQV��RI��WKH��FRXQWU\���,Q��RUGHU��WR��JHW��WKH��RQ�WKH�JURXQG��b b b b b b b b b b b b b b
SHUVSHFWLYH��QHFHVVDU\���ZH��ZLOO��EH��IRFXVLQJ��RQ��WKUHH��EDWWOHJURXQG��VWDWHV֞$UL]RQD���*HRUJLD���DQG��b b b b b b b b b b b b
:LVFRQVLQ֞ZKLFK��ZLOO��DOORZ��XV��WR��SURYLGH��D��QXDQFHG��SLFWXUH��RI��WKH��VLWXDWLRQ��DFURVV��WKH��8QLWHG��b b b b b b b b b b b b b b b
6WDWHV��ZLWKRXW��ORVLQJ��IRFXV��RQ��WKH��SDUWLFXODU��UHDOLWLHV��LQ��LQGLYLGXDO��FRPPXQLWLHV��� �b b b b b b b b b b bb
�b

7KLV��ZKLWH��SDSHU��LV��D��SULPHU��IRU��WKH��IRUWKFRPLQJ��HPSLULFDO��VWXG\���,W��OD\V��RXW��WKH��EDFNJURXQG��DQG��b b b b b b b b b b b b b b b b b
WKH��FRQFHSWXDO��IRXQGDWLRQ��WKDW��RXU��IRUWKFRPLQJ��UHVHDUFK��SURMHFW��ZLOO��EXLOG��RQ���+HUH���ZH��H[SODLQ��b b b b b b b b b b b b b b
WKH��FRQWH[W��RI��WKH��ZLGHU��GLVLQIRUPDWLRQ��HFRV\VWHP��WKDW��VXUURXQGV��HOHFWLRQV���GLVFXVV��KRZ��WKDW��b b b b b b b b b b b b b
HFRV\VWHP��RI��GLVLQIRUPDWLRQ��KDV��PDQLIHVWHG��LQ��WKH��WKUHH��H[HPSODU��VWDWHV��LQ��UHFHQW��HOHFWLRQV���DQG��b b b b b b b b b b b b b b
SUHVHQW��RXU��UHVHDUFK��DJHQGD��IRU��HDFK��RI��WKH��VWDWHV��FRYHUHG�� �b b b b b b b b b b
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�b

1R��SLHFH��RI��SURSDJDQGD���FRQVSLUDF\��WKHRU\���RU��KDWH��FDPSDLJQ��H[LVWV��LQ��LVRODWLRQ���6RFLDO��PHGLD��b b b b b b b b b b b b b b
SODWIRUPV��IURP��,QVWDJUDP��WR��<RX7XEH��SOD\��KRVW��WR��D��QHWZRUNHG��FROOHFWLRQ��RI��KDUPIXO���b b b b b b b b b b b b b
PLVOHDGLQJ���DQG��0DFKLDYHOOLDQ��FRQWHQW��WKDW��DSSHDUV��LQ��YDULRXV��IRUPV��RQ��D��FRQWLQXXP��IURP��b b b b b b b b b b b b b
PDVVDJHG��WUXWKV��WR��RXWULJKW��OLHV���&RRUGLQDWHG��DWWHPSWV��WR��LOOLFLWO\��PDQLSXODWH��SXEOLF��RSLQLRQ��b b b b b b b b b b b b
RULJLQDWH��DQG��VHDPOHVVO\��VSUHDG��DFURVV��PXOWLSOH��VSDFHV��RQOLQH��DQG��DFURVV��WUDGLWLRQDO��WH[WV��DQG��b b b b b b b b b b b b b
LQQRYDWLYH��DSSV��RQ��PRELOH��GHYLFHV���7KLV��VHFWLRQ��GHVFULEHV��WKH��PDLQ��W\SHV��RI��RQOLQH��SURSDJDQGD��DV��b b b b b b b b b b b b b b b
WKH\��UHODWH��WR��HOHFWLRQ��LVVXHV��DQG��WKH��WDUJHWLQJ��RI��PDUJLQDOL]HG��FRPPXQLWLHV���:H��SD\��SDUWLFXODU��b b b b b b b b b b b b b b
DWWHQWLRQ��WR��GLVLQIRUPDWLRQ���EHFDXVH��LW��LV��SXUSRVHIXOO\��VSUHDG��DQG��FWLWLRXV���:LWK��WRGD\֢V��HOHFWRUDO�b b b b b b b b b b b b b
SURFHVV��LQFUHDVLQJO\��GHQHG��E\��EDG�IDLWK��DFWRUV��WDNLQJ��DGYDQWDJH��RI��VRFLR�SROLWLFDO��GLYLVLRQ��DQG�b b b b b b b b b b b b
FRQIXVLRQ��DERXW��WKH��WHFKQLFDO��DVSHFWV��RI��YRWLQJ���GLVLQIRUPDWLRQ��KDV��EHFRPH��D��SDUWLFXODUO\��b b b b b b b b b b b b
LPSRUWDQW��WRRO��IRU��LQXHQFLQJ��SHUFHSWLRQ��DQG��EHKDYLRU���(OHFWLRQ�UHODWHG��GLVLQIRUPDWLRQ��FDQQRW��b b b b b b b b b b
EH��IXOO\��GLVHQWDQJOHG��IURP��UHODWHG��HRUWV��WR��V\VWHPDWLFDOO\��VHHG��PDQLSXODWLYH��LQIRUPDWLRQ��GXULQJ��b b b b b b b b b b b b
ERWK��PDMRU��HYHQWV��DQG��HYHU\GD\��OLIH���7KDW��VDLG���GLVLQIRUPDWLRQ��VHHPV��WR��VSLNH��GXULQJ��VHFXULW\��b b b b b b b b b b b b b b
FULVHV���QDWXUDO��GLVDVWHUV���DQG��PDMRU��LQWHUQDWLRQDO��HYHQWV��� �b b b b b b bb
�b

%HFDXVH��DOO��IRUPV��RI��KDUPIXO��GLJLWDO��FRQWHQW��UHLQIRUFH��RQH��DQRWKHU���DFWLRQV��WKDW��DHFW��RQH��b b b b b b b b b b b b b b
SODWIRUP��RU��FRPPXQLW\��PD\��KDYH��XQWROG��HHFWV��GRZQVWUHDP��RQ��RWKHU��JURXSV��DV��ZHOO��DV��RQ��RWKHU��b b b b b b b b b b b b b b b b
LQIRUPDWLRQ��VSDFHV���LQFOXGLQJ��WUDGLWLRQDO��PHGLD���7KH��KDUPV��FDXVHG��E\��WKRVH��ZKR��OHYHUDJH��DQG��b b b b b b b b b b b b b
VSUHDG��WKHVH��W\SHV��RI��FRQWHQW��GLHU���EXW��VR��GR��WKH��ZD\V��LQ��ZKLFK��UHVHDUFK��PD\��EH��DEOH��WR��GLVFHUQ��b b b b b b b b b b b b b b b b b b b
ZRUULVRPH��EHKDYLRUDO��RXWFRPHV��DQG��SURSRVH��VROXWLRQV���)RU��H[DPSOH���EHFDXVH��&29,'�����DQG��b b b b b b b b b b b
HOHFWLRQ��FRQVSLUDF\��WKHRULHV��GHYHORS��LQ��VLPLODU��VSDFHV���DWWHPSWV��WR��LPSURYH��WKH��LQIRUPDWLRQ��b b b b b b b b b b b b
HFRV\VWHP��E\��WDUJHWLQJ��KHDOWK��PLVLQIRUPDWLRQ��PD\��DOVR��EH��KHOSIXO��LQ��WKH��JKW��DJDLQVW��HOHFWLRQ��b b b b b b b b b b b b b b
GLVLQIRUPDWLRQ���8QGHUVWDQGLQJ��WKH��LQWHUUHODWHG��QDWXUH��RI��SURSDJDQGD��DQG��LWV��IRUPV���SDUWLFXODUO\��b b b b b b b b b b b
GLVLQIRUPDWLRQ���LV��QHFHVVDU\��WR��FDSWXUH��DQG��UHVSRQG��WR��WKH��SUREOHP��IXOO\��DQG��WR��DYRLG��XQLQWHQGHG��b b b b b b b b b b b b b b b
KDUP��� �bb
�b

7KH��GDPDJH��FDXVHG��E\��SURSDJDQGD��DQG��GLVLQIRUPDWLRQ��FDQ��PDQLIHVW��GLHUHQWO\��GHSHQGLQJ��RQ��b b b b b b b b b b b b
WKH��WDUJHW��DQG��WKH��VSDFH��LQ��ZKLFK��LW��LV��VSUHDGLQJ��DW��D��JLYHQ��PRPHQW���3URSDJDQGD��FDQ��EH��SXUHO\��b b b b b b b b b b b b b b b b b b
FRPPHUFLDO��RU��SROLWLFDO���EXW��LW��LV��PRVW��RIWHQ��D��FRPELQDWLRQ��RI��HRUWV��WR��ERWK��PDNH��PRQH\��b b b b b b b b b b b b b b b b
WKURXJK��FOLFNV���YLHZV���DQG��DGV��DQG��VLPXOWDQHRXVO\��DGYDQWDJH��LGHRORJLFDO��DOOLHV���)RU��LQVWDQFH���b b b b b b b b b b b b
DWWHPSWV��WR��PLVOHDG��PLQRUV��RQ��\RXWK�RULHQWHG��SODWIRUPV��OLNH��7LN7RN��PLJKW��UHVXOW��LQ��DQ��XSWLFN��b b b b b b b b b b b b b b
LQ��XQGHUDJH��H�FLJDUHWWH��XVH��RU��VWRNH��DQWL�%ODFN��/LYHV��0DWWHU��VHQWLPHQW��ZKLOH��DOVR��GULYLQJ��XVHUV��b b b b b b b b b b b b b b
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WR��IROORZ��SDUWLFXODU��LQXHQFHUV��RU��DFFHVV��MXQN��QHZV��ZHEVLWHV���0HDQZKLOH���֥ VHHGHG֦��OLHV��LQ��b b b b b b b b b b b b b
)DFHERRN��JURXSV��SRSXODU��ZLWK��UHWLUHHV��PLJKW��LQFUHDVH��SRODUL]DWLRQ��ZKLOH��SURPRWLQJ��SKLVKLQJ��b b b b b b b b b b b
FDPSDLJQV���$V��VXFK���LW��LV��LPSRUWDQW��WR��WDNH��D��IXOO�VSHFWUXP���PXOWL�SODWIRUP��DSSURDFK��WR��b b b b b b b b b b b b b
XQGHUVWDQGLQJ��GLJLWDO��SURSDJDQGD���ZKLOH��UHPHPEHULQJ��WKH��YDULHW\��RI��PHWKRGV��WKHVH��FDPSDLJQV��b b b b b b b b b b b
HPSOR\�� �b
�b
I��ªw²������I����0�m0!ÀX�y�ͫ ª�0m�À0(����(�X²XyI�ªw�ÀX�y������y(����§�ª�§�J�y(�� �ͽ
�b
Ɣ )DEULFDWHG��1HZV���6RPH��GLVLQIRUPDWLRQ��LV��VSUHDG��E\��ZHEVLWHV��RU��JURXSV��WKDW��FODLP��WR��EH��b b b b b b b b b b b b b b

OHJLWLPDWH��QHZV��RXWOHWV��EXW��LQ��IDFW��IDEULFDWH��VWRULHV��GXH��WR��LGHRORJLFDO��RU��SURW�GULYHQ��b b b b b b b b b b b b b
PRWLYHV���:KLOH��VRFLDO��PHGLD��FRPSDQLHV��KDYH��WDNHQ��VRPH��VWHSV��WR��UHPRYH��RU��IDFW�FKHFN��b b b b b b b b b b b b b
WKHVH��ZHEVLWHV���HQJDJHPHQW��ZLWK��֥ XQUHOLDEOH֦��QHZV��VLWHV��RQ��VRFLDO��PHGLD��TXDGUXSOHG��LQ��b b b b b b b b b b b b
������FRPSDUHG��WR���������)LVFKHU�����������2QFH��FUHDWHG���IDEULFDWHG��QHZV��PD\��EH��VSUHDG��E\��b b b b b b b b b b b b b b
SROLWLFLDQV��DQG��WKHLU��DOOLHV��LQ��WKHLU��DGYHUWLVLQJ��PDWHULDO��DQG��VSHHFKHV��RU��LQDGYHUWHQWO\��b b b b b b b b b b b b
VKDUHG��E\��XQVXVSHFWLQJ��YLHZHUV���)RU��LQVWDQFH���WKUHH��PRQWKV��DIWHU��WKH��������HOHFWLRQ���b b b b b b b b b b b b
EXVLQHVVPDQ��DQG��IDU�ULJKW��LQXHQFHU��0LNH��/LQGHOO��FUHDWHG��D��ZLGHO\��VKDUHG��OP��FODLPLQJ�b b b b b b b b b b b b
WKDW��WKH��%LGHQ��FDPSDLJQ��XVHG��D��VXSHUFRPSXWHU��WR��KDFN��HOHFWURQLF��YRWLQJ��V\VWHPV֞D��b b b b b b b b b b b b
FODLP��WKDW��RULJLQDWHG��RQ��D��IDEULFDWHG��QHZV��ZHEVLWH���7KH��$PHULFDQ��5HSRUW���6SHQFHU��	��b b b b b b b b b b b b b
)LFKHUD���������� �b b

�b
Ɣ &RQVSLUDF\��7KHRULHV����$��ORW��RI��GLVLQIRUPDWLRQ��RFFXUV��LQ��WKH��IRUP��RI��FRQVSLUDF\��WKHRULHV���b b b b b b b b b b b b b

ZKLFK��PD\��EH��IRFXVHG��RQ��D��JLYHQ��LVVXH���VXFK��DV��DQWL�YDFFLQH��FRQVSLUDF\��WKHRULHV���RU��KDYH��b b b b b b b b b b b b b b b
D��PRUH��JHQHUDO��VFRSH���IRU��H[DPSOH���DOOHJLQJ��SHGRSKLOH��QHWZRUNV��LQ��JRYHUQPHQW��DQG��b b b b b b b b b b b b
HQWHUWDLQPHQW����$��FRQVSLUDF\��WKHRU\��LV��D��FODLP��WKDW��SROLWLFDO��HYHQWV��DUH��PDQLSXODWHG��E\��b b b b b b b b b b b b b
SRZHUIXO��JURXSV��ZLWKRXW��SXEOLF��NQRZOHGJH���XVXDOO\��LQ��D��ZD\��WKH��FRQVSLUDF\��WKHRULVW��b b b b b b b b b b b b
FRQVLGHUV��KRVWLOH���7KHVH��JHQHUDOO\��GLHU��IURP��IDEULFDWHG��QHZV��EHFDXVH���UDWKHU��WKDQ��b b b b b b b b b b b
PDVTXHUDGLQJ��DV��FRPLQJ��IURP��D��WUXVWHG��VRXUFH���FRQVSLUDF\��WKHRULHV��VSUHDG��RUJDQLFDOO\��b b b b b b b b b b b
WKURXJK��XVHU�JHQHUDWHG��FRQWHQW��LQ��QHWZRUNV��VXFK��DV��֥4$QRQ֦��JURXSV���2UGLQDU\��FLWL]HQV��b b b b b b b b b b b
VHUYH��DV��JHQHUDWRUV��RI��IDOVH��LQIRUPDWLRQ���DQG��WKHLU��IDOVH��QDUUDWLYHV��WDNH��RQ��OLYHV��RI��WKHLU��b b b b b b b b b b b b b b b
RZQ��RQ��VRFLDO��PHGLD���,Q��DQ��HOHFWLRQ��FRQWH[W���FRQVSLUDF\��WKHRULHV��PD\��DOOHJH��WKDW��WKH��b b b b b b b b b b b b b b
HOHFWLRQ��ZLOO��EH��ULJJHG��E\��SRZHUIXO��JURXSV���'RQDOG��7UXPS��DQG��KLV��DOOLHV���IRU��LQVWDQFH���b b b b b b b b b b b b b b
FODLPHG��DIWHU��WKH��������HOHFWLRQ��WKDW��'RPLQLRQ��9RWLQJ��6\VWHPV��KDG��GHOHWHG��RU��֥ LSSHG֦��b b b b b b b b b b b b b
PLOOLRQV��RI��7UXPS��YRWHV��LQ��FROOXVLRQ��ZLWK��D��OLVW��RI��SRVVLEOH��FRQVSLUDWRUV��IURP��6SHDNHU��RI��b b b b b b b b b b b b b b b
WKH��+RXVH��1DQF\��3HORVL��WR��ODWH��9HQH]XHODQ��3UHVLGHQW��+XJR��&KDYH]���6ZHQVRQ��	��6HLW]���b b b b b b b b b b b b b
������� �b
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�b
Ɣ 9RWLQJ��'LVLQIRUPDWLRQ����2QH��RI��WKH��PRVW��GDQJHURXV��W\SHV��RI��GLVLQIRUPDWLRQ���DQG��RQH��RI��b b b b b b b b b b b b b

WKH��YHU\��IHZ��WKDW��FDQ��EH��WULHG��DV��D��FULPLQDO��RHQVH����YRWLQJ��GLVLQIRUPDWLRQ��LV��IDOVH��b b b b b b b b b b b b b b b
LQIRUPDWLRQ��GHVLJQHG��IRU��WKH��SXUSRVH��RI��YRWHU��VXSSUHVVLRQ���,W��LQFOXGHV��IDOVH��LQIRUPDWLRQ��b b b b b b b b b b b b
DERXW��YRWLQJ��WLPHV���SROOLQJ��SODFHV���PHWKRGV��RI��YRWLQJ���RU��HOLJLELOLW\��WR��YRWH���)RU��H[DPSOH���b b b b b b b b b b b b b b
D��YDULHW\��RI��JURXSV֞IRUHLJQ��DQG��GRPHVWLF֞PDOLFLRXVO\��VSUHDG��FODLPV��WKDW��YRWHV��FDQ��EH��b b b b b b b b b b b b
FDVW��E\��WH[W��PHVVDJH��DPRQJ��SURVSHFWLYH��&OLQWRQ��YRWHUV��GXULQJ��WKH��������HOHFWLRQ��b b b b b b b b b b b b
�+DZNLQV�����������+DWH��JURXSV��DUH��WKH��ODUJHVW��SHUSHWUDWRUV��RI��YRWLQJ��GLVLQIRUPDWLRQ���DQG��b b b b b b b b b b b b
WKH\��GLUHFWO\��WDUJHW��PLQRULW\��YRWHUV��DV��SDUW��RI��WKHLU��FHQWXULHV�ORQJ��HRUWV��WR��VXSSUHVV��WKH��b b b b b b b b b b b b b b
YRWHV��RI��$PHULFDQV��RI��FRORU���:KLOH��WKLV��LV��D��UHODWLYHO\��XQFRPPRQ��IRUP��RI��GLVLQIRUPDWLRQ���b b b b b b b b b b b b b b
HOHFWLRQ��LQWHJULW\��DQG��8�6���ODZ��GHPDQG��WKDW��LW��EH��LGHQWLHG��DQG��UHPRYHG��ZLWK��GLOLJHQFH���b b b b b b b b b b b b b b
8QVXVSHFWLQJ��YLHZHUV��RI��YRWLQJ��GLVLQIRUPDWLRQ��ZKR��VKDUH��LW��ZLWK��WKHLU��QHWZRUNV��ZLWK��WKH��b b b b b b b b b b b b b
EHVW��RI��LQWHQWLRQV��KHOS��LWV��YLUDO��VSUHDG���6LPLODUO\���UHVHDUFKHUV��KDYH��QRWLFHG��WKDW��ZKHQ��b b b b b b b b b b b b b
ZHOO�PHDQLQJ��YRWHUV��VKDUH��VWDWH�VSHFLF��YRWLQJ��LQIRUPDWLRQ��RQ��VRFLDO��PHGLD���LW��FDQ��VRZ��b b b b b b b b b b b b
FRQIXVLRQ��DQG��EHFRPH��PLVLQIRUPDWLRQ��ZKHQ��LW��LV��YLHZHG��RXW��RI��FRQWH[W��E\��PHPEHUV��RI��b b b b b b b b b b b b b b
WKHLU��VRFLDO��QHWZRUNV��LQ��RWKHU��VWDWHV���*XUVN\��HW��DO����������� �b b b b b b b b b b
�b

Ɣ )DOVH��3ROLWLFDO��$GYHUWLVLQJ����3ROLWLFDO��DGYHUWLVHPHQWV���FRPPRQO\��SXUFKDVHG��E\��FDPSDLJQV��b b b b b b b b b
DQG��SROLWLFDO��DFWLRQ��FRPPLWWHHV���֥3$&V֦��DQG��֥ 6XSHU��3$&V֦���DUH��SHUYDVLYH��LQ��EDWWOHJURXQG��b b b b b b b b b b b b
VWDWHV��GXULQJ��VLJQLFDQW��HOHFWLRQ��F\FOHV���+RZHYHU���WKHVH��DGYHUWLVHPHQWV��PD\��FRQWDLQ��b b b b b b b b b b
GHFHSWLYH��LQIRUPDWLRQ��GHVLJQHG��WR��PDQLSXODWH��YRWHUV֢��RSLQLRQV��RI��FDQGLGDWHV���,Q���������b b b b b b b b b b b
SUR�7UXPS��DGYHUWLVHPHQWV��PLFURWDUJHWHG��:LVFRQVLQ��YRWHUV��ZLWK��IDOVH��FODLPV��DERXW��b b b b b b b b b
WKHQ�SUHVLGHQWLDO��FDQGLGDWH��-RH��%LGHQ֢V��HFRQRPLF��SROLF\���+DUGHH�����������:KLOH��SROLWLFDO��b b b b b b b b b b
DGYHUWLVLQJ��RQ��VRFLDO��PHGLD��LV��VXEMHFW��WR��GLVFORVXUH��UXOHV��HQIRUFHG��E\��WKH��)HGHUDO��(OHFWLRQ��b b b b b b b b b b b b b b
&RPPLVVLRQ���)(&����ZKLFK��)DFHERRN��LPSOHPHQWHG��ZLWK��LWV��SROLF\��RQ��SROLWLFDO��DGYHUWLVLQJ��b b b b b b b b b b b
GLVFODLPHUV���)DFHERRN�����������DQG��LQ��VRPH��FDVHV��WR��IDFW�FKHFNLQJ��SROLFLHV���WKHVH��PD\��EH��b b b b b b b b b b b b b
LQVXௗFLHQWO\��HQIRUFHG���0RUHRYHU���XVHU�JHQHUDWHG��FRQWHQW���LQFOXGLQJ��UHSHDWLQJ��WKHVH��IDOVH��b b b b b b b b b
FODLPV���LV��QRW��VXEMHFW��WR��WKHVH��SROLFLHV���'HFHSWLYH��DGYHUWLVLQJ��PD\��DOVR��EH��FDPRXDJHG��DV��b b b b b b b b b b b b b b
RUJDQLF��FRQWHQW��RU��֥ DVWURWXUIHG֦��YLD��SDLG��LQXHQFHUV��DQG��FRPSXWDWLRQDO��SURSDJDQGD�� �b b b b b b b b b b

�b
w�0ÀR�(²������I����²�§ª0�(� �b
�b
Ɣ &RPSXWDWLRQDO��3URSDJDQGD����&RPSXWDWLRQDO��SURSDJDQGD��LV��WKH��XVH��RI��DXWRPDWLRQ���b b b b b b b b b

DOJRULWKPV���DQG��ELJ��GDWD��RQ��VRFLDO��PHGLD��LQ��DWWHPSWV��WR��PDQLSXODWH��SXEOLF��RSLQLRQ���0RVW��b b b b b b b b b b b b b b
QRWRULRXVO\���QHWZRUNV��RI��ERWV֞DXWRPDWHG��DFFRXQWV��SRVLQJ��DV��KXPDQ��XVHUV֞FDQ��b b b b b b b b b
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GLVVHPLQDWH��IDOVH��RU��KDUPIXO��FRQWHQW���&RPSXWDWLRQDO��SURSDJDQGD��KDV��EHFRPH��D��PDMRU��b b b b b b b b b b b
LQIRUPDWLRQ��WKUHDW��WR��8�6���HOHFWLRQV���DV��DXWRPDWLRQ��DOORZV��EDG��DFWRUV��WR��DPSOLI\��WKH��HHFWV��b b b b b b b b b b b b b b
RI��GLVLQIRUPDWLRQ��E\��VSUHDGLQJ��LW��WKURXJK��VRFLDO��QHWZRUNV���7KH��UROH��RI��FRPSXWDWLRQDO��b b b b b b b b b b b b
SURSDJDQGD��FKDQJHG��EHWZHHQ��WKH��������DQG��������HOHFWLRQV���SODWIRUPV��UHPRYHG��VRPH��ERW��b b b b b b b b b b b b
QHWZRUNV���EXW��DGYHUVDULHV��DOVR��GHYHORSHG��PRUH��VRSKLVWLFDWHG��WHFKQLTXHV���,W��UHPDLQV��D��b b b b b b b b b b b
SHUVLVWHQW��SUREOHP���ZLWK��RQH��ODUJH�GDWDVHW��VWXG\��QGLQJ��RYHU�����������OLNHO\��ERWV��RQ��b b b b b b b b b b b b
7ZLWWHU��VKDULQJ��HOHFWLRQ�UHODWHG��FRQWHQW��LQ���������&KDQJ��HW��DO������������&RPSXWDWLRQDO��b b b b b b b b b b b
SURSDJDQGD��SRVHV��D��QHZ��DQG��HYROYLQJ��WKUHDW���DQG��H[LVWLQJ��LQVWLWXWLRQV��GHVLJQHG��WR��VSRW��b b b b b b b b b b b b b
WUDGLWLRQDO��LQIRUPDWLRQ��WKUHDWV��WR��HOHFWLRQV���VXFK��DV��WKH��)(&���DUH��QRW��VXௗFLHQWO\��HTXLSSHG��b b b b b b b b b b b b b
WR��KDQGOH��DXWRPDWHG��DFWRUV��RQ��VRFLDO��PHGLD�� �b b b b b b b
�b

Ɣ 0LFURWDUJHWLQJ����0LFURWDUJHWLQJ���WKH��SUDFWLFH��RI��XVLQJ��VRFLDO��PHGLD��GDWD��WR��UHDFK��QHO\��b b b b b b b b b b b b
GHQHG��JURXSV��RU��LQGLYLGXDOV���LV��D��SRZHUIXO��WRRO��DW��WKH��KHDUW��RI��ERWK��FRPPHUFLDO��DQG��b b b b b b b b b b b b b b b
SROLWLFDO��GLJLWDO��DGYHUWLVLQJ��VWUDWHJLHV���0LFURWDUJHWHG��FDPSDLJQ��FODLPV��DUH��WDUJHWHG��DW��WKRVH��b b b b b b b b b b b
PRVW��OLNHO\��WR��VSUHDG��WKHP��IXUWKHU���DQG��HHFWLYHO\��WDUJHWHG��IDOVH��RU��PLVOHDGLQJ��FODLPV��b b b b b b b b b b b b b
EHFRPH��RUJDQLF��PLVLQIRUPDWLRQ���ZKLFK��LV��PRUH��WUXVWHG��E\��WKRVH��LQ��WKH��QHWZRUN��RI��b b b b b b b b b b b b b
WDUJHWHG��XVHUV���7KH��7UXPS��SUHVLGHQWLDO��FDPSDLJQV��HPSOR\HG��PLFURWDUJHWLQJ��WR��PD[LPL]H��b b b b b b b b b b
WKHLU��GLJLWDO��VWUDWHJLHV֢��HHFWLYHQHVV���LQFOXGLQJ��WKH��QRWRULRXV��XVH��RI��&DPEULGJH��$QDO\WLFD֢V��b b b b b b b b b b b
SV\FKRORJLFDO��SUROLQJ��WR��WDUJHW��YRWHUV��LQ���������$QGUHZV�����������7UXPS֢V��������FDPSDLJQ��b b b b b b b b b b b b
LQFOXGHG��PDQ\��JXUHV��IURP��WKH��QRZ�GHIXQFW��UP��DQG��PLFURWDUJHWHG��YRWHUV��WR��D��IDU��b b b b b b b b b b b b b
JUHDWHU��H[WHQW��WKDQ��WKH��%LGHQ��FDPSDLJQ���/HRQ��	��6KDUS�����������7KH��FDPSDLJQ��DQG��b b b b b b b b b b b b b
SUR�7UXPS��VXSHU��3$&V��XVHG��GDWD��FROOHFWHG��IRU��PLFURWDUJHWLQJ��WR��WDUJHW��PLOOLRQV��RI��b b b b b b b b b b b b
SHRSOH��ZLWK��DGYHUWLVHPHQWV��WKDW��FRQWDLQHG��IDOVH��RU��PLVOHDGLQJ��FODLPV֞RQH��VXSHU��3$&��b b b b b b b b b b b
NQRZQ��IRU��IDLOLQJ��IDFW�FKHFNV���)XQJ����������VSHQW��������PLOOLRQ��RQ��DGV���LQFOXGLQJ��VRFLDO��b b b b b b b b b b b b b
PHGLD��DGYHUWLVLQJ���LQ��WKH��0LOZDXNHH��DUHD��LQ��WKH��ZHHNV��OHDGLQJ��XS��WR��(OHFWLRQ��'D\��b b b b b b b b b b b b b b
�7UHHQH���������� �b b
�b

Ɣ (QFU\SWHG��'LVLQIRUPDWLRQ����:KLOH��RIWHQ��VSUHDGLQJ��OLNH��RWKHU��IRUPV��RI��SURSDJDQGD���b b b b b b b b b b
GLVLQIRUPDWLRQ��RQ��HQFU\SWHG��PHVVDJLQJ��DSSV��VXFK��DV��:KDWV$SS��DQG��7HOHJUDP��DGGV��b b b b b b b b b b b
DQRWKHU��GLPHQVLRQ��WR��WKH��SUREOHP���7KHVH��DSSV��FDQQRW��EH��HDVLO\��PRQLWRUHG��RU��VWXGLHG���b b b b b b b b b b b b b
EHFDXVH���E\��GHVLJQ���QR��WKLUG��SDUW\���LQFOXGLQJ��WKH��SODWIRUP��LWVHOI���FDQ��VHH��ZKDW��PHVVDJHV��RU��b b b b b b b b b b b b b b b
LPDJHV��DUH��EHLQJ��VHQW���$V��D��UHVXOW���WKH\��DUH��IHUWLOH��JURXQG��ERWK��IRU��SURSDJDQGD��WR��LQOWUDWH��b b b b b b b b b b b b b b b b
YRWHUV֢��WUXVWHG��QHWZRUNV��DQG��IRU��GLVLQIRUPDWLRQ��DFWRUV��WR��FRRUGLQDWH��DWWDFNV��RQ��SXEOLF��b b b b b b b b b b b b
SODWIRUPV���7KLV��LV��SDUWLFXODUO\��UHOHYDQW��IRU��GLDVSRUD��FRPPXQLWLHV��VXFK��DV��+LVSDQLF��b b b b b b b b b b b
$PHULFDQV��DQG��,QGLDQ��$PHULFDQV���ZKR��DUH��IDU��PRUH��OLNHO\��WR��XVH��:KDWV$SS��DQG��RWKHU��b b b b b b b b b b b b b b
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HQFU\SWHG��PHVVDJLQJ��DSSV��WKDQ��QRQ�+LVSDQLF��ZKLWH��DQG��%ODFN��$PHULFDQV���*XUVN\��HW��DO���b b b b b b b b b b b b
������� �b
�b

Ɣ 1DUURZFDVW��'LVLQIRUPDWLRQ����1DUURZFDVW��GLVLQIRUPDWLRQ��UHIHUV��WR��GLVLQIRUPDWLRQ��VKDUHG��b b b b b b b b
LQ��VPDOOHU��JURXSV��WKDW��DUH��DOUHDG\��SUHGLVSRVHG��WR��EHOLHYH��LW���DV��RSSRVHG��WR��D��ZLGHU��b b b b b b b b b b b b b b b
DXGLHQFH��WKDW��PD\��EH��PRUH��VNHSWLFDO���7KLV��LV��HQDEOHG��E\��SUHFLVLRQ��WDUJHWLQJ��DQG��DOORZV��b b b b b b b b b b b b b b
GLVLQIRUPDWLRQ��DFWRUV��WR��FUHDWH��HFKR��FKDPEHUV��LQ��ZKLFK��WKHLU��FRQWHQW��LV��XQFULWLFDOO\��b b b b b b b b b b b b
UHFHLYHG��E\��YXOQHUDEOH��SHRSOH���1DUURZFDVW��GLVLQIRUPDWLRQ��LV��֥ �����>WLPHV@��DV��SUHYDOHQW��DV��b b b b b b b b b b b b
YLUDO��PLVLQIRUPDWLRQ�֦��DFFRUGLQJ��WR��LQWHUQDO��)DFHERRN��GRFXPHQWV���DQG��UHSUHVHQWV��D��b b b b b b b b b b
GDQJHURXV��ZHDSRQL]DWLRQ��RI��VRFLDO��PHGLD֢V��SRZHU��WR��FUHDWH��FRPPXQLW\���$QRQ\PRXV���b b b b b b b b b b
��������)XUWKHUPRUH���DV��PDUJLQDOL]HG��JURXSV��DUH��QRW��KRPRJHQRXV��SROLWLFDO��EORFV���b b b b b b b b b b
QDUURZFDVW��GLVLQIRUPDWLRQ��ULVNV��IUDFWXULQJ��DQG��GLYLGLQJ��H[LVWLQJ��FRPPXQLWLHV���:KLOH��LW��b b b b b b b b b b
PD\��EH��PLFURWDUJHWHG���QDUURZFDVW��GLVLQIRUPDWLRQ��LV��GLHUHQW��IURP��PLFURWDUJHWLQJ��LQ��WKDW��b b b b b b b b b b b
LW��UHIHUV��WR��WKH��QDWXUH��RI��WKH��JURXS��UHFHLYLQJ��GLVLQIRUPDWLRQ���QRW��WKH��ZD\��WKH��b b b b b b b b b b b b b b
GLVLQIRUPDWLRQ��LV��GHOLYHUHG���)RU��LQVWDQFH���D��QRQ�PLFURWDUJHWHG��SLHFH��RI��GLVLQIRUPDWLRQ��b b b b b b b b b b
PD\��EH��EURDGFDVW��LQ��D��SXEOLF��IRUXP��VXEMHFW��WR��FULWLFDO��VFUXWLQ\��DQG��QDUURZFDVW��WR��VPDOO��b b b b b b b b b b b b b b b
JURXSV��SUHGLVSRVHG��WR��EHOLHYH��LW��� �b b b b bb
�b

Ɣ ,QIOXHQFHUV����,Q��WKLV��DJH��RI��VRFLDO��IUDJPHQWDWLRQ��RQOLQH���PDQ\��XVHUV��WXUQ��WR��b b b b b b b b b b b b
LQXHQFHUV֞KLJK�DFWLYLW\��DFFRXQWV��ZLWK��ODUJH��IROORZLQJV֞IRU��WUXVWHG��LQIRUPDWLRQ��DQG��b b b b b b b b
SROLWLFDO��MXGJHPHQWV���+RZHYHU���LQXHQFHUV��H[LVW��DV��SDUW��RI��WKH��VDPH��LQIRUPDWLRQ��b b b b b b b b b b b
HFRV\VWHP��DQG��PD\��QRW��EH��DV��LQGHSHQGHQW��DV��WKH\��DSSHDU���1RW��RQO\��GR��PDQ\��SROLWLFDO��b b b b b b b b b b b b b b b
LQXHQFHUV��UHSHDW��PLVLQIRUPDWLRQ��RU��DFW��DV��FUHDWRUV��RI��GLVLQIRUPDWLRQ���EXW��WKH\��DOVR��DUH��b b b b b b b b b b b b b
QRZ��RIWHQ��FRRUGLQDWHG��EHKLQG��WKH��VFHQHV��EHFDXVH��RI��WKHLU��WUHPHQGRXV��SROLWLFDO��DQG��b b b b b b b b b b b b
FRPPHUFLDO��SRWHQWLDO���6SHFLDOL]HG��UPV��VXFK��DV��:ROI��*OREDO��FXUDWH��QHWZRUNV��RU��֥ SRGV֦��RI��b b b b b b b b b b b b b
LQXHQFHUV��ZKR��DUH��SDLG��RU��HQFRXUDJHG��WR��VSUHDG��D��FRRUGLQDWHG��PHVVDJH��LQ��D��PDQQHU��QRW��b b b b b b b b b b b b b b b
VXEMHFW��WR��SXEOLF��VFUXWLQ\���*RRGZLQ��HW��DO������������7KLV��LV��SDUWLFXODUO\��LPSRUWDQW��IRU��b b b b b b b b b b b b b
PLFUR�LQXHQFHUV���ZKR��SUHYLRXVO\��PD\��KDYH��EHHQ��WRR��VPDOO��IRU��SROLWLFDO��FDPSDLJQV��WR��XVH��b b b b b b b b b b b b b
GLUHFWO\��EXW��QRZ��FDQ��EH��UHFUXLWHG��HQ��PDVVH��WKURXJK��FRRUGLQDWHG��R�SODWIRUP��QHWZRUNV���b b b b b b b b b b b b
%HFDXVH��WKH��FRRUGLQDWHG��QDWXUH��RI��WKLV��SURFHVV��LV��KLGGHQ��DQG��VPDOOHU��LQXHQFHUV��ZLOO��EH��b b b b b b b b b b b b b b
WUXVWHG��E\��WKHLU��WLJKW�NQLW��IROORZLQJV���WKLV��LV��D��SDUWLFXODUO\��GDQJHURXV��IRUP��RI��SURSDJDQGD��b b b b b b b b b b b b b
ZKHQ��DLPHG��DW��PDUJLQDOL]HG��JURXSV�� �b b b b b

�b
�ͽ
�ͽ
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�b
Ɣ ,QIODPPDWRU\��LQIRUPDWLRQ����6RPH��FRQWHQW��WKDW��LV��QRW��QHFHVVDULO\��XQWUXH��FDQ��VWLOO��EH��b b b b b b b b b b b b

KDUPIXO���,QDPPDWRU\��LQIRUPDWLRQ��LV��FRQWHQW��WKDW��LV��PDQLSXODWHG��DQG��SUHVHQWHG��WR��VWRNH��b b b b b b b b b b b b
WHQVLRQV��DQG��FUHDWH��GLYLVLRQV��LQ��D��ZD\��WKDW��DHFWV��$PHULFDQV֢��DELOLW\��WR��SURSHUO\��b b b b b b b b b b b b b
SDUWLFLSDWH��LQ��WKH��HOHFWRUDO��SURFHVV���6XFK��LQIRUPDWLRQ��VSUHDGV��UDSLGO\��RQ��VRFLDO��PHGLD��b b b b b b b b b b b b
WKDQNV��WR��DOJRULWKPV��GHVLJQHG��WR��PD[LPL]H��HQJDJHPHQW��DQG��FDQ��FDXVH��SHRSOH��WR��VXSSRUW��b b b b b b b b b b b b b
H[WUHPLVW��FDQGLGDWHV���DWWDFN��WKH��OHJLWLPDF\��RI��HOHFWLRQV���DQG��HYHQ��HQJDJH��LQ��YLROHQFH���b b b b b b b b b b b b
:KHQ��GHDOLQJ��ZLWK��LQDPPDWRU\��LQIRUPDWLRQ���LW��LV��LPSRUWDQW��WR��GLVWLQJXLVK��JHQXLQH��b b b b b b b b b b b
DFWLYLVP��IURP��DWWHPSWV��WR��FUHDWH��DQJHU��WR��DWWDFN��HOHFWLRQV���VXFK��DV��WKH��5XVVLDQ�OLQNHG��b b b b b b b b b b b b b
GHFHSWLYH��֥%ODFNWLYLVW֦��FDPSDLJQ���%\HUV�����������EXW��LW��LV��VWLOO��SRVVLEOH��WR��XQFRYHU��GHFHSWLYH��b b b b b b b b b b b b b
RU��PDQLSXODWLYH��XVHV��RI��VXFK��LQIRUPDWLRQ��ZLWKRXW��KDUPLQJ��DFWLYLVWV�� �b b b b b b b b b
�b

Ɣ 9RWHU��'HWHUUHQFH����7KH��XVH��RI��SROLWLFDO��DGYHUWLVLQJ��DQG��RWKHU��FDPSDLJQLQJ��WRROV��WR��GHWHU��b b b b b b b b b b b b b
YRWHUV��IURP��FKRRVLQJ��DQ��RSSRVLQJ��FDQGLGDWH��LV��DQ��HQGHPLF��IHDWXUH��RI��PRGHUQ��SROLWLFDO��b b b b b b b b b b b b b
FDPSDLJQLQJ���,W��FDQ��EH��DV��VLPSOH��DV��QHJDWLYH��79��VSRWV��DLPHG��DW��GHSUHVVLQJ��WXUQRXW��E\��b b b b b b b b b b b b b b b
DWWDFNLQJ��D��FDQGLGDWH���EXW��PRGHUQ��VRFLDO��PHGLD��DGGV��D��GDQJHURXV��DVSHFW��WR��WKLV��SUDFWLFH���b b b b b b b b b b b b b b
:KHQ��JURXSV��RI��YRWHUV��DUH��PLFUR�WDUJHWHG��EDVHG��RQ��WKHLU��SURSHQVLW\��WR��VXSSRUW��D��SROLWLFDO��b b b b b b b b b b b b b b
SDUW\���WKHUH��ZLOO��LQHYLWDEO\��EH��D��GLVSDUDWH��LPSDFW��RQ��VHJPHQWV��RI��WKH��SRSXODWLRQ֞GHQHG��b b b b b b b b b b b b b
E\��UDFH���DJH���RU��UHOLJLRQ֞WKDW��DUH��VWURQJO\��GLVSRVHG��WRZDUG��RQH��SDUW\���7KRVH��G\QDPLFV���b b b b b b b b b b b b b
FRPELQHG��ZLWK��WKH��OHJDF\��RI��KLVWRULFDO��VXSSUHVVLRQ��RI��WKH��%ODFN��YRWH��DQG��RQJRLQJ��UDFLVP���b b b b b b b b b b b b b b
PHDQW��WKDW��%ODFN��$PHULFDQV��ZHUH��GLVSURSRUWLRQDWHO\��WDUJHWHG��E\��GHWHUUHQFH��DGYHUWLVLQJ��b b b b b b b b b b
LQ���������&KDQQHO�����1HZV��,QYHVWLJDWLRQV����������DQG���������5\DQ�0RVOH\�����������7KRXJK��b b b b b b b b b b b b
VRFLDO��PHGLD��FRPSDQLHV��KDYH��UHPRYHG��VRPH��WDUJHWLQJ��IHDWXUHV���VRSKLVWLFDWHG��PHWKRGV��RI��b b b b b b b b b b b
YRWHU��GHWHUUHQFH��WKDW��GR��QRW��H[SOLFLWO\��XVH��UDFH��QRQHWKHOHVV��GLVSURSRUWLRQDWHO\��DHFW��b b b b b b b b b b b
FHUWDLQ��PDUJLQDOL]HG��JURXSV���)RU��H[DPSOH���UHVLGHQWLDO��VHJUHJDWLRQ��PHDQV��WKDW��=,3��b b b b b b b b b b
FRGH�OHYHO��WDUJHWLQJ��FDQ��EH��H[WUHPHO\��HHFWLYH��DW��WDUJHWLQJ��FRPPXQLWLHV��RI��FRORU���b b b b b b b b b b b
$OWKRXJK��GHWHUUHQFH��FDPSDLJQLQJ��XVXDOO\��GRHV��QRW��FRQVLVW��RI��GLVLQIRUPDWLRQ��RU��b b b b b b b b b b
KDUDVVPHQW��GLUHFWO\���RௗFLDO��FDPSDLJQLQJ��PD\��ERWK��LQFOXGH��GLVLQIRUPDWLRQ��DQG��LQVSLUH��LW���b b b b b b b b b b b
+DWH��JURXSV��DQG��GLVLQIRUPDWLRQ��DFWRUV���WRR���DUH��DZDUH��RI��WKH��SRWHQWLDO��RI��YRWHU��GHWHUUHQFH��b b b b b b b b b b b b b b
LQ��DFKLHYLQJ��WKHLU��HOHFWRUDO��REMHFWLYHV�� �b b b b b
�b

Ɣ 7DUJHWHG��+DUDVVPHQW����,Q��DGGLWLRQ��WR��GLVLQIRUPDWLRQ���FRRUGLQDWHG��KDWH��FDQ��DOVR��DHFW��b b b b b b b b b b b
SDUWLFLSDWLRQ��LQ��SROLWLFDO��GLVFRXUVH��DQG��WKH��HOHFWRUDO��SURFHVV���+DUDVVPHQW��FDPSDLJQV��b b b b b b b b b b
WDUJHWHG��DW��SROLWLFDO��FDQGLGDWHV���MRXUQDOLVWV���DQG��DFWLYLVWV��KDUP��WKHLU��DELOLW\��DQG��ZLOOLQJQHVV��b b b b b b b b b b b b
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WR��SDUWLFLSDWH��LQ��WKH��SROLWLFDO��SURFHVVHV���7KH\��FDQ��UHVXOW��LQ��D��֥ VSLUDO��RI��VLOHQFH�֦��ZKHQ��WKH��b b b b b b b b b b b b b b b b
LQWLPLGDWLRQ��RI��KLJK�SUROH��JXUHV��PDNHV��LW��PRUH��GLௗFXOW��IRU��RWKHU��PHPEHUV��RI��D��b b b b b b b b b b b b b
FRPPXQLW\��WR��VSHDN��SXEOLFO\���+DPSWRQ��HW��DO������������(YHQ��EH\RQG��WKH��KXPDQ��FRVWV��RI��b b b b b b b b b b b b b b
KDUDVVPHQW���WKH��FKLOOLQJ��HHFW��LW��FUHDWHV��KDV��DGGLWLRQDO��QHJDWLYH��HHFWV��RQ��WKH��SROLWLFDO��b b b b b b b b b b b b b
FRQYHUVDWLRQ���%HFDXVH��ZRPHQ��DQG��FRPPXQLWLHV��RI��FRORU��DUH��GLVSURSRUWLRQDWHO\��WDUJHWHG��b b b b b b b b b b
E\��KDUDVVPHQW��FDPSDLJQV���9RJHOV�����������WKLV��SUREOHP��KDV��SDUWLFXODU��UHOHYDQFH��WR��WKH��b b b b b b b b b b b b
SROLWLFDO��SDUWLFLSDWLRQ��RI��PDUJLQDOL]HG��JURXSV�� �b b b b b
�b

Ɣ +DWHIXO��&RQWHQW����:KLOH��QRW��DOZD\V��GLUHFWO\��WDUJHWHG��DW��YXOQHUDEOH��JURXSV���WKH��SUHVHQFH��b b b b b b b b b b b b
RI��KDWHIXO��FRQWHQW��RQ��VRFLDO��PHGLD��FUHDWHV��D��KRVWLOH��HQYLURQPHQW��WKDW��PD\��DHFW��WKHLU��b b b b b b b b b b b b b b
DELOLW\��RU��ZLOOLQJQHVV��WR��SDUWLFLSDWH��LQ��SROLWLFDO��OLIH���2QOLQH��KDWH��WKXV��KDV��DQ��LQGLUHFW��HHFW��b b b b b b b b b b b b b b b
RQ��WKH��HOHFWRUDO��SURFHVV��WKDW��SDUDOOHOV��WKH��8QLWHG��6WDWHV֢��ORQJ��DQG��RQJRLQJ��KLVWRU\��RI��YRWHU��b b b b b b b b b b b b b b b
LQWLPLGDWLRQ��FDPSDLJQV���ZKLFK��PD\��EH��SDUW��RI��WKH��PRWLYDWLRQ��IRU��VSUHDGLQJ��VXFK��KDWH��� �b b b b b b b b b b b b bb
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(X²XyI�ªw�ÀX�y���Xy���ª0!0yÀ���Ç͖²͖���0m0!ÀX�y²� �ͽ
�b

$��ZLGH��UDQJH��RI��PDOLFLRXV��DFWRUV��LQFOXGLQJ��IRUHLJQ��JRYHUQPHQWV��DQG��GRPHVWLF��SROLWLFDO��JURXSV��b b b b b b b b b b b b b
OHYHUDJH��GLJLWDO��SURSDJDQGD��DQG��GLVLQIRUPDWLRQ��LQ��RUGHU��WR��XQGHUPLQH��8�6���HOHFWLRQV��DQG��IXUWKHU�b b b b b b b b b b b b b
PDUJLQDOL]H��FRPPXQLWLHV��RI��FRORU��DQG��RWKHU��YXOQHUDEOH��JURXSV��WKDW��DUH��LQWHJUDO��WR��WKH��VXFFHVV��RI��b b b b b b b b b b b b b b b
$PHULFDQ��GHPRFUDF\���,Q��RUGHU��WR��XQSDFN��WKH��VFRSH��RI��WKH��LVVXH���WKLV��VHFWLRQ��SURYLGHV��GHWDLOV��RQ��b b b b b b b b b b b b b b b b
UHODWHG��HRUWV��DQG��FDVHV��EHWZHHQ��������DQG��WRGD\���7KH��������HOHFWLRQV��ZLOO��XQGRXEWHGO\��EH��ULIH��b b b b b b b b b b b b b b b
ZLWK��VLPLODU��LQIRUPDWLRQ��WKUHDWV��DLPHG��DW��YDULRXV��VHJPHQWV��RI��WKH��SXEOLF���:LWK��WKLV��LQ��PLQG���ZH��b b b b b b b b b b b b b b b b
PXVW��XQGHUVWDQG��WKH��ZD\V��LQ��ZKLFK��SHRSOH��LQ��RXU��FRXQWU\֞SDUWLFXODUO\��SHRSOH��RI��FRORU֞KDYH��b b b b b b b b b b b b b
H[SHULHQFHG��SURSDJDQGD��DQG��GLVLQIRUPDWLRQ��LQ��UHFHQW��\HDUV��� �b b b b b b bͽ
�b
̈̆̇̌���ͨ ���̈ ̆̇̎� �b
�b

:KLOH��WKH��������HOHFWLRQ��F\FOH��EURXJKW��FRPSXWDWLRQDO��SURSDJDQGD֞��ZKLFK��DOORZV��LQGLYLGXDOV��b b b b b b b b b b b
DQG��JURXSV��WR��PDVVLYHO\��DPSOLI\��GLVLQIRUPDWLRQ��DQG��PLFUR�WDUJHW��YXOQHUDEOH��YRWHUV֞LQWR��WKH��b b b b b b b b b b b
VSRWOLJKW���PDQ\��RI��LWV��WHFKQLTXHV��ZHUH��GHYHORSHG��RXWVLGH��RI��WKH��8QLWHG��6WDWHV���6XFK��WDFWLFV��ZHUH��b b b b b b b b b b b b b b b
DOUHDG\��LQ��XVH��LQ��WKH��6SDQLVK�ODQJXDJH��,QWHUQHW���ZKHUH��֥3H³DERWV֦��KDG��EHHQ��DFWLYH��VLQFH��������LQ��b b b b b b b b b b b b b b b
VXSSRUW��RI��WKHQ�3UHVLGHQW��RI��0H[LFR��(QULTXH��3H³D��1LHWR���'DQLHO�����������DQG��LQ��5XVVLD���ZKHUH��b b b b b b b b b b b b b b
WKH��JRYHUQPHQW��FRQWLQXHV��WR��KRQH��VRSKLVWLFDWHG��DQG��V\VWHPDWLF��WUDQVQDWLRQDO��GLVLQIRUPDWLRQ��b b b b b b b b b b
WHFKQLTXHV��WKDW��KDYH��EHHQ��XVHG��LQ��֥ DFWLYH��PHDVXUHV֦��FDPSDLJQV��GDWLQJ��EDFN��WR��WKH��HDUO\��6RYLHW��b b b b b b b b b b b b b b b
HUD���*DOHRWWL����������� �b b bb
�b

7KH��������HOHFWLRQ��VDZ��IRUHLJQ��GLVLQIRUPDWLRQ��EUHDN��WKURXJK��DV��D��PDMRU��LVVXH��RQ��VRFLDO��PHGLD���b b b b b b b b b b b b b b b
5XVVLDQ��GLVLQIRUPDWLRQ���EH\RQG��VXSSRUWLQJ��'RQDOG��7UXPS֢V��SUHVLGHQWLDO��FDQGLGDF\���WDUJHWHG��b b b b b b b b b
%ODFN��YRWHUV��WR��GLVFRXUDJH��WKHP��IURP��YRWLQJ��IRU��WKHQ�SUHVLGHQWLDO��FDQGLGDWH��+LOODU\��&OLQWRQ��b b b b b b b b b b b b
�֥5XVVLDQ��WUROOV֢��FKLHI��WDUJHW��ZDV��֡EODFN��86��YRWHUV֢��LQ�������֦����������,Q��DGGLWLRQ��WR��WKH��5XVVLDQ��b b b b b b b b b b b b b b b b
FDPSDLJQ���ZKLFK��IRFXVHG��RQ��XQGHUPLQLQJ��WKH��OHJLWLPDF\��RI��$PHULFD֢V��GHPRFUDF\���IRU�SURW��b b b b b b b b b b b
GLVLQIRUPDWLRQ��FDPH��IURP��GLYHUVH��DQG��XQH[SHFWHG��VRXUFHV���2QH��VPDOO��WRZQ��LQ��1RUWK��0DFHGRQLD��b b b b b b b b b b b b b
SURGXFHG��RYHU�������SUR�7UXPS��IDEULFDWHG��QHZV��ZHEVLWHV��LQ��D��SURWDEOH��FRWWDJH��LQGXVWU\��b b b b b b b b b b b b
�6LOYHUPDQ��	��$OH[DQGHU�����������7KH��SRODUL]HG��QDWXUH��RI��WKH��HOHFWLRQ���ZKHUH��WKH��RIWHQ�GXELRXV��b b b b b b b b b b b b b
FODLPV��RI��SUR�7UXPS��PHGLD��FDXVHG��VXSSRUWHUV��WR��VHHN��RXW��FRQUPDWRU\��QHZV���FUHDWHG��D��PDUNHW��b b b b b b b b b b b b b b
IRU��IDOVH���SDUWLVDQ��VWRULHV���DQG��WKHVH��DFWRUV��UHVSRQGHG��WR��WKDW��HFRQRPLF��LQFHQWLYH��� �b b b b b b b b b b b bb
�b
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$PHULFDQV���WRR���MRLQHG��LQ��WKH��IHHGLQJ��IUHQ]\���&RQVSLUDF\��WKHRULHV��GLUHFWO\��DLPHG��DW��JXUHV��b b b b b b b b b b b b b
ZLWKLQ��WKH��&OLQWRQ��FDPSDLJQ���VXFK��DV��֥ 3L]]DJDWH�֦��VSUHDG��UDSLGO\��LQ��SDUWLVDQ��VSDFHV��ZLWK��WKH��KHOS��b b b b b b b b b b b b b b b
RI��ERW��QHWZRUNV���%OHDNOH\�����������:RUVH��VWLOO���IRUPHUO\��IULQJH��KDWH��JURXSV���HPEROGHQHG��E\��b b b b b b b b b b b b b
'RQDOG��7UXPS֢V��FDQGLGDF\���SRLVRQHG��VRFLDO��PHGLD��ZHEVLWHV��ZLWK��KDUDVVPHQW��FDPSDLJQV��DQG��b b b b b b b b b b b
H[WUHPLVW��PDWHULDO���:KLOH��HRUWV��KDYH��EHHQ��PDGH��VLQFH��������WR��DGGUHVV��VRPH��RI��WKHVH��SUREOHPV���b b b b b b b b b b b b b b b
DW��WKDW��WLPH��WKH��8QLWHG��6WDWHV��DQG��VRFLDO��PHGLD��FRPSDQLHV��ZHUH��VLPSO\��XQSUHSDUHG��IRU��WKH��VFRSH��b b b b b b b b b b b b b b b b
DQG��QRYHOW\��RI��WKH��LQIRUPDWLRQ��WKUHDWV��WKH\��IDFHG�� �b b b b b b b b
�b

,Q��WKH��������PLGWHUP��HOHFWLRQV���DV��EDG��DFWRUV֢��DELOLW\��WR��WDUJHW��KDUPIXO��FRQWHQW��LPSURYHG���RWKHU��b b b b b b b b b b b b b b b
UDFLDO��DQG��UHOLJLRXV��PLQRULWLHV��EHFDPH��WKH��WDUJHWV��RI��WDLORUHG��DWWDFNV���5HVHDUFKHUV��ZHUH��DEOH��WR��b b b b b b b b b b b b b b
GLVFHUQ��VSHFLF��WDFWLFV��XVHG��E\��SROLWLFDO��WUROOV��DJDLQVW��PDUJLQDOL]HG��JURXSV���VXFK��DV��WKH��XVH��RI��b b b b b b b b b b b b b b b
6SDQLVK�ODQJXDJH��GLVLQIRUPDWLRQ��DLPHG��DW��+LVSDQLF��YRWHUV��VHDUFKLQJ��IRU��LQIRUPDWLRQ��RQ��b b b b b b b b b b
FDQGLGDWHV���)ORUHV�6DYLJD��	��6DYDJH�����������6RFLDO��PHGLD��FRPSDQLHV��VWUXJJOHG��WR��GHDO��ZLWK��WKH��b b b b b b b b b b b b b
PRUH��ORFDO��QDWXUH��RI��SURSDJDQGD��WDUJHWHG��DW��VWDWH��HOHFWLRQV���,Q��DGGLWLRQ��WR��WDUJHWHG��b b b b b b b b b b b b b
GLVLQIRUPDWLRQ���WDUJHWHG��KDUDVVPHQW��FDPSDLJQV��DWWHPSWHG��WR��GLVVXDGH��PHPEHUV��RI��PDUJLQDOL]HG��b b b b b b b b b b
JURXSV��IURP��SROLWLFDO��SDUWLFLSDWLRQ��LQ�������� �b b b b b b
�b
̈̆̈̆� �ͽ
�b

0DQ\��RI��WKHVH��VDPH��SHUQLFLRXV��SDWWHUQV��UHFXUUHG��LQ���������DQG��GLVLQIRUPDWLRQ��ZDV��D��PDMRU��WKHPH��b b b b b b b b b b b b b b b
RI��WKH��HOHFWLRQ���1DWLRQDO�OHYHO��GLVLQIRUPDWLRQ��VSUHDG��WKURXJK��D��QHWZRUN��RI��KLJK�SUROH��DFWRUV���b b b b b b b b b b b b
ZKR��ZHUH��RIWHQ��LQVSLUHG��E\��WKH��7UXPS��FDPSDLJQ��EXW��WRRN��IDU�ULJKW��PHVVDJLQJ��EH\RQG��HYHQ��b b b b b b b b b b b b b b
ZKDW��WKH��FDPSDLJQ��RௗFLDOO\��HQGRUVHG���1HWZRUN��DQDO\VLV��KDV��VKRZQ��WKDW���VLQFH���������IDU�ULJKW��b b b b b b b b b b b b b
PHGLD��RXWOHWV��KDYH��EHFRPH��PRUH��GLVWLQFW��IURP��WKH��$PHULFDQ��PDLQVWUHDP���RIWHQ��VSUHDGLQJ��b b b b b b b b b b b b
GLVLQIRUPDWLRQ��DQG��FRQVSLUDF\��WKHRULHV���%HQNOHU��HW��DO������������0LFURWDUJHWHG��SURSDJDQGD��ZDV��b b b b b b b b b b b
DLPHG��GLUHFWO\��DW��PDQ\��YXOQHUDEOH��JURXSV���RIWHQ��ERXQG��XS��ZLWK��LVVXHV��VXFK��DV��KHDOWK��b b b b b b b b b b b b b b
GLVLQIRUPDWLRQ���%ODFN��YRWHUV��ZHUH��EHVLHJHG��E\��TXDQWLDEO\��KLJKHU��OHYHOV��RI��KDWH��DQG��b b b b b b b b b b b b
GLVLQIRUPDWLRQ��RQ��VRFLDO��PHGLD��GXULQJ��WKH��%ODFN��/LYHV��0DWWHU��SURWHVWV��RFFXUULQJ��WKURXJKRXW��WKH��b b b b b b b b b b b b b
VXPPHU��WKDQ��EHIRUH��WKH��SURWHVWV���.XPOHEHQ��HW��DO������������DQG��WKH\��WKHQ��ZHUH��WDUJHWHG��DJDLQ��ZLWK��b b b b b b b b b b b b b b b b
YRWHU��GLVLQIRUPDWLRQ��DQG��GHWHUUHQFH��FDPSDLJQLQJ��LQ��WKH��UXQ�XS��WR��(OHFWLRQ��'D\���7DLORUHG���b b b b b b b b b b b b
FXOWXUDOO\��VSHFLF��SURSDJDQGD��WDUJHWHG��+LVSDQLF��YRWHUV��WRR���SDUWLFXODUO\��LQ��)ORULGD��ZKHUH��FODLPV��b b b b b b b b b b b b
WKDW��-RH��%LGHQ��ZDV��D��VRFLDOLVW��RU��&RPPXQLVW��ZHUH��GHVLJQHG��WR��H[SORLW��&XEDQ��$PHULFDQ��YRWHUV֢��b b b b b b b b b b b b b b b
VHQVLWLYLW\��RQ��WKHVH��LVVXHV���5HOLJLRXVO\��RULHQWHG��GLVLQIRUPDWLRQ��DOVR��VSUHDG��WR��PDQLSXODWH��b b b b b b b b b b b
+LVSDQLF��&DWKROLFV���ERWK��DERXW��KRW�EXWWRQ��LVVXHV��OLNH��DERUWLRQ��DQG��PRUH��EDURTXH��FODLPV���VXFK��DV��b b b b b b b b b b b b b b
DOOHJLQJ��WKDW��WKHQ�YLFH��SUHVLGHQWLDO��FDQGLGDWH��.DPDOD��+DUULV��SUDFWLFHV��ZLWFKFUDIW���0D]]HL��	��b b b b b b b b b b b
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0HGLQD�����������7KH��������HOHFWLRQ��UHSUHVHQWHG��D��KLWKHUWR��XQSDUDOOHOHG��OHYHO��RI��HOHFWLRQ��b b b b b b b b b b b b
GLVLQIRUPDWLRQ��LQ��WKH��8QLWHG��6WDWHV���SDUWLFXODUO\��PLFURWDUJHWHG��GLVLQIRUPDWLRQ��DLPHG��DW��b b b b b b b b b b
YXOQHUDEOH��JURXSV���DQG��LW��LV��FULWLFDO��WKDW��WKLV��KLJK�ZDWHU��PDUN��LV��QRW��UHDFKHG��DJDLQ�� �b b b b b b b b b b b b b b
�b

7KH��FRQWH[W��RI��WKH��������HOHFWLRQ��GXULQJ��WKH��&29,'�����SDQGHPLF��DOVR��SURYLGHG��D��ZLQGIDOO��b b b b b b b b b b b b b b
RSSRUWXQLW\��IRU��FRQVSLUDF\��WKHRULVWV���GLVLQIRUPDWLRQ��LQXHQFHUV���DQG��SROLWLFDO��H[WUHPLVWV��WR��b b b b b b b b b b
PDQLSXODWH��SXEOLF��RSLQLRQ���&RPPXQLWLHV��RI��FRORU��KDYH��EHHQ��SDUWLFXODUO\��YXOQHUDEOH��WR��VRPH��b b b b b b b b b b b b
NLQGV��RI��WDUJHWHG��KHDOWK��GLVLQIRUPDWLRQ���LQ��SDUW��EHFDXVH��RI��WKHLU��MXVWLHG��VNHSWLFLVP��RI��WKH��8�6���b b b b b b b b b b b b b b b
KHDOWKFDUH��HVWDEOLVKPHQW��EDVHG��RQ��LWV��RQJRLQJ��KLVWRU\��RI��XQIDLU��DQG��XQHWKLFDO��WUHDWPHQW��RI��SHRSOH��b b b b b b b b b b b b b b
RI��FRORU���6HUFKHQ��HW��DO������������%H\RQG��WKH��GHDGO\��WKUHDW��RI��&29,'�����GLVLQIRUPDWLRQ��LWVHOI���b b b b b b b b b b b b b b
FRQIXVLRQ��DQG��IHDU��DERXW��WKH��SDQGHPLF��FUHDWHG��DQ��RSSRUWXQLW\��WR��DWWDFN��WKH��OHJLWLPDF\��RI��b b b b b b b b b b b b b b
GHPRFUDWLF��HOHFWLRQV���8QFHUWDLQW\��DERXW��SXEOLF��KHDOWK��PHDVXUHV��UHVSRQVLYH��WR��WKH��SDQGHPLF��b b b b b b b b b b b
DGGHG��IXHO��WR��GLVLQIRUPDWLRQ��DERXW��YRWLQJ��SURFHGXUHV���PDLO�LQ��YRWLQJ���EDOORW��VHFXULW\���DQG��PDQ\��b b b b b b b b b b b b b
RWKHU��DVSHFWV��RI��WKH��HOHFWRUDO��SURFHVV���)XUWKHUPRUH���SHRSOH��FRQIXVHG��E\��RU��GLVWUXVWIXO��RI��WKH��b b b b b b b b b b b b b b
VFLHQWLF��QDUUDWLYH��DURXQG��&29,'�����ZKR��VHDUFKHG��IRU��DOWHUQDWLYH��SHUVSHFWLYHV��SUREDEO\��b b b b b b b b b b
HQFRXQWHUHG��RWKHU��FRQVSLUDF\��WKHRULHV��DORQJ��WKH��ZD\���&29,'�����WKXV��SURYLGHG��EDG��DFWRUV��D��b b b b b b b b b b b b b
FKDQFH��ERWK��WR��VRZ��GLVWUXVW��LQ��WKH��HOHFWRUDO��SURFHVV��DQG��WR��FRQYHUW��GLVWUXVW��RI��VFLHQFH��LQWR��b b b b b b b b b b b b b b b b
SROLWLFDO��UDGLFDOL]DWLRQ�� �b b
�b

,PPHGLDWHO\��DIWHU��WKH��������HOHFWLRQ���WKHQ�3UHVLGHQW��7UXPS��IROORZHG��WKURXJK��ZLWK��KLV��WKUHDWV��WR��b b b b b b b b b b b b b
FRQWHVW��WKH��OHJLWLPDF\��RI��WKH��YRWH���DQG��D��PDHOVWURP��RI��GLVLQIRUPDWLRQ��GHVFHQGHG��XSRQ��b b b b b b b b b b b b b
EDWWOHJURXQG��VWDWHV���,Q��*HRUJLD���HOHFWLRQ��RௗFLDOV��UHFHLYHG��GHDWK��WKUHDWV���UDFLVW��PHVVDJHV���DQG��b b b b b b b b b b b b
LQ�SHUVRQ��KDUDVVPHQW��DV��D��UHVXOW��RI��FRQVSLUDF\��WKHRULHV��DERXW��WKH��HOHFWLRQ���6R�����������,Q��b b b b b b b b b b b b b b
:LVFRQVLQ���D��FRQVSLUDF\��WKHRU\��WKDW��D��PLVSODFHG��86%��GULYH��ZDV��XVHG��WR��VWHDO��YRWHV��VSUHDG��ZLGHO\��b b b b b b b b b b b b b b b b
LQ��0LOZDXNHH��DIWHU��LW��ZDV��SXEOLVKHG��E\��IDU�ULJKW��QHZV��ZHEVLWH��7KH��*DWHZD\��3XQGLW���/LWNH���b b b b b b b b b b b b b b
��������(YHQ��PRUH��HODERUDWH��WKHRULHV��DSSHDUHG��LQ��$UL]RQD���ZKHUH��GLVLQIRUPDWLRQ��DFWRUV��UVW��b b b b b b b b b b b b
FODLPHG��WKDW��EDOORWV��OOHG��RXW��ZLWK��6KDUSLH��PDUNHUV��ZHUH��LQYDOLG���6DGHJKL�����������WKHQ��WKDW��IDOVH��b b b b b b b b b b b b b b b
EDOORWV��PDGH��ZLWK��EDPERR��EHUV��ZHUH��RZQ��LQ��IURP��&KLQD���/HYLQH�����������7KHVH��IDOVH��FODLPV��b b b b b b b b b b b b b b b
DQG��PDQ\��PRUH��LQWHUWZLQHG��LQ��WKH��GLVLQIRUPDWLRQ��HFRV\VWHP��LQWR��D��FRQFHUWHG��DQG��FRRUGLQDWHG��b b b b b b b b b b b b b
DWWHPSW��WR��GHOHJLWLPL]H��WKH��HOHFWLRQ��RI��3UHVLGHQW��-RH��%LGHQ���8QIRUWXQDWHO\���WKRXJK��WKHVH��FODLPV��b b b b b b b b b b b b b
KDYH��QRW��VXUYLYHG��OHJDO��RU��MRXUQDOLVWLF��VFUXWLQ\���WKH\��KDYH��SHUVLVWHG��DPRQJ��5HSXEOLFDQV��DV��D��b b b b b b b b b b b b b b
JURXS�������SHUFHQW��RI��ZKRP��FRQWLQXH��WR��EHOLHYH��WKH��%LJ��/LH��WKDW��-RH��%LGHQ֢V��YLFWRU\��LV��WKH��UHVXOW��b b b b b b b b b b b b b b b b b b
RI��ZLGHVSUHDG��HOHFWLRQ��IUDXG���DQG���DQG��WR��D��OHVVHU��H[WHQW���LQ��FRPPXQLWLHV��RI��FRORU���ZLWK��RQH��b b b b b b b b b b b b b b b b
UHFHQW��SROO��QGLQJ������SHUFHQW��RI��+LVSDQLF��DQG������SHUFHQW��RI��%ODFN��UHVSRQGHQWV��EHOLHYHG��WKDW��WKH��b b b b b b b b b b b b b b b b
������HOHFWLRQ��VKRXOG��GHQLWHO\��RU��SUREDEO\��EH��RYHUWXUQHG���1DWLRQDO��7UDFNLQJ��3ROO�����������,Q��WKH��b b b b b b b b b b b b b b
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UXQ�XS��WR���������LW��LV��FULWLFDO��WKDW��DOO��VWDNHKROGHUV��FRPH��WRJHWKHU��WR��DௗUP��WKH��OHJLWLPDF\��DQG��b b b b b b b b b b b b b b b b
VHFXULW\��RI��$PHULFDQ��HOHFWLRQV�� �b b b b

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̇̌� �ͽ



��

(XJJXyJ���(00§0ª͐���ÀRª00���!�²0���²ÀÇ(X0²����I��ͽ
À�ªJ0À0(���(X²XyI�ªw�ÀX�y� �ͽ
�b

,Q��RUGHU��WR��IRFXV��RQ��WKH��KXPDQ��DQG��HOHFWRUDO��LPSDFWV��RI��WDUJHWHG��SURSDJDQGD���RXU��VWXG\��ZLOO��b b b b b b b b b b b b b b b b
FRYHU��WKUHH��NH\��EDWWOHJURXQG��VWDWHV���$UL]RQD���*HRUJLD���DQG��:LVFRQVLQ���7KH��YRWHUV��ZKR��OLYH��LQ��b b b b b b b b b b b b b b
WKHVH��VWDWHV��DUH��HVSHFLDOO\��DWWUDFWLYH��WDUJHWV��IRU��SURSDJDQGD���EHFDXVH��WKHLU��YRWLQJ��EHKDYLRU��PD\��b b b b b b b b b b b b b
GHFLGH��WKH��FRXUVH��RI��DQ��HOHFWLRQ���(DFK��RI��WKHVH��VWDWHV��YRWHG��IRU��'RQDOG��7UXPS��LQ��������DQG��-RH��b b b b b b b b b b b b b b b b b b
%LGHQ��LQ���������VR��XQGHUVWDQGLQJ��WKHLU��G\QDPLFV��PD\��KHOS��XV��GHWHUPLQH��KRZ��WKHVH��IDFWRUV��DUH��b b b b b b b b b b b b b b b
HOHFWRUDOO\��UHOHYDQW���)XUWKHUPRUH���WKH\��DUH��HDFK��UHSUHVHQWDWLYH��RI��D��ZLGHU��HOHFWRUDOO\��LPSRUWDQW��b b b b b b b b b b b b
UHJLRQ֞WKH��6RXWKZHVW���WKH��6RXWKHDVW���DQG��WKH��0LGZHVW���UHVSHFWLYHO\���)LQDOO\���EHFDXVH��WKH\��DUH��b b b b b b b b b b b b
GHPRJUDSKLFDOO\��GLVWLQFW���WKHVH��FDVH��VWXGLHV��ZLOO��DOORZ��XV��WR��NHHS��D��FRQVLVWHQW��IRFXV��RQ��WDUJHWHG��b b b b b b b b b b b b b b b
JURXSV��DQG��DGGUHVV��WKH��VSHFLF��EXW��GLHUHQW��GDQJHUV��WDUJHWLQJ��$VLDQ���%ODFN���+LVSDQLF���DQG��b b b b b b b b b b b b b
1DWLYH��$PHULFDQV��� �b bb
�b
��ªXð�y��͐���R�X²§�yX!����ß��À0ª²������²����À��ªJ0À²� �b
�b

7KH��+LVSDQLF��FRPPXQLW\��LV��WKH��IDVWHVW�JURZLQJ��YRWLQJ��GHPRJUDSKLF��LQ��WKH��FRXQWU\���DQG��b b b b b b b b b b b b
+LVSDQLF��YRWHUV��DUH��LQFUHDVLQJO\��SROLWLFDOO\��LQXHQWLDO��LQ��PDQ\��VWDWHV���SDUWLFXODUO\��LQ��WKH��b b b b b b b b b b b b
6RXWKZHVW���+RZHYHU���WKH\��IDFH��XQLTXH��GLVLQIRUPDWLRQ��FKDOOHQJHV��WKDW��UHTXLUH��DGGLWLRQDO��UHVHDUFK��b b b b b b b b b b b
LQ��RUGHU��WR��WDLORU��DSSURSULDWH��UHVSRQVHV��WR��SURSDJDQGD��DQG��WR��HQVXUH��WKDW��GLVLQIRUPDWLRQ��GRHV��QRW��b b b b b b b b b b b b b b b
SUHYHQW��+LVSDQLF��YRWHUV��IURP��SDUWLFLSDWLQJ��LQ��HOHFWLRQV���,Q��$UL]RQD���+LVSDQLF��$PHULFDQV��IRUP��D��b b b b b b b b b b b b b
GHPRJUDSKLF��SOXUDOLW\��DW��������SHUFHQW��RI��WKH��SRSXODWLRQ���ZLWK��������SHUFHQW��RI��$UL]RQDQV��b b b b b b b b b b b b b
VSHDNLQJ��6SDQLVK��DV��WKHLU��SULPDU\��ODQJXDJH���&XUUHQWO\���������SHUFHQW��RI��HOLJLEOH��YRWHUV��LQ��WKH��VWDWH��b b b b b b b b b b b b b b b
DUH��+LVSDQLF���WKRXJK��WKH��+LVSDQLF��YRWH��ZLOO��LQFUHDVH��LQ��LPSRUWDQFH��DV��PRUH��+LVSDQLF��$UL]RQDQV��b b b b b b b b b b b b b b
UHFHLYH��FLWL]HQVKLS��RU��UHDFK��YRWLQJ��DJH���3HZ��5HVHDUFK�����������+LVSDQLF��YRWHUV��IDFH��VWUXFWXUDO��b b b b b b b b b b b b b
EDUULHUV��WR��DFFHVVLQJ��DFFXUDWH��YRWLQJ��LQIRUPDWLRQ��WKDW��VRPH��RWKHU��JURXSV��PD\��QRW֞LQFOXGLQJ��b b b b b b b b b b b b
DPRQJ��RWKHU��WKLQJV���ODQJXDJH��EDUULHUV��DQG��MXVWLHG��PLVWUXVW��RI��JRYHUQPHQW��DJHQFLHV��GXH��WR��b b b b b b b b b b b b b
FRQFHUQV��DERXW��LPPLJUDWLRQ��SROLFLHV��DQG��HQIRUFHPHQW֞WKDW��PDNH��WKHP��PRUH��YXOQHUDEOH��WR��b b b b b b b b b b b
YRWLQJ��GLVLQIRUPDWLRQ�� �b b
�b

+LVSDQLF��$UL]RQDQV��DUH��WDUJHWHG��E\��FDPSDLJQ��VWUDWHJLVWV��RI��ERWK��SDUWLHV��WR��DHFW��WKHLU��WXUQRXW��b b b b b b b b b b b b b b
DQG��VZD\��WKHLU��FKRLFH��RI��FDQGLGDWH���0DQ\��+LVSDQLF��YRWHUV֢��YLHZV��GR��QRW��QHDWO\��DOLJQ��ZLWK��HLWKHU��b b b b b b b b b b b b b b b b
PDMRU��SROLWLFDO��SDUW\֢V��SODWIRUP���ZKLOH��PDQ\��SUHIHU��WKH��'HPRFUDWLF��3DUW\֢V��DSSURDFK��WR��b b b b b b b b b b b b
LPPLJUDWLRQ��DQG��HFRQRPLF��SROLF\���WKRVH��VDPH��YRWHUV��RIWHQ��DOVR��VXSSRUW��WKH��5HSXEOLFDQ��3DUW\֢V��b b b b b b b b b b b b b
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SROLFLHV��RQ��VRFLDO��LVVXHV��VXFK��DV��DERUWLRQ��IRU��UHOLJLRXV��UHDVRQV���,Q��DGGLWLRQ���EHFDXVH��WKH��8�6���b b b b b b b b b b b b b b b
+LVSDQLF��SRSXODWLRQ��KDV��URRWV��LQ��PDQ\��GLHUHQW��FRXQWULHV���GLHUHQW��+LVSDQLF��VXE�FRPPXQLWLHV��b b b b b b b b b b b
KDYH��GLVWLQFW��YXOQHUDELOLWLHV��WR��GLVLQIRUPDWLRQ��FDPSDLJQV��WDUJHWLQJ��SHRSOH��IURP��WKRVH��FRXQWULHV��b b b b b b b b b b b
ZLWK��WDLORUHG���FXOWXUDOO\��VSHFLF��PHVVDJLQJ���7KHVH��IDFWRUV��FUHDWH��DQ��RSSRUWXQLW\��IRU��ERWK��b b b b b b b b b b b b
'HPRFUDWLF��DQG��5HSXEOLFDQ��FDQGLGDWHV��WR��DSSHDO��WR��+LVSDQLF��YRWHUV���EXW��WKH\��DOVR��FUHDWH��D��b b b b b b b b b b b b b b
FKDQFH��IRU��SURSDJDQGD��WR��PDQLSXODWH��+LVSDQLF��YRWHUV��RYHU��GHHSO\��KHOG��EHOLHIV��WKDW��PD\��QRW��EH��b b b b b b b b b b b b b b b
REYLRXV��WR��QRQ�+LVSDQLF��UHVHDUFKHUV��RU��VWUDWHJLVWV���)XUWKHUPRUH���KRVWLOH��DQG��UDFLVW��b b b b b b b b b b
(QJOLVK�ODQJXDJH��GLVLQIRUPDWLRQ��DWWDFNLQJ��+LVSDQLF��SHRSOH��LQ��WKH��8�6����VXFK��DV��FODLPV��WKDW��b b b b b b b b b b b b
֥PLOOLRQV֦��RI��XQGRFXPHQWHG��LPPLJUDQWV��FRPPLW��YRWHU��IUDXG���֥7UXPS��FODLPV��PLOOLRQV��YRWHG��b b b b b b b b b b b
LOOHJDOO\��LQ��SUHVLGHQWLDO��SROO֦����������DQG��WKH��֥*UHDW��5HSODFHPHQW֦��FRQVSLUDF\��WKHRU\���&KDUOWRQ���b b b b b b b b b b b b
��������PD\��GLVVXDGH��SROLWLFDO��SDUWLFLSDWLRQ��E\��+LVSDQLF��YRWHUV��E\��VWRNLQJ��IHDU��DQG��PDNLQJ��WKHP��b b b b b b b b b b b b b b
IHHO��XQZHOFRPH���b bb
�b

+LVSDQLF��$PHULFDQV��IDFH��DGGLWLRQDO��FKDOOHQJHV��ZLWK��RYHUW��SURSDJDQGD��DQG��SROLWLFDO��b b b b b b b b b b
GLVLQIRUPDWLRQ��LQ��6SDQLVK���7UDQVODWLRQV��RI��(QJOLVK��FRQWHQW��VRPHWLPHV��FDQ��EH��PLVLQIRUPDWLRQ��b b b b b b b b b b b
WKHPVHOYHV���,Q��RQH��FDVH��LQ���������WKH��GLHUHQFH��EHWZHHQ��WKH��FRQQRWDWLRQV��RI��WKH��(QJOLVK��b b b b b b b b b b b b b b
֥3URJUHVVLYH֦��DQG��WKH��6SDQLVK��֥3URJUHVLVWD֦��PHDQW��WKDW��D��YLGHR��RI��-RH��%LGHQ��ZDV��VKDUHG��DV��֥ SURRI֦��b b b b b b b b b b b b b b b b
WKDW��KH��LGHQWLHG��DV��D��VRFLDOLVW���WXUQLQJ��D��OLWHUDO��WUDQVODWLRQ��LQWR��RUJDQLF��PLVLQIRUPDWLRQ���*XUVN\��b b b b b b b b b b b b b b
HW��DO������������7KH��EXON��RI��H[LVWLQJ��IDFW�FKHFNLQJ��LQIUDVWUXFWXUH��DOVR��IRFXVHV��RQ��(QJOLVK�ODQJXDJH��b b b b b b b b b b b b b
PHGLD��UDWKHU��WKDQ��PHGLD��LQ��RWKHU��ODQJXDJHV���SURYLGLQJ��IHZHU��UHVRXUFHV��IRU��6SDQLVK��VSHDNHUV��WR��b b b b b b b b b b b b b b
GHEXQN��YRWHU��GLVLQIRUPDWLRQ��VSUHDG��LQ��WKDW��ODQJXDJH���7KHVH��SDWWHUQV��KDYH��SOD\HG��RXW��DFURVV��WKH��b b b b b b b b b b b b b b
+LVSDQLF��FRPPXQLW\���WKRXJK��WKH��WDUJHWLQJ��RI��&XEDQ��DQG��9HQH]XHODQ��$PHULFDQV��LQ��)ORULGD��KDV��b b b b b b b b b b b b b
UHFHLYHG��WKH��PRVW��PHGLD��FRYHUDJH���0D]]HL����������� �b b b b b b bb
�b

+LVSDQLF��$PHULFDQV��DUH��DOPRVW��VHYHQ��WLPHV��PRUH��OLNHO\��WR��XVH��HQFU\SWHG��PHVVDJLQJ��DSSV��VXFK��DV��b b b b b b b b b b b b b b b
:KDWV$SS��WR��GLVFXVV��SROLWLFV��WKDQ��QRQ�+LVSDQLF��ZKLWHV���*XUVN\��HW��DO������������:KDWV$SS��LV��b b b b b b b b b b b b b
GDQJHURXVO\��FRQGXFLYH��WR��WKH��FRPPXQLW\��VSUHDG��RI��GLVLQIRUPDWLRQ��GXH��WR��WKH��DSS֢V��IHDWXUHV���LWV��b b b b b b b b b b b b b b
HQFU\SWHG��GHVLJQ��PHDQV��)DFHERRN��LV��XQDEOH��WR��DQDO\]H��GLVLQIRUPDWLRQ��QHWZRUNV��RQ��:KDWV$SS��b b b b b b b b b b b b
LQ��WKH��ZD\��LW��GRHV��IRU��XQHQFU\SWHG��SODWIRUPV���DQG��XVHUV֢��DELOLW\��WR��PDVV�IRUZDUG��PHVVDJHV��DOORZV��b b b b b b b b b b b b b b b
IDOVH��DQG��PLVOHDGLQJ��LQIRUPDWLRQ��WR��SUROLIHUDWH��TXLFNO\���'HVSLWH��WKH��GLௗFXOW\��RI��YHULI\LQJ��WKH��b b b b b b b b b b b b b
DXWKHQWLFLW\��RI��LQIRUPDWLRQ��RQ��WKH��DSS���:KDWV$SS��JURXSV��RIWHQ��DFW��DV��D��WUXVWHG��QHZV��VRXUFH��IRU��b b b b b b b b b b b b b b b b
XVHUV���7KH��RSDFLW\��RI��WKHVH��DSSV��PDNHV��TXDOLWDWLYH��UHVHDUFK��VXFK��DV��WKLV��SURMHFW��SDUWLFXODUO\��b b b b b b b b b b b b b b
LPSRUWDQW��IRU��WKH��+LVSDQLF��FRPPXQLW\��� �b b b b bb
�b
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7KH��PRVW��LPPHGLDWHO\��SUHVVLQJ��FKDOOHQJH��IDFLQJ��+LVSDQLF��YRWHUV��LV��SROLWLFDOO\��DQG��UDFLDOO\��b b b b b b b b b b b b
PRWLYDWHG��YRWHU��VXSSUHVVLRQ���LQFOXGLQJ��WKURXJK��GLVLQIRUPDWLRQ���0DQ\��FRPPXQLW\��DFWLYLVW��b b b b b b b b b
JURXSV��IRFXVHG��RQ��JHWWLQJ��RXW��WKH��YRWH��DUH��GRLQJ��H[FHOOHQW��ZRUN��WR��FRPEDW��WKLV��WKUHDW���EXW��PRUH��b b b b b b b b b b b b b b b b b
UHVHDUFK��LV��QHFHVVDU\��WR��GHWHUPLQH��WKH��VSHFLF��QDWXUH��RI��VXSSUHVVLYH��GLVLQIRUPDWLRQ��DLPHG��DW��b b b b b b b b b b b b b
+LVSDQLF��YRWHUV���,Q��RXU��UHVHDUFK���ZH��ZLOO��GLVFXVV��WKHVH��LVVXHV��ZLWK��$UL]RQD��YRWLQJ��ULJKWV��DFWLYLVWV�b b b b b b b b b b b b b b b
DQG��FRPPXQLW\��OHDGHUV���ERWK��WR��DVVHVV��WKH��LPSDFW��RI��RQOLQH��SURSDJDQGD��RQ��WKH��+LVSDQLF��b b b b b b b b b b b b b b
FRPPXQLW\��DQG��OHDUQ��DERXW��DQG��DPSOLI\��VXFFHVVIXO��VWUDWHJLHV��IRU��FRPEDWLQJ��WKLV��WKUHDW�� �b b b b b b b b b b b ͽ

J�0�ªJX��͐��� �m�!j������w0ªX!�y²������y(�����ÀR0���� ��mm�À���� ��å� �b
�b

9RWHU��VXSSUHVVLRQ���GULYHQ��E\��UDFLVP��DQG��HQIRUFHG��E\��YLROHQFH���GLVHQIUDQFKLVHG��*HRUJLD֢V��ODUJH��b b b b b b b b b b b b
%ODFN��SRSXODWLRQ��XQWLO��WKH��9RWLQJ��5LJKWV��$FW��RI���������1RZ���%ODFN��*HRUJLDQV��SOD\��D��FHQWUDO��UROH��b b b b b b b b b b b b b b b b
LQ��VWDWH��SROLWLFV���UHSUHVHQWLQJ������SHUFHQW��RI��HOLJLEOH��YRWHUV��LQ��*HRUJLD��DQG������SHUFHQW��RI��WKH��b b b b b b b b b b b b b b b b
LQFUHDVH��LQ��WKH��YRWLQJ��SRSXODWLRQ��VLQFH���������%XGLPDQ��	��1RH�%XVWDPHQWH�����������9RWLQJ��b b b b b b b b b b b b
ULJKWV��FRQWLQXH��WR��EH��D��FRQWHQWLRXV��LVVXH��LQ��*HRUJLD���ZKHUH��FXUUHQW��YRWLQJ��ODZV��KDYH��D��b b b b b b b b b b b b b b b
VXSSUHVVLYH��HHFW���0RGHUQ��YRWHU��VXSSUHVVLRQ���WKH��GDUN��OHJDF\��RI��*HRUJLD֢V��KLVWRU\���DOVR��KDV��LQ��b b b b b b b b b b b b b b
SDUW��PRYHG��RQOLQH���ZKHUH��LW��WDNHV��SODFH��WKURXJK��WHFKQLTXHV��VLPLODU��WR��RWKHU��IRUPV��RI��b b b b b b b b b b b b b b
GLVLQIRUPDWLRQ��DQG��KDUDVVPHQW���7KH��&29,'�����SDQGHPLF֢V��HHFW��RQ��YRWLQJ��SURFHGXUHV���b b b b b b b b b b
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*HRUJLD֢V��DEUXSW��DGRSWLRQ��RI��DQ��HOHFWURQLF��YRWLQJ��V\VWHP���DQG��H[WUHPLVW��UHVSRQVHV��WR��%ODFN��/LYHV��b b b b b b b b b b b b b b
0DWWHU��SURWHVWV��DOVR��FDXVHG��SUREOHPV��LQ��������� �b b b b b b bb
�b

9RWHU��GLVLQIRUPDWLRQ��GHVLJQHG��WR��VXSSUHVV��%ODFN��YRWHV��LV��WKH��FHQWUDO��FRQFHUQ��RI��RXU��VWXG\��RI��b b b b b b b b b b b b b b b
*HRUJLD���DV��LW��LV��ZLWK��PXFK��PHGLD��FRYHUDJH��RI��GLVLQIRUPDWLRQ��LVVXHV��LQ��WKH��VWDWH���2XWULJKW��YRWHU��b b b b b b b b b b b b b b b b
LQWLPLGDWLRQ��RQOLQH��ZDV��QRW��XQKHDUG��RI��LQ���������ZLWK��DWWDFNV��RQ��HOHFWLRQ��LQWHJULW\��VHUYLQJ��DV�b b b b b b b b b b b b b b b
VXSSRVHG��MXVWLFDWLRQV��IRU��IDOVH��FODLPV��RI��֥ VHFXULQJ֦��SROOLQJ��SODFHV��DQG��RWKHU��VXFK��YHLOHG��WKUHDWV��b b b b b b b b b b b b b b
WR��YRWHUV���)HVVOHU�����������([SOLFLW��WKUHDWV��E\��IDU�ULJKW��H[WUHPLVWV��WR��%ODFN��*HRUJLDQV��ZHQW��HYHQ��b b b b b b b b b b b b b b
IXUWKHU��LQ��DQ��HRUW��WR��VXSSUHVV��YRWHUV���WKRXJK��WKHVH��WKUHDWV��ZHUH��QRW��FDUULHG��RXW���-R\QHU�����������b b b b b b b b b b b b b b b b
0RUHRYHU���FRQIXVLRQ��DERXW��&29,'�����YRWLQJ��SURFHGXUHV��DQG��PDLO�LQ��YRWLQJ��ODZV��FUHDWHG��b b b b b b b b b b b
SUREOHPV��IRU��%ODFN��YRWHUV���SDUWLFXODUO\��HOGHUO\��YRWHUV���&KDQJHV��LQ��YRWLQJ��SURFHGXUHV��ZHUH��b b b b b b b b b b b b
FRPSOLFDWHG��E\��WKH��LQWURGXFWLRQ��RI��HOHFWURQLF��LQ�SHUVRQ��YRWLQJ��PDFKLQHV���/HJLWLPDWH��FRQFHUQV��b b b b b b b b b b b
KDYH��EHHQ��UDLVHG��DERXW��WKH��VSHHG��ZLWK��ZKLFK��*HRUJLD��WUDQVLWLRQHG��WR��HOHFWURQLF��YRWLQJ���DQG��b b b b b b b b b b b b b b
UHSXWDEOH��H[SHUWV��GLVSXWH��WKH��VHFXULW\��RI��HOHFWURQLF��YRWLQJ��LQ��FRPSDULVRQ��WR��SDSHU��EDOORWV���1LHVVH��b b b b b b b b b b b b b b
	��:LFNHUW�����������+RZHYHU���SURSDJDQGD��QHWZRUNV��VHL]HG��RQ��WKHVH��FODLPV��WR��VSUHDG��XQIRXQGHG��b b b b b b b b b b b b b
FRQVSLUDF\��WKHRULHV��DERXW��*HRUJLD֢V��YRWLQJ��PDFKLQHV���9RWHUV��ZHUH��WROG��WKDW��SULYDWH��FRPSDQLHV��b b b b b b b b b b b b
FRXOG��ULJ��HOHFWLRQV��DQG��WKDW��WKHLU��YRWHV��PLJKW��QRW��EH��FRXQWHG���DQG��GLVLQIRUPDWLRQ��DFWRUV��VRZHG��b b b b b b b b b b b b b b b
FRQIXVLRQ��DERXW��WKH��WHFKQLFDO��DVSHFWV��RI��YRWLQJ��� �b b b b b b bb
�b

,Q��RXU��VWXG\��RI��*HRUJLD���ZH��ZLOO��IRFXV��RQ��LQWHUYLHZLQJ��YRWHU��DGYRFDF\��DQG��FLYLO��ULJKWV��JURXSV��b b b b b b b b b b b b b b b b
ZKR��JKW��VXSSUHVVLYH��GLVLQIRUPDWLRQ���*HRUJLD��KDV��D��ORQJ��WUDGLWLRQ��RI��FLYLO��ULJKWV��DFWLYLVP���DQG��b b b b b b b b b b b b b b
WKHVH��JURXSV��KDYH��VHHQ��LQIRUPDWLRQ��WKUHDWV��HYROYH��RYHU��GHFDGHV��LQWR��WKH��,QWHUQHW��DJH���:H��ZLOO��b b b b b b b b b b b b b b b
DOVR��IRFXV��RQ��WKRVH��WKUHDWV��HQFRXQWHUHG��E\��%ODFN��FLYLO��VRFLHW\��JURXSV��WKDW��HQJDJH��LQ��b b b b b b b b b b b b b b
JHW�RXW�WKH�YRWH��DFWLYLWLHV���VXFK��DV��FKXUFKHV��WKDW��KRVW��֥ 6RXOV��WR��WKH��3ROOV֦��HYHQWV���8QGHUVWDQGLQJ��b b b b b b b b b b b b b
WKH��ORFDO��LPSDFW��RI��YRWLQJ��GLVLQIRUPDWLRQ��LV��FULWLFDO��WR��EXLOGLQJ��XSRQ��WKHVH��RUJDQL]DWLRQV֢��b b b b b b b b b b b b b
VWUDWHJLHV��WR��NHHS��FLWL]HQV��YRWLQJ��LQ��WKH��IDFH��RI��GLVLQIRUPDWLRQ��DQG��WHFKQRORJLFDO��FKDQJHV��WR��WKH��b b b b b b b b b b b b b b b
YRWLQJ��SURFHVV���:H��ZLOO��DOVR��LQYHVWLJDWH��WKH��LPSDFW��RI��KDWH��VSHHFK��DQG��LQDPPDWRU\��LQIRUPDWLRQ��b b b b b b b b b b b b b b
RQ��*HRUJLD��YRWHUV���LQFOXGLQJ��IURP��WKUHDWV��WR��SROOLQJ��SODFHV��E\��ZKLWH��VXSUHPDFLVWV��DQG��b b b b b b b b b b b b b
SURSDJDQGD��GHVLJQHG��WR��VWRNH��UDFLDO��IHDUV��VXFK��DV��WKH��5XVVLDQ��LPSHUVRQDWLRQ��RI��%ODFN��/LYHV��b b b b b b b b b b b b b b
0DWWHU��DFWLYLVWV���%\HUV�����������DQG��WKH��H[WHQW��WR��ZKLFK��VXFK��DFWLYLW\��DHFWV��GHFLVLRQV��WR��YRWH���b b b b b b b b b b b b b b b
.HHSLQJ��D��WLJKW��IRFXV��RQ��SURSDJDQGD��LQ��*HRUJLD֢V��%ODFN��FRPPXQLW\��DQG��WKH��WDFWLFV��ZLWK��ZKLFK��b b b b b b b b b b b b b b b
WKH��FRPPXQLW\��KDV��UHVSRQGHG��LQ��WKLV��FDVH��VWXG\��ZLOO��DOORZ��XV��WR��SURPRWH��VWUDWHJLHV��WKDW��FDQ��KHOS��b b b b b b b b b b b b b b b b b
WKLV��FRPPXQLW\��DQG��VLPLODU��FRPPXQLWLHV��FRPEDW��GLVLQIRUPDWLRQ��LQ�������� �b b b b b b b b b
�b
�ͽ
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:LVFRQVLQ��DV��D��FDVH��VWXG\��SURYLGHV��D��XVHIXO��RSSRUWXQLW\��WR��SHUIRUP��TXDOLWDWLYH��UHVHDUFK��EDVHG��RQ��b b b b b b b b b b b b b b b
TXDQWLWDWLYH��ZRUN��DQG��GDWD��MRXUQDOLVP���$OWKRXJK��:LVFRQVLQ֢V��SRSXODWLRQ��LV��SUHGRPLQDQWO\��b b b b b b b b b b
ZKLWH���WKH��VWDWH��LV��KRPH��WR��GLYHUVH��FRPPXQLWLHV��RI��FRORU���ZLWK��QR��RQH��JURXS��DV��D��GRPLQDQW��UDFLDO��b b b b b b b b b b b b b b b b b b
RU��HWKQLF��PLQRULW\���$FFRUGLQJ��WR��FHQVXV��GDWD���:LVFRQVLQ֢V��SRSXODWLRQ��LV�������SHUFHQW��%ODFN��RU��b b b b b b b b b b b b b b
$IULFDQ��$PHULFDQ��������SHUFHQW��+LVSDQLF��RU��/DWLQR���DQG�����SHUFHQW��$VLDQ���LQFOXGLQJ��D��UHODWLYHO\��b b b b b b b b b b b b b b
ODUJH��+PRQJ��FRPPXQLW\���:LVFRQVLQ��DOVR��LQFOXGHV��WKH��RQO\��FRXQW\��LQ��WKH��HDVWHUQ��KDOI��RI��WKH��b b b b b b b b b b b b b b b
8�6���ZLWK��D��PDMRULW\��1DWLYH��$PHULFDQ��SRSXODWLRQ���5HVLGHQWLDO��VHJUHJDWLRQ��SHUVLVWV��LQ��:LVFRQVLQ���b b b b b b b b b b b b
DQG��FRPPXQLWLHV��RI��FRORU��DUH��FRQFHQWUDWHG��LQ��LWV��XUEDQ��DUHDV���7KH��0LOZDXNHH��DUHD��KDV��WKH��WKLUG��b b b b b b b b b b b b b b b b
KLJKHVW��SURSRUWLRQ��RI��$IULFDQ��$PHULFDQ��UHVLGHQWV��LQ��WKH��0LGZHVW���EHKLQG��'HWURLW��DQG��b b b b b b b b b b b b
&OHYHODQG���,W��LV��DOVR��DQ��LPSRUWDQW��FDVH��VWXG\��DV��RQH��RI��VHYHUDO��FULWLFDO��EDWWOHJURXQG��VWDWHV��LQ��WKH��b b b b b b b b b b b b b b b b b
0LGZHVW��WKDW��YRWHG��IRU��'RQDOG��7UXPS��LQ��������DQG��-RH��%LGHQ��LQ���������6WXG\LQJ��KRZ��RQOLQH��b b b b b b b b b b b b b b b b
SURSDJDQGD��WDUJHWHG��PDUJLQDOL]HG��JURXSV��LQ��:LVFRQVLQ��WKXV��JLYHV��XV��D��JUHDWHU��RSSRUWXQLW\��IRU��b b b b b b b b b b b b b
FRPSDUDWLYH��DQDO\VLV��WKDQ��LQ��RWKHU��VWDWHV���ZKHUH��RXU��VWXG\��WDNHV��D��PRUH��VSHFLF��IRFXV��RQ��b b b b b b b b b b b b b b b
LQGLYLGXDO��JURXSV���:LVFRQVLQ֢V��ORFDWLRQ��LQ��WKH��0LGZHVW��DOVR��SURYLGHV��D��WHVW��FDVH��IRU��b b b b b b b b b b b b b
FRXQWHU�SURSDJDQGD��HRUWV��DFURVV��VHYHUDO��EDWWOHJURXQG��VWDWHV��ZLWK��VLPLODU��FXOWXUHV��DQG��b b b b b b b b b b
GHPRJUDSKLFV���:LVFRQVLQ��KDV��EHFRPH��LQFUHDVLQJO\��GLYHUVH��LQ��UHFHQW��\HDUV��EXW��KDV��DOVR��VHHQ��b b b b b b b b b b b b b
LQFUHDVLQJ��VWDWH�OHYHO��SROLWLFDO��SRODUL]DWLRQ��IRU��ORQJHU��WKDQ��VRPH��FRPSDUDEOH��VWDWHV֞DFFRUGLQJ��WR��b b b b b b b b b b b
PDQ\��ORFDOV���VLQFH��WKH��ELWWHU��JXEHUQDWRULDO��UHFDOO��FDPSDLJQ��RI���������*LOEHUW����������� �b b b b b b b b b b b bb
�b

+HDY\��FDPSDLJQLQJ��LQ��:LVFRQVLQ��LQ��������VDZ��FRPPXQLWLHV��RI��FRORU��WDUJHWHG��ERWK��E\��b b b b b b b b b b b b b
WUDGLWLRQDO��FDPSDLJQLQJ��PHWKRGV��DQG��WKH��PLFURWDUJHWLQJ��RI��WKHLU��PHPEHUV���HLWKHU��WKURXJK��b b b b b b b b b b b
JHRJUDSKLF��WDUJHWLQJ��EDVHG��RQ��UHVLGHQWLDO��VHJUHJDWLRQ��RU��WKURXJK��RWKHU��WDUJHWLQJ��PHWKRGV��WKDW��b b b b b b b b b b b b
IXQFWLRQHG��DV��D��SUR[\��IRU��UDFH���7KH��FRPELQDWLRQ��RI��GHWHUUHQFH��FDPSDLJQLQJ��DQG��PLFURWDUJHWLQJ�b b b b b b b b b b b b b
FUHDWHV��D��SHUVLVWHQW���V\VWHPLF��WKUHDW��WR��WKHVH��FRPPXQLWLHV֢��SDUWLFLSDWLRQ��LQ��WKH��HOHFWRUDO��SURFHVV���b b b b b b b b b b b b b
SDUWLFXODUO\��EHFDXVH��RI��WKH��LQKHUHQWO\��VXSSUHVVLYH��QDWXUH��RI��WXUQRXW�EDVHG��FDPSDLJQLQJ��FRPPRQ��b b b b b b b b b b b
LQ��VWDWHV��VXFK��DV��:LVFRQVLQ���,Q��ERWK��������DQG���������WKH��7UXPS��FDPSDLJQ��HQJDJHG��LQ��KLJKO\��b b b b b b b b b b b b b b b b
VRSKLVWLFDWHG��WDUJHWLQJ��RI��GHWHUUHQFH��FDPSDLJQV��WKDW��GLVSURSRUWLRQDWHO\��WDUJHWHG��PLQRULW\��b b b b b b b b b
JURXSV���$FFRUGLQJ��WR��:LVFRQVLQ��:DWFK���WKH��FDPSDLJQ��֥ XVHG��GHPRJUDSKLF��GDWD��WR��V\VWHPDWLFDOO\��b b b b b b b b b b b b
GLVVXDGH��YRWHUV��LQ��0LOZDXNHH֢V��SULPDULO\��%ODFN��QHLJKERUKRRGV��IURP��SDUWLFLSDWLQJ��LQ��WKH��b b b b b b b b b b b
HOHFWLRQ֦���&DPSEHOO��	��6FKXOW]�����������$��VWDWLVWLFDO��DQDO\VLV��E\��&KDQQHO������ZKLFK��XQFRYHUHG��WKLV�b b b b b b b b b b b b b b
SKHQRPHQRQ���FOHDUO\��VKRZV��GLVSURSRUWLRQDWH��WDUJHWLQJ��RI��PLQRULW\��YRWHUV��LQ���������DQG��LQWHUQDO��b b b b b b b b b b b b
FDPSDLJQ��GRFXPHQWV��VKRZ��DWWHPSWV��WR��WDUJHW��$IULFDQ��$PHULFDQ��YRWHUV��VSHFLFDOO\��LQ��������b b b b b b b b b b b b
�֥5HYHDOHG���7UXPS��FDPSDLJQ��VWUDWHJ\��WR��GHWHU��PLOOLRQV��RI��%ODFN��$PHULFDQV��IURP��YRWLQJ��LQ��b b b b b b b b b b b b b
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�����֦����������/RFDO��5HSXEOLFDQV��LQ��:LVFRQVLQ��DOVR��UHSHDWHG��PLVOHDGLQJ��FODLPV��IURP��WKH��7UXPS��b b b b b b b b b b b b b
FDPSDLJQ��DERXW��WKH��VHFXULW\��RI��PDLO�LQ��EDOORWV��LQ��DQ��DWWHPSW��WR��GHWHU��YRWLQJ��E\��PDLO���5HGPDQ��HW��b b b b b b b b b b b b b b b b b
DO������������)XUWKHU��LQYHVWLJDWLRQ��LV��QHFHVVDU\��WR��DVVHVV��WKH��H[WHQW��WR��ZKLFK��WDUJHWHG��JURXSV��ZHUH��b b b b b b b b b b b b b b b
DFWXDOO\��GHWHUUHG��IURP��YRWLQJ��DQG��KRZ��DQWL�GHPRFUDWLF��DFWRUV��XVHG��VRFLDO��PHGLD��WR��VSUHDG��b b b b b b b b b b b b b
GHWHUUHQFH��GLVLQIRUPDWLRQ�� �b b
�b

,Q��RXU��TXDOLWDWLYH��UHVHDUFK���ZH��ZLOO��EXLOG��RQ��WKLV��DQDO\VLV��RI��VXSSUHVVLYH��GHWHUUHQFH��FDPSDLJQLQJ��b b b b b b b b b b b b b b
LQ��:LVFRQVLQ��LQ��RUGHU��WR��GLVFHUQ��WKH��KXPDQ��LPSDFW��DQG��VRFLDO��HHFW��RI��WKHVH��SUDFWLFHV���IRFXVLQJ��b b b b b b b b b b b b b b b b
RQ��WKH��FRPPXQLW\��VSUHDG��RI��SROLWLFDO��PLVLQIRUPDWLRQ���%\��LQWHUYLHZLQJ��WKRVH��YLFWLPL]HG��E\��DQG��b b b b b b b b b b b b b
WKRVH��JKWLQJ��DJDLQVW��PLFURWDUJHWHG��GHWHUUHQFH��DQG��VXSSUHVVLYH��SURSDJDQGD���ZH��ZLOO��LOOXPLQDWH��b b b b b b b b b b b
KRZ��:LVFRQVLQ��YRWHUV��RI��FRORU��H[SHULHQFH��WKH��WKUHDW��RI��SROLWLFDO��GLVLQIRUPDWLRQ��DQG��KRZ��b b b b b b b b b b b b b
FRPPXQLWLHV��KDYH��UHVSRQGHG���,Q��DGGLWLRQ��WR��%ODFN��YRWHUV��LQ��DQG��DURXQG��0LOZDXNHH���ZH��ZLOO��b b b b b b b b b b b b b b
LQYHVWLJDWH��WKH��LPSDFW��RQ��+LVSDQLF��YRWHUV��DQG��WKH��+PRQJ��FRPPXQLW\���,Q��WKLV��ZD\���ZH��ZLOO��b b b b b b b b b b b b b b b
SURGXFH��D��VQDSVKRW��RI��KRZ��SURSDJDQGD��KDUPV��PDUJLQDOL]HG��YRWHUV��LQ��:LVFRQVLQ��WKDW��PD\��DOVR��b b b b b b b b b b b b b b
SURYLGH��LQVLJKW��IRU��UHVSRQGLQJ��WR��GLVLQIRUPDWLRQ��LVVXHV��LQ��DQDORJRXV��FRPPXQLWLHV��DFURVV��WKH��b b b b b b b b b b b b
UHJLRQ��DQG��WKH��QDWLRQ�� �b b b b
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%RWK��EHIRUH��DQG��DIWHU��WKH��������HOHFWLRQ���GHSODWIRUPLQJ��PDOLFLRXV��DFWRUV��E\��UHPRYLQJ��WKHLU��DFFHVV��b b b b b b b b b b b b b b
WR��SXEOLF��VRFLDO��PHGLD��DFFRXQWV��KDV��SURYHQ��VRPHZKDW��VXFFHVVIXO��LQ��FRPEDWLQJ��RQOLQH��SURSDJDQGD��b b b b b b b b b b b b b
LQVRIDU��DV��LW��WDNHV��DZD\��WKHVH��DFWRUV֢��SXEOLF��FRPPXQLFDWLRQ��FKDQQHOV��DQG��DFFHVV��WR��ODUJH��b b b b b b b b b b b b b b
DXGLHQFHV���-KDYHU��HW��DO�������������5RJHUV�����������5HVHDUFKHUV��IRXQG��WKDW��RQOLQH��PLVLQIRUPDWLRQ��b b b b b b b b b b b b
DERXW��HOHFWLRQ��IUDXG��GHFUHDVHG��E\������SHUFHQW��DIWHU��VRFLDO��PHGLD��VLWHV��VXVSHQGHG��'RQDOG��7UXPS��b b b b b b b b b b b b b b
DQG��VHYHUDO��DOOLHV���'ZRVNLQ��	��7LPEHUJ�����������'HSODWIRUPLQJ��XVHUV��ZKR��FRRUGLQDWH��LQDXWKHQWLF��b b b b b b b b b b b b
EHKDYLRU��RU��ZKR��DFW��DV��RULJLQDWRUV��RI��SURSDJDQGD��KDV��EHHQ��SDUWLFXODUO\��SUDLVHG��EHFDXVH��LW��GLVUXSWV��b b b b b b b b b b b b b b b
WKH��HQWLUH��GLVLQIRUPDWLRQ��HFRV\VWHP��DFURVV��SODWIRUPV���5RJHUV�����������)DFHERRN��FXUUHQWO\��GHQHV��b b b b b b b b b b b
&RRUGLQDWHG��,QDXWKHQWLF��%HKDYLRU���&,%���DV��֥ FRRUGLQDWHG��HRUWV��WR��PDQLSXODWH��SXEOLF��GHEDWH��IRU��b b b b b b b b b b b b
D��VWUDWHJLF��JRDO��ZKHUH��IDNH��DFFRXQWV��DUH��FHQWUDO��WR��WKH��RSHUDWLRQ֦���)DFHERRN�����������&,%��LV��WKH��b b b b b b b b b b b b b b b b
FOHDUHVW��XVH��FDVH��IRU��GHSODWIRUPLQJ���DQG��VRFLDO��PHGLD��FRPSDQLHV��KDYH��XVHG��TXDQWLWDWLYH��DQDO\WLFV��b b b b b b b b b b b b b
WR��UHPRYH��HQWLUH��FRRUGLQDWHG��QHWZRUNV��DW��RQFH���'HSODWIRUPLQJ��LV��PRUH��WHFKQLFDOO\��FRPSOH[��b b b b b b b b b b b b
ZKHQ��GHDOLQJ��ZLWK��RWKHU��KDUPIXO��EHKDYLRU��ZKHUH��D��FOHDU��GHQLWLRQ��PD\��EH��GLௗFXOW��WR��ZULWH��DQG��b b b b b b b b b b b b b b b b
DSSO\��� �bb
�b

'HSODWIRUPLQJ��PDOLFLRXV��DFWRUV��IURP��PDMRU��SODWIRUPV��FDQ���XQIRUWXQDWHO\���VKLIW��WKHP��RQWR��PRUH��b b b b b b b b b b b b
IULQJH��RU��SULYDWH��SODWIRUPV��VXFK��DV��HQFU\SWHG��PHVVDJLQJ��DSSV���)RU��LQVWDQFH���HYHQ��ZKLOH��LQ��WKH��b b b b b b b b b b b b b b b
SURFHVV��RI��EHLQJ��GHSODWIRUPHG���WKH��FRQVSLUDF\��WKHRULVW��/DXUD��/RRPHU��SRVWHG��RQ��KHU��UHPDLQLQJ��b b b b b b b b b b b b b
DFFRXQWV��DVNLQJ��IROORZHUV��WR��MRLQ��KHU��RQ��WKH��HQFU\SWHG��7HOHJUDP��DSS���6RPPHU�����������:KLOH��b b b b b b b b b b b b b b
DQWLGHPRFUDWLF��DFWRUV֢��UHDFK��PD\��EH��VPDOOHU��DIWHU��EHLQJ��GHSODWIRUPHG���WKH\��DUH��DEOH��WR��RSHUDWH��b b b b b b b b b b b b b b
PRUH��FRYHUWO\��RQFH��WKHLU��DFWLYLW\��LV��KLGGHQ���7KHVH��GDUN��QHWZRUNV��FRRUGLQDWH��WR��RUJDQL]H��b b b b b b b b b b b b b
VHHPLQJO\��RUJDQLF��DFWLYLW\֞IRU��LQVWDQFH���IDU�ULJKW��H[WUHPLVWV��KDYH��XVHG��SULYDWH��7ZLWWHU��URRPV��WR��b b b b b b b b b b b b
PDQLSXODWH��UHDO��QHWZRUNV��RI��7UXPS��VXSSRUWHUV��LQWR��VSUHDGLQJ��KDUPIXO��PHVVDJHV��RQ��WKH��SXEOLF��b b b b b b b b b b b b b
VLGH��RI��7ZLWWHU���0XVJUDYH�����������2QH��WHFKQLFDO��VROXWLRQ��WR��WKLV��LVVXH��LV��VKDGRZEDQQLQJ���b b b b b b b b b b b b b
WKURWWOLQJ��WKH��UHDFK��RI��EDG��DFWRUV��E\��UHGXFLQJ��WKH��YLVLELOLW\��RI��WKHLU��SRVWV���:KLOH��WKLV��GRHV��QRW��b b b b b b b b b b b b b b b b b
UHPRYH��WKHLU��SURSDJDQGD��HQWLUHO\���LW��LV��HHFWLYH��DW��OLPLWLQJ��VRFLDO��QHWZRUN��VSUHDG��LQ��D��ZD\��WKDW��b b b b b b b b b b b b b b b b
OHDYHV��LQGLYLGXDO��XVHUV��LQ��WKH��QHWZRUN��OHVV��OLNHO\��WR��JR��XQGHUJURXQG��EHFDXVH��WKH\��PD\��EH��b b b b b b b b b b b b b b b
XQDZDUH��WKH\��KDYH��EHHQ��VKDGRZEDQQHG���$OL��HW��DO������������ �b b b b b b b b bb
�b

/DZPDNHUV��DURXQG��WKH��FRXQWU\��DUH��SXUVXLQJ��YDULRXV��JRDOV��UHODWHG��WR��SURWHFWLQJ��WKH��ULJKWV��RI��b b b b b b b b b b b b b b
VRFLDO��PHGLD��XVHUV���6HYHUDO��ELOOV��KDYH��EHHQ��SURSRVHG��WR��SURWHFW��XVHUV��RI��VRFLDO��PHGLD��SODWIRUPV��b b b b b b b b b b b b b b b
IURP��DOJRULWKPLF��GLVFULPLQDWLRQ���D��SUDFWLFH��WKDW��LV��SDUWLFXODUO\��KDUPIXO��WR��FRPPXQLWLHV��RI��FRORU���b b b b b b b b b b b b b
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7KH��&235$���&RQVXPHU��2QOLQH��3ULYDF\��5LJKWV��$FW����������DQG��6$)(��7(&+���6$)(��7(&+��b b b b b b b b b b b b b
$FW����������$FWV��ZRXOG��ERWK��LQWURGXFH��FLYLO��ULJKWV��SURWHFWLRQV��WR��WKH��JRYHUQDQFH��RI��VRFLDO��PHGLD��b b b b b b b b b b b b b b b
GDWD���DQG��WKH��$OJRULWKPLF��-XVWLFH��DQG��2QOLQH��3ODWIRUP��7UDQVSDUHQF\��$FW��ZRXOG��JR��IXUWKHU��E\��b b b b b b b b b b b b b b
HVWDEOLVKLQJ��D��KDUP��VWDQGDUG��E\��ZKLFK��VRFLDO��PHGLD��FRPSDQLHV��ZRXOG��EH��UHVSRQVLEOH��IRU��b b b b b b b b b b b b b
GLVFULPLQDWRU\��DOJRULWKPLF��SURFHVVHV���SRWHQWLDOO\��LQFOXGLQJ��PLFURWDUJHWLQJ��KDUPIXO��FRQWHQW���b b b b b b b b
�$OJRULWKPLF��-XVWLFH��DQG��2QOLQH��3ODWIRUP��7UDQVSDUHQF\��$FW�����������/DZPDNHUV��KDYH��DOVR��PDGH��b b b b b b b b b b b b
PRYHV��WR��SURYLGH��WUDQVSDUHQW��GDWD��DFFHVV��WR��UHVHDUFKHUV���VXFK��DV��WKH��6RFLDO��0HGLD��'$7$��$FW��b b b b b b b b b b b b b b b
�6RFLDO��0HGLD��'$7$��$FW�����������ZKLFK��ZRXOG��SURYLGH��D��IXOO��DUFKLYH��RI��SDLG��DGYHUWLVHPHQWV��DQG��b b b b b b b b b b b b b b b
FUHDWH��D��ZRUNLQJ��JURXS��WR��LQIRUP��IXWXUH��SROLF\��UHFRPPHQGDWLRQV���6RPH��VWDWHV��KDYH��EHJXQ��WR��WU\��b b b b b b b b b b b b b b b
WR��UHJXODWH��GHSODWIRUPLQJ���)ORULGD��UHFHQWO\��DWWHPSWHG��WR��SDVV��D��ODZ��UHVWULFWLQJ��GHSODWIRUPLQJ���b b b b b b b b b b b b
ZKLFK��D��MXGJH��TXLFNO\��IRXQG��WR��YLRODWH��ERWK��WKH��)LUVW��$PHQGPHQW��DQG��6HFWLRQ�������RI��WKH��b b b b b b b b b b b b b b b b
&RPPXQLFDWLRQV��'HFHQF\��$FW���%URGNLQ�����������7H[DV��IROORZHG��VXLW��ZLWK��D��VLPLODU��ODZ���ZKLFK��LV��b b b b b b b b b b b b b b
OLNHO\��WR��PHHW��D��VLPLODU��IDWH�� �b b b b b b
�b

$GPLQLVWUDWLYH��DJHQFLHV���WRR���KDYH��ORRNHG��WR��H[WHQG��WKHLU��RYHUVLJKW��RI��VRFLDO��PHGLD���7KH��)HGHUDO��b b b b b b b b b b b b b b
7UDGH��&RPPLVVLRQ���)7&����ZKLFK��KDV��H[WHQVLYH��SRZHUV��WR��UHJXODWH��LI��VR��GLUHFWHG���KDV��WDNHQ��DQ��b b b b b b b b b b b b b b b
LQWHUHVW��LQ��PDQ\��DVSHFWV��RI��WHFK��UHJXODWLRQ���/DZPDNHUV��DUH��FRQVLGHULQJ��H[SDQGLQJ��LWV��UROH���ZLWK��b b b b b b b b b b b b b b
WKH����VW��&HQWXU\��)7&��$FW��HPSRZHULQJ��WKH��)7&��WR��UHJXODWH��GHFHSWLYH��SUDFWLFHV��RQ��VRFLDO��PHGLD��b b b b b b b b b b b b b b b
���VW��&HQWXU\��)7&��$FW�����������7KH��)HGHUDO��(OHFWLRQ��&RPPLVVLRQ���)(&����ZKLFK��HQIRUFHV��b b b b b b b b b b b b
FDPSDLJQ��QDQFH��ODZ���KDV��EHHQ��UHODWLYHO\��TXLHW��RQ��WKLV��WRSLF��RWKHU��WKDQ��VRPH��UXOHV��RQ��WKH��b b b b b b b b b b b b b b b b
GLVFORVXUH��RI��SDLG��DGYHUWLVHPHQWV���)HGHUDO��(OHFWLRQ��&RPPLVVLRQ���Q�G�����:KLOH��VRPH��H[SHUWV���VXFK��b b b b b b b b b b b b
DV��IRUPHU��)(&��FRPPLVVLRQHU��$QQ��5DYHO���KDYH��FDOOHG��IRU��VWURQJHU��)(&��RYHUVLJKW���5DYHO��HW��DO����b b b b b b b b b b b b b b b
��������WKH��)(&��LV��FXUUHQWO\��VWLOO��JUDSSOLQJ��ZLWK��WKHVH��LVVXHV���KDYLQJ��RQO\��UHJDLQHG��D��TXRUXP��RI��b b b b b b b b b b b b b b b b
FRPPLVVLRQHUV��DW��WKH��HQG��RI���������%XEOH���������� �b b b b b b b b
�b
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�b

,PSURYLQJ��WKH��SROLWLFDO��LQIRUPDWLRQ��HFRV\VWHP��RQOLQH��IRU��FRPPXQLWLHV��RI��FRORU��ZLOO���LQ��WKH��ORQJ��b b b b b b b b b b b b b b
UXQ���UHTXLUH��PRUH��WKDQ��VLPSO\��GLVUXSWLQJ��KDUPIXO��DFWLYLW\���,Q��RUGHU��WR��VROYH��WKHVH��SUREOHPV���ZH��b b b b b b b b b b b b b b b
PXVW��XQGHUVWDQG��WKHP��PXFK��EHWWHU���WKHQ��FRPPXQLFDWH��WKDW��XQGHUVWDQGLQJ��DFURVV��WKH��LQGXVWU\��b b b b b b b b b b b b
DQG��WKH��HOHFWRUDWH���5HVHDUFKHUV��DQG��UHJXODWRUV��QHHG��JUHDWHU��DFFHVV��WR��GDWD��IURP��VRFLDO��PHGLD��b b b b b b b b b b b b b b
FRPSDQLHV��LQ��RUGHU��WR��TXDQWLI\��SURSDJDQGD��DQG��DQDO\]H��QHWZRUNV���VXFK��DV��WKDW��SURPLVHG��E\��WKH��b b b b b b b b b b b b b b b
6RFLDO��0HGLD��'$7$��$FW���%XW��TXDQWLWDWLYH��UHVHDUFK��DORQH��LV��LQVXௗFLHQW���ERWK��TXDOLWDWLYH��DQG��b b b b b b b b b b b b b
TXDQWLWDWLYH��UHVHDUFK��WRJHWKHU��DUH��QHFHVVDU\��WR��SURYLGH��D��FRPSOHWH��SLFWXUH�� �b b b b b b b b b b
�b

7KH��WZR��W\SHV��RI��UHVHDUFK��DUH��QHFHVVDU\��IRU��GLHUHQW��UHDVRQV���$V��SURSDJDQGD��LV��VSUHDG��DW��VFDOH��b b b b b b b b b b b b b b b b
WKURXJK��WHFKQRORJLFDO��SODWIRUPV���TXDQWLWDWLYH��UHVHDUFK��LQFOXGLQJ��GDWD��VFLHQFH���QHWZRUN��DQDO\VLV���b b b b b b b b b b
DQG��ELJ��GDWD��DSSURDFKHV��FDQ��GLVFRYHU��DQG��PDS��RXW��GLVLQIRUPDWLRQ��QHWZRUNV��TXLFNO\��DQG��b b b b b b b b b b b b b
HௗFLHQWO\���7KLV��JLYHV��XV��D��ELJ��SLFWXUH��YLHZSRLQW��RI��WKH��VLWXDWLRQ��RQ��D��JLYHQ��SODWIRUP��DQG��b b b b b b b b b b b b b b b b
SURYLGHV��RSSRUWXQLWLHV��WR��URRW��RXW��VWXEERUQ��LQIRUPDWLRQ��WKUHDWV���,W��LV��DOVR��RIWHQ��PRUH��HHFWLYH��b b b b b b b b b b b b b b
WKDQ��TXDOLWDWLYH��UHVHDUFK��DW��VWXG\LQJ��VSHFLF��WUHQGV��RYHU��WLPH��DQG��HYDOXDWLQJ��SROLFLHV��DLPHG��DW��b b b b b b b b b b b b b b
FRPEDWLQJ��KDUPIXO��FRQWHQW���4XDOLWDWLYH��UHVHDUFK���WKRXJK���LV��QHHGHG��WR��XQGHUVWDQG��WKH��b b b b b b b b b b b
FURVV�SODWIRUP��QDWXUH��DQG��VRFLDO��FRQWH[W��RI��SURSDJDQGD���,W��LV��GLௗFXOW��HQRXJK��WR��SHUIRUP��b b b b b b b b b b b b b
TXDQWLWDWLYH��UHVHDUFK��DFURVV��PXOWLSOH��RSHQ��SODWIRUPV���EXW��EDG��DFWRUV֢��XVH��RI��HQFU\SWHG��DSSV��VXFK��b b b b b b b b b b b b b b
DV��7HOHJUDP��PDNH��D��IXOO\��TXDQWLWDWLYH��DFFRXQW��RI��WKH��HFRV\VWHP��LPSRVVLEOH���(YHQ��RQ��b b b b b b b b b b b b b
QRQ�HQFU\SWHG��SODWIRUPV���UHVHDUFKHUV��RIWHQ��ODFN��VXௗFLHQW��GDWD��WR��TXDQWLI\��VWUXFWXUDO��LQHTXDOLWLHV��b b b b b b b b b b b
LQ��GDWD��XVH��DV��H[SHULHQFHG��E\��FRPPXQLWLHV��RI��FRORU���VR��TXDOLWDWLYH��UHVHDUFK��FDQ��EH��XVHG��WR��JXLGH��b b b b b b b b b b b b b b b b b
WKH��GDWD��WUDQVSDUHQF\��LQLWLDWLYHV��QHFHVVDU\��IRU��XQGHUVWDQGLQJ��WKH��KDUPIXO��HHFWV��RI��DOJRULWKPLF��b b b b b b b b b b b b
LQMXVWLFH���)XUWKHUPRUH���TXDOLWDWLYH��UHVHDUFK��VXFK��DV��WKLV��SURMHFW��LV��WKH��RQO\��ZD\��WR��IRFXV��RQ��WKH��b b b b b b b b b b b b b b b b
LPSDFW��RI��SURSDJDQGD��RQ��LWV��YLFWLPV���SDUWLFXODUO\��PDUJLQDOL]HG��FRPPXQLWLHV��ZKR��PD\��EH��b b b b b b b b b b b b
XQGHUUHSUHVHQWHG��LQ��TXDQWLWDWLYH��ZRUN���:LWKRXW��TXDOLWDWLYH��UHVHDUFK���ZH��ULVN��SHUSHWXDWLQJ��WKH��b b b b b b b b b b b
VDPH��SDWWHUQV��RI��KDUP��WKLV��VWXG\��VHHNV��WR��SUHYHQW�� �b b b b b b b b b
�b

2XU��VWXG\��ZLOO��FHQWHU��RQ��LQWHUYLHZV��ZLWK��FRPPXQLW\��OHDGHUV���DFWLYLVWV���DQG��RWKHU��SURPLQHQW��b b b b b b b b b b b b b
PHPEHUV��RI��FRPPXQLWLHV��RI��FRORU��LQ��WKH��WKUHH��VWDWHV���:H��SODQ��WR��FRQGXFW��VHPL�VWUXFWXUHG��b b b b b b b b b b b b b b
LQ�GHSWK��LQWHUYLHZV���ERWK��LQ�SHUVRQ��DQG��WKURXJK��YLGHR��VRIWZDUH��VXFK��DV��=RRP���)ROORZLQJ��b b b b b b b b b b b b
UHFHLSW��RI��WKH��FRQVHQW��IRUP���DOO��LQWHUYLHZV��ZLOO��EH��FRQVHQVXDOO\��UHFRUGHG��DQG��FDUULHG��RXW��XQGHU��b b b b b b b b b b b b b b b
WKH��FRQGLWLRQ��RI��DQRQ\PLW\���$��GLYHUVH��VHOHFWLRQ��RI��SDUWLFLSDQWV��ZLOO��EH��LGHQWLHG��WKURXJK��b b b b b b b b b b b b b
QRQ�SUREDELOLW\��SXUSRVLYH��VDPSOLQJ���VSHFLFDOO\��WKURXJK��WKH��FROOHFWLRQ��DQG��DQDO\VLV��RI��QHZV��b b b b b b b b b b b
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DUWLFOHV��DERXW��WKH��ZD\V��LQ��ZKLFK��FLYLO��ULJKWV��JURXSV��IRFXVHG��RQ��FRPPXQLWLHV��RI��FRORU��DUH��b b b b b b b b b b b b b b b
H[SHULHQFLQJ��DQG��FRXQWHULQJ��GLVLQIRUPDWLRQ���QHZV��DUWLFOHV��DERXW��WKH��ZD\V��LQ��ZKLFK��ORFDO��DQG��b b b b b b b b b b b b b
IHGHUDO��SROLF\PDNHUV��DUH��FRXQWHULQJ��GLVLQIRUPDWLRQ���OHJDO��DQG��DFDGHPLF��WH[WV���UHYLHZ��RI��b b b b b b b b b b b
/LQNHG,Q���DQG��VQRZEDOO��VDPSOLQJ��UHIHUHQFHV��DQG��LQWURGXFWLRQV��JDUQHUHG��IURP��LQWHUYLHZHHV��b b b b b b b b b b
�+DQGFRFN��	��*LOH����������� �b b b bb
�b

$IWHU��HDFK��FRQYHUVDWLRQ���LQWHUYLHZHUV��ZLOO��FUHDWH��PHPRV��VXPPDUL]LQJ��WKH��PRVW��LPSRUWDQW��b b b b b b b b b b b
WKHPHV��DQG��WDNHDZD\V��DQG��WKHQ��WULDQJXODWH��QGLQJV��EHWZHHQ��LQWHUYLHZHUV���,Q��DGGLWLRQ���ZH��ZLOO��b b b b b b b b b b b b b
FUHDWH��WKHPDWLF��PHPRV���ZKLFK��ZLOO��֥ EULQJ��WRJHWKHU��WKH��GDWD��IURP��DFURVV��VHYHUDO��VRXUFHV��RQ��DQ��b b b b b b b b b b b b b b b
HPHUJLQJ��WKHPH֦���5RVVPDQ��	��5DOOLV����������S����������7KURXJK��RXU��DQDO\VHV��RI��WKH��PHPRV���ZH��ZLOO��b b b b b b b b b b b b b b b b
EH��DEOH��WR��LGHQWLI\��DQG��VXEVWDQWLDWH��D��VHW��RI��HPHUJLQJ��WKHPHV���5\DQ��	��%HUQDUG����������WKDW��ZH��b b b b b b b b b b b b b b b b b
ZLOO��FRPSLOH��LQWR��D��UHSRUW���:H��WKHQ��ZLOO��FUHDWH��UHVRXUFHV��EDVHG��RQ��WKH��UHSRUW��DQG��IHHGEDFN��IURP��b b b b b b b b b b b b b b b b b
FRPPXQLW\��JURXSV���:H��ZLOO��FROODERUDWH��ZLWK��WKRVH��JURXSV��WR��SURGXFH��SXEOLF�IDFLQJ��HGXFDWLRQDO��b b b b b b b b b b b b
PDWHULDOV��IRU��YRWHUV��LQ��WKH��������HOHFWLRQ��F\FOH��� �b b b b b b b bb
�b

%\��FHQWHULQJ��WKH��YRLFHV��RI��KLVWRULFDOO\��PDUJLQDOL]HG��FRPPXQLWLHV��DQG��V\QWKHVL]LQJ��WKH��ZLGHU��b b b b b b b b b b b b
QGLQJV��RI��GLVLQIRUPDWLRQ��UHVHDUFKHUV��ZLWK��WKHLU��H[SHULHQFHV���WKLV��SURMHFW��ZLOO��KHOS��EUHDN��WKH��b b b b b b b b b b b b b
F\FOH��RI��SURSDJDQGD��WKDW��SHUSHWXDWHV��WKH��GLVHQIUDQFKLVHPHQW��RI��PLOOLRQV��RI��$PHULFDQV��RI��FRORU�� �b b b b b b b b b b b b b
�b
�b
�b
�b
�b
�b
�b
�b
�b
�b
�b
�b
�b
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 X mX�Jª�§Ræ� �b
�b

��VW��&HQWXU\��)7&��$FW���QR���+�5�����������WK��&RQJUHVV�����������b b b b b b b b b
KWWSV���ZZZ�FRQJUHVV�JRY�ELOO����WK�FRQJUHVV�KRXVH�ELOO������� �bb

�b
$OJRULWKPLF��-XVWLFH��DQG��2QOLQH��3ODWIRUP��7UDQVSDUHQF\��$FW���QR���6�����������WK��&RQJUHVV�����������b b b b b b b b b b b b

KWWSV���ZZZ�FRQJUHVV�JRY�ELOO����WK�FRQJUHVV�VHQDWH�ELOO������WH[W� �b
�b

$OL���6����6DHHG���0���+����$OGUHDEL���(����%ODFNEXUQ���-����'H��&ULVWRIDUR���(����=DQQHWWRX���6����	��6WULQJKLQL���b b b b b b b b b b b b b b b b
*������������8QGHUVWDQGLQJ��WKH��(HFW��RI��'HSODWIRUPLQJ��RQ��6RFLDO��1HWZRUNV������WK��$&0��b b b b b b b b b b b b
:HE��6FLHQFH��&RQIHUHQFH�������������֝�������KWWSV���GRL�RUJ�������������������������� �b b b b b bb

�b
$QGUHZV���(�����������$SULO���������7KH��6FLHQFH��%HKLQG��&DPEULGJH��$QDO\WLFD���'RHV��3V\FKRORJLFDO��3URࣾOLQJ��b b b b b b b b b b b b b

:RUN"���6WDQIRUG��*UDGXDWH��6FKRRO��RI��%XVLQHVV���b b b b b b
KWWSV���ZZZ�JVE�VWDQIRUG�HGX�LQVLJKWV�VFLHQFH�EHKLQG�FDPEULGJH�DQDO\WLFD�GRHV�SV\FKRO�
RJLFDO�SUROLQJ�ZRUN�� �bb

�b
$QRQ\PRXV�����������2FWREHU�����6XSSOHPHQWDO��'LVFORVXUH��RI��6HFXULWLHV��/DZ��9LRODWLRQV��E\��)DFHERRN���b b b b b b b b b b b

,QF����6(&��2ௗFH��RI��WKH��:KLVWOHEORZHU���b b b b b b
KWWSV���GULYH�JRRJOH�FRP�OH�G��:32D3(�0\:0G09�I���QV6M**UP6MQNZ�YLHZ"XVS�
 HPEHGBIDFHERRN�� �bb

�b
$XVWLQ���(���:����%RUDK���3����	��'RPJDDUG���6������������&29,'�����GLVLQIRUPDWLRQ��DQG��SROLWLFDO��b b b b b b b b b b b b b

HQJDJHPHQW��DPRQJ��FRPPXQLWLHV��RI��FRORU���7KH��UROH��RI��PHGLD��OLWHUDF\��+DUYDUG��.HQQHG\��b b b b b b b b b b b b
6FKRRO��0LVLQIRUPDWLRQ��5HYLHZ�����KWWSV���GRL�RUJ����������PU���������� �b b b bb

�b
%HQNOHU���<����)DULV���5����	��5REHUWV���+�������������1HWZRUN��3URSDJDQGD���0DQLSXODWLRQ���'LVLQIRUPDWLRQ���b b b b b b b b b b b b

DQG��5DGLFDOL]DWLRQ��LQ��$PHULFDQ��3ROLWLFV����2[IRUG��8QLYHUVLW\��3UHVV�� �b b b b b b b b
�b

%OHDNOH\���3������������3DQLF���SL]]D��DQG��PDLQVWUHDPLQJ��WKH��DOW�ULJKW���$��VRFLDO��PHGLD��DQDO\VLV��RI��b b b b b b b b b b b b b b
3L]]DJDWH��DQG��WKH��ULVH��RI��WKH��4$QRQ��FRQVSLUDF\����&XUUHQW��6RFLRORJ\������������������������b b b b b b b b b b b
KWWSV���GRL�RUJ��������������������������� �bb

�b

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̈ ̍� �ͽ

https://www.congress.gov/bill/117th-congress/house-bill/4447
https://www.congress.gov/bill/117th-congress/senate-bill/1896/text
https://doi.org/10.1145/3447535.3462637
https://www.gsb.stanford.edu/insights/science-behind-cambridge-analytica-does-psychological-profiling-work
https://www.gsb.stanford.edu/insights/science-behind-cambridge-analytica-does-psychological-profiling-work
https://drive.google.com/file/d/1WPOaPE6MyWMdMV9f218nsSjGGrmSjnkw/view?usp=embed_facebook
https://drive.google.com/file/d/1WPOaPE6MyWMdMV9f218nsSjGGrmSjnkw/view?usp=embed_facebook
https://doi.org/10.37016/mr-2020-58
https://doi.org/10.1177/00113921211034896


��

%URGNLQ���-�����������-XO\��������-XGJH��WHDUV��)ORULGDյV��VRFLDO��PHGLD��ODZ��WR��VKUHGV��IRU��YLRODWLQJ��)LUVW��b b b b b b b b b b b b b b b b
$PHQGPHQW����$UV��7HFKQLFD���b b b
KWWSV���DUVWHFKQLFD�FRP�WHFK�SROLF\���������MXGJH�WHDUV�RULGDV�VRFLDO�PHGLD�ODZ�WR�VKU�
HGV�IRU�YLRODWLQJ�UVW�DPHQGPHQW��� �bb

�b
%XEOH���&�����������'HFHPEHU���������(OHFWLRQ��&RPPLVVLRQ��5HJDLQV��4XRUXP��DQG��5HVXPHV��)XOO��'XWLHV���b b b b b b b b b b b b b

)DFLQJ��D��0DVVLYH��%DFNORJ��RI��:RUN����*RYHUQPHQW��([HFXWLYH���b b b b b b b b
KWWSV���ZZZ�JRYH[HF�FRP�PDQDJHPHQW���������HOHFWLRQ�FRPPLVVLRQ�UHJDLQV�TXRUXP��
DQG�UHVXPHV�IXOO�GXWLHV�IDFLQJ�PDVVLYH�EDFNORJ�ZRUN���������� �bb

�b
%XGLPDQ���$����	��1RH�%XVWDPHQWH���/�����������'HFHPEHU��������%ODFN��HOLJLEOH��YRWHUV��PDNH��XS�������b b b b b b b b b b b b b b

RI��JURZWK��LQ��*HRUJLD��HOHFWRUDWH��VLQFH����������3HZ��5HVHDUFK��&HQWHU����b b b b b b b b b b
KWWSV���ZZZ�SHZUHVHDUFK�RUJ�IDFW�WDQN������������EODFN�HOLJLEOH�YRWHUV�KDYH�DFFRXQWH�
G�IRU�QHDUO\�KDOI�RI�JHRUJLD�HOHFWRUDWHV�JURZWK�VLQFH�������� �bb

�b
%\HUV���'���2���DQG��'�����������6HSWHPEHU���������([FOXVLYH���)DNH��EODFN��DFWLYLVW��VRFLDO��PHGLD��DFFRXQWV��b b b b b b b b b b b b b b b

OLQNHG��WR��5XVVLDQ��JRYHUQPHQW����&110RQH\���b b b b b
KWWSV���PRQH\�FQQ�FRP������������PHGLD�EODFNWLYLVW�UXVVLD�IDFHERRN�WZLWWHU�LQGH[�KWPO�� �bb

�b
&DPSEHOO���&����	��6FKXOW]���/�����������2FWREHU���������:LVFRQVLQ��*23��OHDGHUV��PDGH��LW��KDUGHU��WR��YRWH���b b b b b b b b b b b b b b b b

HVSHFLDOO\��IRU��%ODFN��UHVLGHQWV����:LVFRQVLQ:DWFK�2UJ���b b b b b
KWWSV���ZLVFRQVLQZDWFK�RUJ���������ZLVFRQVLQ�JRS�OHDGHUV�PDGH�LW�KDUGHU�WR�YRWH�HVSH�
FLDOO\�IRU�EODFN�UHVLGHQWV��� �bb

�b
&KDQJ���+��&���+����&KHQ���(����=KDQJ���0����0XULF���*����	��)HUUDUD���(������������6RFLDO��%RWV��DQG��6RFLDO��b b b b b b b b b b b b b b b b b

0HGLD��0DQLSXODWLRQ��LQ���������7KH��<HDU��LQ��5HYLHZ����$U;LY�������������>&V@����b b b b b b b b b b
KWWS���DU[LY�RUJ�DEV������������� �bb

�b
&KDQQHO�����1HZV��,QYHVWLJDWLRQV�����������6HSWHPEHU���������5HYHDOHG���7UXPS��FDPSDLJQ��VWUDWHJ\��WR��GHWHU��b b b b b b b b b b b b b

PLOOLRQV��RI��%ODFN��$PHULFDQV��IURP��YRWLQJ��LQ����������&KDQQHO�����1HZV���b b b b b b b b b b b
KWWSV���ZZZ�FKDQQHO��FRP�QHZV�UHYHDOHG�WUXPS�FDPSDLJQ�VWUDWHJ\�WR�GHWHU�PLOOLRQV�R�
I�EODFN�DPHULFDQV�IURP�YRWLQJ�LQ������� �bb

�b
&KDUOWRQ���/�����������$XJXVW�������:KDW��,V��WKH��*UHDW��5HSODFHPHQW"�7KH��1HZ��<RUN��7LPHV����b b b b b b b b b b b b b b

KWWSV���ZZZ�Q\WLPHV�FRP������������XV�SROLWLFV�JUDQG�UHSODFHPHQW�H[SODLQHU�KWPO�� �bb

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̈ ̎� �ͽ

https://arstechnica.com/tech-policy/2021/07/judge-tears-floridas-social-media-law-to-shreds-for-violating-first-amendment/
https://arstechnica.com/tech-policy/2021/07/judge-tears-floridas-social-media-law-to-shreds-for-violating-first-amendment/
https://www.govexec.com/management/2020/12/election-commission-regains-quorum-and-resumes-full-duties-facing-massive-backlog-work/170680/
https://www.govexec.com/management/2020/12/election-commission-regains-quorum-and-resumes-full-duties-facing-massive-backlog-work/170680/
https://www.pewresearch.org/fact-tank/2020/12/15/black-eligible-voters-have-accounted-for-nearly-half-of-georgia-electorates-growth-since-2000/
https://www.pewresearch.org/fact-tank/2020/12/15/black-eligible-voters-have-accounted-for-nearly-half-of-georgia-electorates-growth-since-2000/
https://money.cnn.com/2017/09/28/media/blacktivist-russia-facebook-twitter/index.html
https://wisconsinwatch.org/2020/10/wisconsin-gop-leaders-made-it-harder-to-vote-especially-for-black-residents/
https://wisconsinwatch.org/2020/10/wisconsin-gop-leaders-made-it-harder-to-vote-especially-for-black-residents/
http://arxiv.org/abs/2102.08436
https://www.channel4.com/news/revealed-trump-campaign-strategy-to-deter-millions-of-black-americans-from-voting-in-2016
https://www.channel4.com/news/revealed-trump-campaign-strategy-to-deter-millions-of-black-americans-from-voting-in-2016
https://www.nytimes.com/2019/08/06/us/politics/grand-replacement-explainer.html


��

�b
&RQVXPHU��2QOLQH��3ULYDF\��5LJKWV��$FW���QR���6�����������WK��&RQJUHVV�����������b b b b b b b b b b

KWWSV���ZZZ�FRQJUHVV�JRY�ELOO����WK�FRQJUHVV�VHQDWH�ELOO������� �bb
�b

'DQLHO���/�����������0DUFK��������5LVH��RI��WKH��3H³DERWV����'DWD��DQG��6RFLHW\���b b b b b b b b b b b b
KWWSV���SRLQWV�GDWDVRFLHW\�QHW�ULVH�RI�WKH�SH�&��%�DERWV�G��I�IH��G���� �bb

�b
'ZRVNLQ���(����	��7LPEHUJ���&�����������-DQXDU\��������0LVLQIRUPDWLRQ��GURSSHG��GUDPDWLFDOO\��WKH��ZHHN��b b b b b b b b b b b b b

DIWHU��7ZLWWHU��EDQQHG��7UXPS��DQG��VRPH��DOOLHV����:DVKLQJWRQ��3RVW����b b b b b b b b b
KWWSV���ZZZ�ZDVKLQJWRQSRVW�FRP�WHFKQRORJ\������������PLVLQIRUPDWLRQ�WUXPS�WZLWWHU�
��� �bb

�b
)DFHERRN�����������1RYHPEHU�����$ERXW��DGV��DERXW��VRFLDO��LVVXHV���HOHFWLRQV��RU��SROLWLFV����)DFHERRN��%XVLQHVV��b b b b b b b b b b b b b

+HOS��&HQWUH����KWWSV���HQ�JE�IDFHERRN�FRP�EXVLQHVV�KHOS������������������ �b b bb
�b

)DFHERRN�����������2FWREHU��������6HSWHPEHU��������&RRUGLQDWHG��,QDXWKHQWLF��%HKDYLRU��5HSRUW����0HWD����b b b b b b b b b b b
KWWSV���DERXW�IE�FRP�QHZV���������VHSWHPEHU������FRRUGLQDWHG�LQDXWKHQWLF�EHKDYLRU�U�
HSRUW��� �bb

�b
)DFHERRN���)URP��(OHFWLRQ��WR��,QVXUUHFWLRQ������������0DUFK��������$YDD]���b b b b b b b b b

KWWSV���VHFXUH�DYDD]�RUJ�FDPSDLJQ�HQ�IDFHERRNBHOHFWLRQBLQVXUUHFWLRQ��� �bb
�b

)HGHUDO��(OHFWLRQ��&RPPLVVLRQ����Q�G������$GYHUWLVLQJ��DQG��GLVFODLPHUV����)(&�*RY���5HWULHYHG��2FWREHU��b b b b b b b b b b
������������IURP��b b b
KWWSV���ZZZ�IHF�JRY�KHOS�FDQGLGDWHV�DQG�FRPPLWWHHV�DGYHUWLVLQJ�DQG�GLVFODLPHUV��� �bb

�b
)HVVOHU���3�����������2FWREHU��������7UXPSյV��&DOOV��)RU��3ROO��:DWFKHUV��5DLVH��)HDUV��$ERXW��9RWHU��,QWLPLGDWLRQ����b b b b b b b b b b b b b b b

*HRUJLD��3XEOLF��%URDGFDVWLQJ���b b b
KWWSV���ZZZ�JSE�RUJ�QHZV������������WUXPSV�FDOOV�IRU�SROO�ZDWFKHUV�UDLVH�IHDUV�DERXW��
YRWHU�LQWLPLGDWLRQ�� �bb

�b
)LVFKHU���6�����������'HFHPEHU���������ո8QUHOLDEOHչ��QHZV��VRXUFHV��JRW��PRUH��WUDFWLRQ��LQ����������$[LRV���b b b b b b b b b b b b b b

KWWSV���ZZZ�D[LRV�FRP�XQUHOLDEOH�QHZV�VRXUFHV�VRFLDO�PHGLD�HQJDJHPHQW����EI����F��
E���H�������������E�GFD���KWPO�� �bb

�b

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̈ ̏� �ͽ

https://www.congress.gov/bill/116th-congress/senate-bill/2968
https://points.datasociety.net/rise-of-the-pe%C3%B1abots-d35f9fe12d67
https://www.washingtonpost.com/technology/2021/01/16/misinformation-trump-twitter/
https://www.washingtonpost.com/technology/2021/01/16/misinformation-trump-twitter/
https://en-gb.facebook.com/business/help/167836590566506
https://about.fb.com/news/2021/10/september-2021-coordinated-inauthentic-behavior-report/
https://about.fb.com/news/2021/10/september-2021-coordinated-inauthentic-behavior-report/
https://secure.avaaz.org/campaign/en/facebook_election_insurrection/
https://www.fec.gov/help-candidates-and-committees/advertising-and-disclaimers/
https://www.gpb.org/news/2020/10/01/trumps-calls-for-poll-watchers-raise-fears-about-voter-intimidation
https://www.gpb.org/news/2020/10/01/trumps-calls-for-poll-watchers-raise-fears-about-voter-intimidation
https://www.axios.com/unreliable-news-sources-social-media-engagement-297bf046-c1b0-4e69-9875-05443b1dca73.html
https://www.axios.com/unreliable-news-sources-social-media-engagement-297bf046-c1b0-4e69-9875-05443b1dca73.html


��

)ORUHV�6DYLJD���&����	��6DYDJH���6�������������$QWL�/DWLQ[��&RPSXWDWLRQDO��3URSDJDQGD��LQ��WKH��8QLWHG��6WDWHV����b b b b b b b b b b b b b
,QVWLWXWH��)RU��7KH��)XWXUH���b b b b
KWWSV���ZZZ�LIWI�RUJ�OHDGPLQ�XVHUBXSORDG�GRZQORDGV�RXUZRUN�,)7)B$QWLB/DWLQ[BFRP�
S�SURSB:B���������SGI�� �bb

�b
)XQJ���%�����������6HSWHPEHU���������)DFHERRN��DOORZHG��KXQGUHGV��RI��PLVOHDGLQJ��VXSHU��3$&��DGV���DFWLYLVW��b b b b b b b b b b b b b b

JURXS��ࣾ QGV����&11���b b b
KWWSV���ZZZ�FQQ�FRP������������WHFK�IDFHERRN�VXSHU�SDF�DGV�LQGH[�KWPO�� �bb

�b
*DOHRWWL���0�����������-XQH�����$FWLYH��0HDVXUHV���5XVVLDյV��&RYHUW��*HRSROLWLFDO��2SHUDWLRQV����*HRUJH��&���b b b b b b b b b b b b

0DUVKDOO��(XURSHDQ��&HQWHU��IRU��6HFXULW\��6WXGLHV���b b b b b b
KWWS���ZZZ�PDUVKDOOFHQWHU�RUJ�HQ�SXEOLFDWLRQV�VHFXULW\�LQVLJKWV�DFWLYH�PHDVXUHV�UXVVLDV��
FRYHUW�JHRSROLWLFDO�RSHUDWLRQV���� �bb

�b
*LOEHUW���&�����������0D\���������)RU��SRODUL]HG��:LVFRQVLQ���QR��FRQVHQVXV���OLWWOH��FRPPRQ��JURXQG����b b b b b b b b b b b b b

KWWS���ZZZ�MVRQOLQH�FRP�QHZV�VWDWHSROLWLFV�SRODUL]HG�ZLVFRQVLQV�OHJDF\�QR�FRQVHQVXV�OL�
WWOH�FRPPRQ�JURXQG�E��������]������������KWPO�� �bb

�b
*RRGZLQ���$����:RROOH\���6����	��-RVH���.�����������2FWREHU�����6RFLDO��0HGLD��,QࣿXHQFHUV��DQG��WKH��������b b b b b b b b b b b b b b b

8�6���(OHFWLRQ���3D\LQJ��մ5HJXODU��3HRSOHյ��IRU��'LJLWDO��&DPSDLJQ��&RPPXQLFDWLRQ�����&HQWHU��IRU��b b b b b b b b b b b b
0HGLD��(QJDJHPHQW�����&HQWHU��IRU��0HGLD��(QJDJHPHQW����b b b b b b b
KWWSV���PHGLDHQJDJHPHQW�RUJ�UHVHDUFK�VRFLDO�PHGLD�LQXHQFHUV�DQG�WKH������HOHFWLRQ��� �bb

�b
*XUVN\���-����5LHGO���0���-����	��:RROOH\���6�����������0DUFK��������7KH��GLVLQIRUPDWLRQ��WKUHDW��WR��GLDVSRUD��b b b b b b b b b b b b b b b b

FRPPXQLWLHV��LQ��HQFU\SWHG��FKDW��DSSV����%URRNLQJV����b b b b b b
KWWSV���ZZZ�EURRNLQJV�HGX�WHFKVWUHDP�WKH�GLVLQIRUPDWLRQ�WKUHDW�WR�GLDVSRUD�FRPPXQLW�
LHV�LQ�HQFU\SWHG�FKDW�DSSV��� �bb

�b
+DPSWRQ���.����5DLQLH���/����/X���:����'Z\HU���0����6KLQ���,����	��3XUFHOO���.�����������$XJXVW��������6RFLDO��b b b b b b b b b b b b b b b b b

0HGLD��DQG��WKH��֡6SLUDO��RI��6LOHQFH�֢���3HZ��5HVHDUFK��&HQWHU���,QWHUQHW���6FLHQFH��	��7HFK����b b b b b b b b b b b b b
KWWSV���ZZZ�SHZUHVHDUFK�RUJ�LQWHUQHW������������VRFLDO�PHGLD�DQG�WKH�VSLUDO�RI�VLOHQF�
H��� �bb

�b

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̉ ̆� �ͽ

https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_Anti_Latinx_comp.prop_W_05.07.19.pdf
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_Anti_Latinx_comp.prop_W_05.07.19.pdf
https://www.cnn.com/2020/09/23/tech/facebook-super-pac-ads/index.html
http://www.marshallcenter.org/en/publications/security-insights/active-measures-russias-covert-geopolitical-operations-0
http://www.marshallcenter.org/en/publications/security-insights/active-measures-russias-covert-geopolitical-operations-0
http://www.jsonline.com/news/statepolitics/polarized-wisconsins-legacy-no-consensus-little-common-ground-b99268173z1-258974221.html
http://www.jsonline.com/news/statepolitics/polarized-wisconsins-legacy-no-consensus-little-common-ground-b99268173z1-258974221.html
https://mediaengagement.org/research/social-media-influencers-and-the-2020-election/
https://www.brookings.edu/techstream/the-disinformation-threat-to-diaspora-communities-in-encrypted-chat-apps/
https://www.brookings.edu/techstream/the-disinformation-threat-to-diaspora-communities-in-encrypted-chat-apps/
https://www.pewresearch.org/internet/2014/08/26/social-media-and-the-spiral-of-silence/
https://www.pewresearch.org/internet/2014/08/26/social-media-and-the-spiral-of-silence/


��

+DQGFRFN���0���6����	��*LOH���.���-������������&RPPHQW���2Q��WKH��&RQFHSW��RI��6QRZEDOO��6DPSOLQJ���b b b b b b b b b b b b b b b
6RFLRORJLFDO��0HWKRGRORJ\���������������֝������b b b b
KWWSV���GRL�RUJ���������M����������������������[� �b

�b
+DUGHH���+�����������2FWREHU���������3UR�7UXPS��DQG��SUR�%LGHQ��3$&V��VSUHDG��GHEXQNHG��)DFHERRN��DGV��LQ��b b b b b b b b b b b b b b

:LVFRQVLQ����:LVFRQVLQ:DWFK�2UJ���b b
KWWSV���ZLVFRQVLQZDWFK�RUJ���������SUR�WUXPS�DQG�SUR�ELGHQ�SDFV�VSUHDG�GHEXQNHG�ID�
FHERRN�DGV�LQ�ZLVFRQVLQ���bb

�b
+DZNLQV���'�����������1RYHPEHU�������1R���\RX��FDQ֢W��WH[W��\RXU��YRWH���%XW��WKHVH��IDNH��DGV��WHOO��&OLQWRQ��b b b b b b b b b b b b b b b b b

VXSSRUWHUV��WR��GR��MXVW��WKDW����:DVKLQJWRQ��3RVW����b b b b b b b
KWWSV���ZZZ�ZDVKLQJWRQSRVW�FRP�QHZV�PRUQLQJ�PL[�ZS������������QR�\RX�FDQW�WH[W�
�\RXU�YRWH�EXW�WKHVH�DGV�WHOO�FOLQWRQ�VXSSRUWHUV�WR�GR�MXVW�WKDW��� �bb

�b
+HLP���0����	��/LWNH���(�����������1RYHPEHU��������3ROLWL)DFWձ)DFW�FKHFNLQJ��WKH��DYDODQFKH��RI��:LVFRQVLQ��b b b b b b b b b b b b b

HOHFWLRQ��PLVLQIRUPDWLRQ����3ROLWLIDFW���b b b
KWWSV���ZZZ�SROLWLIDFW�FRP�DUWLFOH������QRY����IDFW�FKHFNLQJ�DYDODQFKH�ZLVFRQVLQ�HOHFW�
LRQ�PLVLQIR��� �bb

�b
-KDYHU���6����%R\OVWRQ���&����<DQJ���'����	��%UXFNPDQ���$������������(YDOXDWLQJ��WKH��(HFWLYHQHVV��RI��b b b b b b b b b b b b b b

'HSODWIRUPLQJ��DV��D��0RGHUDWLRQ��6WUDWHJ\��RQ��7ZLWWHU����3URFHHGLQJV��RI��WKH��$&0��RQ��b b b b b b b b b b b b
+XPDQ�&RPSXWHU��,QWHUDFWLRQ������&6&:���������������������KWWSV���GRL�RUJ������������������ �b b b b bb

�b
-RVH���.����	��:RROOH\���6�������������7KH��+XPDQ��&RQVHTXHQFHV��RI��&RPSXWDWLRQDO��3URSDJDQGD���(LJKW��b b b b b b b b b b b b b

&DVH��6WXGLHV��IURP��WKH��������86��0LGWHUP��(OHFWLRQV����,QVWLWXWH��)RU��7KH��)XWXUH���b b b b b b b b b b b b
KWWSV���ZZZ�LIWI�RUJ�OHDGPLQ�XVHUBXSORDG�GRZQORDGV�RXUZRUN�,)7)B([HFXWLYHB6XPP�
DU\BFRPS�SURSB:B��������B���SGI�� �bb

�b
-R\QHU���&�����������2FWREHU��������*HRUJLD��DW��KLJK��ULVN��RI��PLOLWLD��WKUHDW��DURXQG��HOHFWLRQV���QHZ��UHSRUW��b b b b b b b b b b b b b b b b

VD\V����7KH��$WODQWD��-RXUQDO�&RQVWLWXWLRQ����b b b b
KWWSV���ZZZ�DMF�FRP�QHZV�JHRUJLD�DW�KLJK�ULVN�RI�PLOLWLD�WKUHDW�DURXQG�HOHFWLRQV�QHZ�
�UHSRUW�VD\V��=:8-:;<��'0;+&&(1���&63)<��� �bb

�b
.HUWVFKHU���7�����������1RYHPEHU���������3ROLWL)DFWձ1R��SURRI��*HRUJLD��6HQDWH��KRSHIXO��:DUQRFN��b b b b b b b b b b b

մZHOFRPHGյ��)LGHO��&DVWUR��WR��KLV��FKXUFK����3ROLWLIDFW���b b b b b b b

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̉ ̇� �ͽ

https://doi.org/10.1111/j.1467-9531.2011.01243.x
https://wisconsinwatch.org/2020/10/pro-trump-and-pro-biden-pacs-spread-debunked-facebook-ads-in-wisconsin/
https://wisconsinwatch.org/2020/10/pro-trump-and-pro-biden-pacs-spread-debunked-facebook-ads-in-wisconsin/
https://www.washingtonpost.com/news/morning-mix/wp/2016/11/03/no-you-cant-text-your-vote-but-these-ads-tell-clinton-supporters-to-do-just-that/
https://www.washingtonpost.com/news/morning-mix/wp/2016/11/03/no-you-cant-text-your-vote-but-these-ads-tell-clinton-supporters-to-do-just-that/
https://www.politifact.com/article/2020/nov/04/fact-checking-avalanche-wisconsin-election-misinfo/
https://www.politifact.com/article/2020/nov/04/fact-checking-avalanche-wisconsin-election-misinfo/
https://doi.org/10.1145/3479525
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_Executive_Summary_comp.prop_W_05.07.19_01.pdf
https://www.iftf.org/fileadmin/user_upload/downloads/ourwork/IFTF_Executive_Summary_comp.prop_W_05.07.19_01.pdf
https://www.ajc.com/news/georgia-at-high-risk-of-militia-threat-around-elections-new-report-says/5ZWUJWXY35DMXHCCEN735CSPFY/
https://www.ajc.com/news/georgia-at-high-risk-of-militia-threat-around-elections-new-report-says/5ZWUJWXY35DMXHCCEN735CSPFY/


��

KWWSV���ZZZ�SROLWLIDFW�FRP�IDFWFKHFNV������QRY����NHOO\�ORHHU�QR�SURRI�JHRUJLD�VHQD�
WH�KRSHIXO�ZDUQRFN�ZHOFRPHG�I��� �bb

�b
.XPOHEHQ���0����:RROOH\���6����	��(QJOHU���0�������������&RPSXWDWLRQDO��3URSDJDQGD��DQG��WKH��������8�6���b b b b b b b b b b b b b b

3UHVLGHQWLDO��(OHFWLRQ���$QWLVHPLWLF��DQG��$QWL�%ODFN��&RQWHQW��RQ��)DFHERRN��DQG��7HOHJUDP����b b b b b b b b b b
$QWL�'HIDPDWLRQ��/HDJXH���b b
KWWSV���ZZZ�DGO�RUJ�UHVRXUFHV�UHSRUWV�FRPSXWDWLRQDO�SURSDJDQGD�DQG�WKH������HOHFWLRQ�� �bb

�b
/HRQ���6����	��6KDUS���5�����������1RYHPEHU���������:KR��PLFUR�WDUJHWHG��SROLWLFDO��DGV��PRUHձ7KH��7UXPS��RU��b b b b b b b b b b b b b b b

%LGHQ��FDPSDLJQ"��*OREDO��:LWQHVV���b b b b
KWWSV����HQ�EORJ�ZKR�PLFUR�WDUJHWHG�SROLWLFDO�DGV�PRUH�WUXPS�RU�ELGHQ�FDPSDLJQ��� �bb

�b
/HYLQH���6�����������0D\�������$UL]RQD��5HSXEOLFDQV��KXQW��IRU��EDPERR�ODFHG��&KLQD��EDOORWV��LQ��������b b b b b b b b b b b b b b

֡DXGLW֢��HRUW����7KH��*XDUGLDQ����b b b b
KWWSV���ZZZ�WKHJXDUGLDQ�FRP�XV�QHZV������PD\����DUL]RQD�UHSXEOLFDQV�EDPERR�EDOORW�
V�DXGLW������� �bb

�b
/LWNH���(�����������1RYHPEHU���������)DFW��FKHFN���0LOZDXNHH��HOHFWLRQV��ࣿ DVK��GULYH��WUDQVIHUUHG��WR��FRXQW\��RऀFH��b b b b b b b b b b b b b b b

ZLWKRXW��WDPSHULQJ����86$��72'$<���b b b b
KWWSV���ZZZ�XVDWRGD\�FRP�VWRU\�QHZV�IDFWFKHFN������������IDFW�FKHFN�PLOZDXNHH�DVK�
�GULYH�LQFLGHQW�XQUHODWHG�ELGHQ�YRWHV�������������� �bb

�b
0D]]HL���3�����������1RYHPEHU��������+RZ��+LVSDQLF��9RWHUV��6ZXQJ��0LDPL��5LJKW����7KH��1HZ��<RUN��b b b b b b b b b b b b b b

7LPHV�����KWWSV���ZZZ�Q\WLPHV�FRP������������XV�PLDPL�KLVSDQLF�YRWHUV�KWPO�� �b bb
�b

0D]]HL���3����	��0HGLQD���-�����������2FWREHU��������)DOVH��3ROLWLFDO��1HZV��LQ��6SDQLVK��3LWV��/DWLQR��9RWHUV��b b b b b b b b b b b b b b b b
$JDLQVW��%ODFN��/LYHV��0DWWHU���7KH��1HZ��<RUN��7LPHV���b b b b b b b b
KWWSV���ZZZ�Q\WLPHV�FRP������������XV�SROLWLFV�VSDQLVK�HOHFWLRQ������GLVLQIRUPDWLRQ�K�
WPO�� �bb

�b
0FJUDZ���0�����������2FWREHU���������$��IHDU��JURZV��LQ��7UXPSZRUOG���+DYH��ZH��JRQH��WRR��FRQVSLUDWRULDO"��b b b b b b b b b b b b b b b

32/,7,&2���b
KWWSV���ZZZ�SROLWLFR�FRP�QHZV������������WUXPS�FRQVSLUDF\�WKHRULHV�HOHFWLRQ��������� �bb

�b

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̉ ̈� �ͽ

https://www.politifact.com/factchecks/2020/nov/13/kelly-loeffler/no-proof-georgia-senate-hopeful-warnock-welcomed-f/
https://www.politifact.com/factchecks/2020/nov/13/kelly-loeffler/no-proof-georgia-senate-hopeful-warnock-welcomed-f/
https://www.adl.org/resources/reports/computational-propaganda-and-the-2020-election
https://www.theguardian.com/us-news/2021/may/06/arizona-republicans-bamboo-ballots-audit-2020
https://www.theguardian.com/us-news/2021/may/06/arizona-republicans-bamboo-ballots-audit-2020
https://www.usatoday.com/story/news/factcheck/2020/11/17/fact-check-milwaukee-flash-drive-incident-unrelated-biden-votes/6325022002/
https://www.usatoday.com/story/news/factcheck/2020/11/17/fact-check-milwaukee-flash-drive-incident-unrelated-biden-votes/6325022002/
https://www.nytimes.com/2020/11/21/us/miami-hispanic-voters.html
https://www.nytimes.com/2020/10/21/us/politics/spanish-election-2020-disinformation.html
https://www.nytimes.com/2020/10/21/us/politics/spanish-election-2020-disinformation.html
https://www.politico.com/news/2021/10/27/trump-conspiracy-theories-election-517313


��

0XVJUDYH���6�����������$XJXVW��������մ,��*HW��&DOOHG��D��5XVVLDQ��%RW������7LPHV��D��'D\�յ��32/,7,&2��b b b b b b b b b b b b b b b b
0DJD]LQH���b
KWWSV���ZZZ�SROLWLFR�FRP�PDJD]LQH�VWRU\������������WZLWWHU�WUXPS�WUDLQ�PDJD�HFKR�F�
KDPEHU��������� �bb

�b
1DWLRQDO��7UDFNLQJ��3ROO�����������������������0RUQLQJ��&RQVXOW�����3ROLWLFR���b b b b b b b b b

KWWSV���ZZZ�SROLWLFR�FRP�I�"LG �������F�F��H�G�F��D��F�FE�HDE�D����	QQDPH SOD\E�
RRN	QLG �������I������G��I�D�FI��I��E�EG����	QULG �������H�I����GG���DG�I�I���
���H�����	QOLG �������� �bb

�b
1DWLYH��$PHULFDQ��5HVRXUFH��)XQG�����������-XQH�������5HSRUW���2EVWDFOHV��DW��(YHU\��7XUQ����1DWLYH��b b b b b b b b b b b b b

$PHULFDQ��9RWLQJ��5LJKWV�����KWWSV���YRWH�QDUI�RUJ�REVWDFOHV�DW�HYHU\�WXUQ��� �b b b bb
�b

1LHVVH���0����	��:LFNHUW���'�����������1RYHPEHU�������*HRUJLD��EHWV��RQ��QHZ��YRWLQJ��V\VWHP��DPLG��b b b b b b b b b b b b b b b
KLJK�VWDNHV��HOHFWLRQ����7KH��$WODQWD��-RXUQDO�&RQVWLWXWLRQ����b b b b b
KWWSV���ZZZ�DMF�FRP�QHZV�VWDWH��UHJLRQDO�JRYW��SROLWLFV�JHRUJLD�EHWV�QHZ�YRWLQJ�V\VWH�
P�DPLG�KLJK�VWDNHV�HOHFWLRQ�;95�-Z�L�-�0L=��2�[8=.��� �bb

�b
3HZ��5HVHDUFK�����������-DQXDU\��������0DSSLQJ��WKH��������/DWLQR��HOHFWRUDWH����3HZ��5HVHDUFK��&HQWHUյV��b b b b b b b b b b b b b

+LVSDQLF��7UHQGV��3URMHFW����b b b
KWWSV���ZZZ�SHZUHVHDUFK�RUJ�KLVSDQLF�LQWHUDFWLYHV�PDSSLQJ�WKH�ODWLQR�HOHFWRUDWH��� �bb

�b
4XDUDQWD���.�����������1RYHPEHU�������'LVLQIRUPDWLRQ��WULHG��WR��GHFHLYH��$UL]RQDQV��DERXW��WKH��HOHFWLRQ���b b b b b b b b b b b b b

&URQNLWH��1HZV�����$UL]RQD��3%6����b b b b b
KWWSV���FURQNLWHQHZV�D]SEV�RUJ������������VRFLDO�PHGLD�GLVLQIRUPDWLRQ�WDFWLFV�WULHG�WR��
GHFHLYH�DUL]RQDQV�HOHFWLRQV�������� �bb

�b
5DPDFKDQGUDQ���*�����������0D\���������7ZLWWHU��,V��D��&DXOGURQ��RI��0LVLQIRUPDWLRQ��$ERXW��WKH��$UL]RQD��b b b b b b b b b b b b b b

������9RWH��$XGLW��_��%UHQQDQ��&HQWHU��IRU��-XVWLFH����%UHQQDQ��&HQWHU��IRU��-XVWLFH���b b b b b b b b b b b b
KWWSV���ZZZ�EUHQQDQFHQWHU�RUJ�RXU�ZRUN�DQDO\VLV�RSLQLRQ�WZLWWHU�FDXOGURQ�PLVLQIRUPD�
WLRQ�DERXW�DUL]RQD������YRWH�DXGLW�� �bb

�b
5DYHO���$���0����:RROOH\���6����	��6ULGKDUDQ���+�������������3ULQFLSOHV��DQG��3ROLFLHV��WR��&RXQWHU��'HFHSWLYH��b b b b b b b b b b b b b b b

'LJLWDO��3ROLWLFV����0DS/LJKW���b b b

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̉ ̉� �ͽ

https://www.politico.com/magazine/story/2017/08/09/twitter-trump-train-maga-echo-chamber-215470
https://www.politico.com/magazine/story/2017/08/09/twitter-trump-train-maga-echo-chamber-215470
https://www.politico.com/f/?id=0000017c-c00e-d3c9-a77c-cb9eab6a0000&nname=playbook&nid=0000014f-1646-d88f-a1cf-5f46b7bd0000&nrid=0000014e-f115-dd93-ad7f-f91513e50001&nlid=630318
https://www.politico.com/f/?id=0000017c-c00e-d3c9-a77c-cb9eab6a0000&nname=playbook&nid=0000014f-1646-d88f-a1cf-5f46b7bd0000&nrid=0000014e-f115-dd93-ad7f-f91513e50001&nlid=630318
https://www.politico.com/f/?id=0000017c-c00e-d3c9-a77c-cb9eab6a0000&nname=playbook&nid=0000014f-1646-d88f-a1cf-5f46b7bd0000&nrid=0000014e-f115-dd93-ad7f-f91513e50001&nlid=630318
https://vote.narf.org/obstacles-at-every-turn/
https://www.ajc.com/news/state--regional-govt--politics/georgia-bets-new-voting-system-amid-high-stakes-election/XVR7Jw5i1J7MiZ11O8xUZK/
https://www.ajc.com/news/state--regional-govt--politics/georgia-bets-new-voting-system-amid-high-stakes-election/XVR7Jw5i1J7MiZ11O8xUZK/
https://www.pewresearch.org/hispanic/interactives/mapping-the-latino-electorate/
https://cronkitenews.azpbs.org/2020/11/06/social-media-disinformation-tactics-tried-to-deceive-arizonans-elections-2020/
https://cronkitenews.azpbs.org/2020/11/06/social-media-disinformation-tactics-tried-to-deceive-arizonans-elections-2020/
https://www.brennancenter.org/our-work/analysis-opinion/twitter-cauldron-misinformation-about-arizona-2020-vote-audit
https://www.brennancenter.org/our-work/analysis-opinion/twitter-cauldron-misinformation-about-arizona-2020-vote-audit


��

KWWSV���PDSOLJKW�RUJ�V��DPD]RQDZV�FRP�ZS�FRQWHQW�XSORDGV����������������3ULQFLSOHV�
�DQG�3ROLFLHV�WR�&RXQWHU�'HFHSWLYH�'LJLWDO�3ROLWLFV�������SGI�� �bb

�b
5D\PRQG���-�����������2FWREHU��������6WDWH��)DUP��$UHQD��WULSOHV��QXPEHU��RI��YRWLQJ��PDFKLQHV��RQ��VLWH��IRU��HDUO\��b b b b b b b b b b b b b b b b b

YRWLQJ��SHULRG������$OLYH�&RP���b b b
KWWSV���ZZZ���DOLYH�FRP�DUWLFOH�QHZV�SROLWLFV�HOHFWLRQV�VWDWH�IDUP�DUHQD�WULSOV�YRWLQJ�P�
DFKLQHV�HDUO\�YRWLQJ�DWODQWD������GE�F���GHHH��H�F�EE�I������I�ID����� �bb

�b
5HGPDQ���+����$XJXVW�������:���(����	�����������������$XJXVW��������:LVFRQVLQ��5HSXEOLFDQV��VSUHDG��b b b b b b b b b b b b b b

PLVLQIRUPDWLRQ��LQ��HOHFWLRQV��URXQGWDEOH����:LVFRQVLQ��([DPLQHU����b b b b b b
KWWSV���ZLVFRQVLQH[DPLQHU�FRP�EULHI�ZLVFRQVLQ�UHSXEOLFDQV�VSUHDG�PLVLQIRUPDWLRQ�LQ�HO�
HFWLRQV�URXQGWDEOH�� �bb

�b
5RJHUV���5������������'HSODWIRUPLQJ���)ROORZLQJ��H[WUHPH��,QWHUQHW��FHOHEULWLHV��WR��7HOHJUDP��DQG��b b b b b b b b b b b

DOWHUQDWLYH��VRFLDO��PHGLD����(XURSHDQ��-RXUQDO��RI��&RPPXQLFDWLRQ���������������֝������b b b b b b b b b
KWWSV���GRL�RUJ��������������������������� �bb

�b
5RVVPDQ���*���%����	��5DOOLV���6���)�������������$Q��,QWURGXFWLRQ��WR��4XDOLWDWLYH��5HVHDUFK���/HDUQLQJ��LQ��WKH��b b b b b b b b b b b b b b b b

)LHOG����6$*(��3XEOLFDWLRQV�� �b b b
�b

5XVVLDQ��WUROOV֢��FKLHI��WDUJHW��ZDV��֥ EODFN��86��YRWHUV֦��LQ�����������������2FWREHU��������%%&��1HZV���b b b b b b b b b b b b b b b
KWWSV���ZZZ�EEF�FRP�QHZV�WHFKQRORJ\����������� �bb

�b
5\DQ���*���:����	��%HUQDUG���+���5������������7HFKQLTXHV��WR��,GHQWLI\��7KHPHV����)LHOG��0HWKRGV��������������b b b b b b b b b b b b b b b

��֝�������KWWSV���GRL�RUJ����������������;���������� �b bb
�b

5\DQ�0RVOH\���7�����������2FWREHU��������,�QVLGH��WKH��LQIRUPDWLRQ��ZDU��RQ��%ODFN��YRWHUV����0,7��7HFKQRORJ\��b b b b b b b b b b b b b b
5HYLHZ���b
KWWSV���ZZZ�WHFKQRORJ\UHYLHZ�FRP��������������������LQVLGH�WKH�LQIRUPDWLRQ�ZDU�R�
Q�EODFN�YRWHUV��� �bb

�b
6DGHJKL���5���/���DQG��0�����������1RYHPEHU�������)�DFW��FKHFN���$UL]RQD��HOHFWLRQ��GHSDUWPHQWV��FRQࣾUP��b b b b b b b b b b b b b b

6KDUSLHV��FDQ��EH��XVHG��RQ��EDOORWV����86$��72'$<���b b b b b b b b
KWWSV���ZZZ�XVDWRGD\�FRP�VWRU\�QHZV�IDFWFKHFN������������IDFW�FKHFN�VKDUSLHJDWH�FRQ�
WURYHUV\�DUL]RQD�IDOVH�FODLP�������������� �bb

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̉ ̊� �ͽ

https://maplight.org.s3.amazonaws.com/wp-content/uploads/20190211224524/Principles-and-Policies-to-Counter-Deceptive-Digital-Politics-1-1-2.pdf
https://maplight.org.s3.amazonaws.com/wp-content/uploads/20190211224524/Principles-and-Policies-to-Counter-Deceptive-Digital-Politics-1-1-2.pdf
https://www.11alive.com/article/news/politics/elections/state-farm-arena-tripls-voting-machines-early-voting-atlanta/85-84db0c37-deee-4e6c-bb0f-56185f1fa233
https://www.11alive.com/article/news/politics/elections/state-farm-arena-tripls-voting-machines-early-voting-atlanta/85-84db0c37-deee-4e6c-bb0f-56185f1fa233
https://wisconsinexaminer.com/brief/wisconsin-republicans-spread-misinformation-in-elections-roundtable/
https://wisconsinexaminer.com/brief/wisconsin-republicans-spread-misinformation-in-elections-roundtable/
https://doi.org/10.1177/0267323120922066
https://www.bbc.com/news/technology-49987657
https://doi.org/10.1177/1525822X02239569
https://www.technologyreview.com/2020/10/20/1010809/inside-the-information-war-on-black-voters/
https://www.technologyreview.com/2020/10/20/1010809/inside-the-information-war-on-black-voters/
https://www.usatoday.com/story/news/factcheck/2020/11/04/fact-check-sharpiegate-controversy-arizona-false-claim/6164820002/
https://www.usatoday.com/story/news/factcheck/2020/11/04/fact-check-sharpiegate-controversy-arizona-false-claim/6164820002/


��

�b
6$)(��7(&+��$FW���QR���6����������WK��&RQJUHVV�����������b b b b b b b b

KWWSV���ZZZ�FRQJUHVV�JRY�ELOO����WK�FRQJUHVV�VHQDWH�ELOO�����WH[W�� �bb
�b

6HUFKHQ���-����'RKHUW\���5����$WLT���2����	��+LOGHQ���'������������5DFLVP��DQG��+HDOWK��LQ��WKH��8QLWHG��6WDWHV���b b b b b b b b b b b b b b b b b
$��3ROLF\��6WDWHPHQW��)URP��WKH��$PHULFDQ��&ROOHJH��RI��3K\VLFLDQV����$QQDOV��RI��,QWHUQDO��0HGLFLQH���b b b b b b b b b b b b b
�������������֝�������KWWSV���GRL�RUJ���������0��������� �b b bb

�b
6LOYHUPDQ���&����	��$OH[DQGHU���/�����������1RYHPEHU��������+RZ��7HHQV��,Q��7KH��%DONDQV��$UH��'XSLQJ��b b b b b b b b b b b b b b b

7UXPS��6XSSRUWHUV��:LWK��)DNH��1HZV����%X]])HHG��1HZV���b b b b b b b
KWWSV���ZZZ�EX]]IHHGQHZV�FRP�DUWLFOH�FUDLJVLOYHUPDQ�KRZ�PDFHGRQLD�EHFDPH�D�JOREDO�
�KXE�IRU�SUR�WUXPS�PLVLQIR�� �bb

�b
6R���/�����������-XQH��������7UXPS�LQVSLUHG��GHDWK��WKUHDWV��DUH��WHUURUL]LQJ��HOHFWLRQ��ZRUNHUV����5HXWHUV����b b b b b b b b b b b b b

KWWSV���ZZZ�UHXWHUV�FRP�LQYHVWLJDWHV�VSHFLDO�UHSRUW�XVD�WUXPS�JHRUJLD�WKUHDWV��� �bb
�b

6RFLDO��0HGLD��'$7$��$FW���QR���+�5�����������WK��&RQJUHVV�����������b b b b b b b b b
KWWSV���ZZZ�FRQJUHVV�JRY�ELOO����WK�FRQJUHVV�KRXVH�ELOO������WH[W"U ��	V ��� �bb

�b
6RPPHU���:�����������0D\�������/DXUD��/RRPHU��DQG��0LOR��<LDQQRSRXORV��)LQG��/LIH��$IWHU��)DFHERRN��RQ��b b b b b b b b b b b b b b b

7HOHJUDP����7KH��'DLO\��%HDVW����b b b b
KWWSV���ZZZ�WKHGDLO\EHDVW�FRP�ODXUD�ORRPHU�DQG�PLOR�\LDQQRSRXORV�QG�OLIH�DIWHU�IDFH�
ERRN�RQ�WHOHJUDP�DQ�HQFU\SWHG�PHVVDJLQJ�DSS�� �bb

�b
6SHQFHU���6���+����	��)LFKHUD���$�����������)HEUXDU\�������0\3LOORZ��&(2֢V��9LGHR��5HKDVKHV��'HEXQNHG��b b b b b b b b b b b b b b

(OHFWLRQ��)UDXG��&ODLPV����)DFW&KHFN�2UJ����b b b b
KWWSV���ZZZ�IDFWFKHFN�RUJ���������P\SLOORZ�FHRV�YLGHR�UHKDVKHV�GHEXQNHG�HOHFWLRQ�IU�
DXG�FODLPV��� �bb

�b
6ZHQVRQ���$����	��6HLW]���$�����������$SULO���������$3��)$&7��&+(&.���7UXPS��WZHHWV��D��WDOO��WDOH��RI��b b b b b b b b b b b b b b b b b

ոGHOHWHGչ��YRWHV����$3��1(:6���b b b b
KWWSV���DSQHZV�FRP�DUWLFOH�IDFW�FKHFN�WUXPS�WZHHWV�WDOO�WDOH�YRWHV���F���������E�����
E�IFHFI���I������bb

�b

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̉ ̋� �ͽ

https://www.congress.gov/bill/117th-congress/senate-bill/299/text
https://doi.org/10.7326/M20-4195
https://www.buzzfeednews.com/article/craigsilverman/how-macedonia-became-a-global-hub-for-pro-trump-misinfo
https://www.buzzfeednews.com/article/craigsilverman/how-macedonia-became-a-global-hub-for-pro-trump-misinfo
https://www.reuters.com/investigates/special-report/usa-trump-georgia-threats/
https://www.congress.gov/bill/117th-congress/house-bill/3451/text?r=28&s=1
https://www.thedailybeast.com/laura-loomer-and-milo-yiannopoulos-find-life-after-facebook-on-telegram-an-encrypted-messaging-app
https://www.thedailybeast.com/laura-loomer-and-milo-yiannopoulos-find-life-after-facebook-on-telegram-an-encrypted-messaging-app
https://www.factcheck.org/2021/02/mypillow-ceos-video-rehashes-debunked-election-fraud-claims/
https://www.factcheck.org/2021/02/mypillow-ceos-video-rehashes-debunked-election-fraud-claims/
https://apnews.com/article/fact-check-trump-tweets-tall-tale-votes-13c104367924b8192b4fcecf334f7806
https://apnews.com/article/fact-check-trump-tweets-tall-tale-votes-13c104367924b8192b4fcecf334f7806


��

7KDNXU���'����	��+DQNHUVRQ���'���/�������������)DFWV��DQG��WKHLU��'LVFRQWHQWV���$��5HVHDUFK��$JHQGD��IRU��2QOLQH��b b b b b b b b b b b b b b b b
'LVLQIRUPDWLRQ���5DFH���DQG��*HQGHU����&HQWHU��IRU��'HPRFUDF\��	��7HFKQRORJ\���b b b b b b b b b
KWWSV���FGW�RUJ�LQVLJKWV�IDFWV�DQG�WKHLU�GLVFRQWHQWV�D�UHVHDUFK�DJHQGD�IRU�RQOLQH�GLVLQIR�
UPDWLRQ�UDFH�DQG�JHQGHU��� �bb

�b
7UHHQH���$�����������6HSWHPEHU���������3UR�7UXPS��VXSHU��3$&��ODXQFKHV�������PLOOLRQ��DG��EOLW]��LQ��VSULQW��WR�b b b b b b b b b b b b b b b b

HOHFWLRQ����$[LRV���b b
KWWSV���ZZZ�D[LRV�FRP�WUXPS�VXSHU�SDF�DG�EOLW]�H�IF�����ED�����H����D��F��D��EF��
����KWPO�� �bb

�b
7UXPS��FODLPV��PLOOLRQV��YRWHG��LOOHJDOO\��LQ��SUHVLGHQWLDO��SROO�����������1RYHPEHU���������%%&��1HZV����b b b b b b b b b b b b b

KWWSV���ZZZ�EEF�FRP�QHZV�ZRUOG�XV�FDQDGD���������� �bb
�b

9DVLORJDPEURV���0�����������2FWREHU�������)RU��6RPH��1DWLYH��$PHULFDQV���1R��+RPH��$GGUHVV��0LJKW��b b b b b b b b b b b b b
0HDQ��1R��9RWLQJ���3HZ��5HVHDUFK��&HQWHU����KWWSV���SHZ�RUJ�����*4<�� �b b b b b b bb

�b
9RJHOV���(�����������-DQXDU\��������7KH��6WDWH��RI��2QOLQH��+DUDVVPHQW����3HZ��5HVHDUFK��&HQWHU���,QWHUQHW���b b b b b b b b b b b b b b

6FLHQFH��	��7HFK����b b b
KWWSV���ZZZ�SHZUHVHDUFK�RUJ�LQWHUQHW������������WKH�VWDWH�RI�RQOLQH�KDUDVVPHQW��� �bb

�b
:LW\QVNL���0����	��&KULVWRHU���-�����������$XJXVW���������6NHSWLFLVP��8UJHG��$V��'LVLQIRUPDWLRQ���9RWHU��b b b b b b b b b b b b b

6XSSUHVVLRQ��:DVK��2YHU��:LVFRQVLQ����:LVFRQVLQ��3XEOLF��5DGLR���b b b b b b b
KWWSV���ZZZ�ZSU�RUJ�VNHSWLFLVP�XUJHG�GLVLQIRUPDWLRQ�YRWHU�VXSSUHVVLRQ�ZDVK�RYHU�ZL�
VFRQVLQ�� �bb

�b
:RROOH\���6���&����	��+RZDUG���3���1�������������&RPSXWDWLRQDO��3URSDJDQGD���3ROLWLFDO��3DUWLHV���3ROLWLFLDQV���b b b b b b b b b b b b b

DQG��3ROLWLFDO��0DQLSXODWLRQ��RQ��6RFLDO��0HGLD����2[IRUG��8QLYHUVLW\��3UHVV�� �b b b b b b b b b
�b

�ͽ
�À���ÀR0���0§X!0yÀ0ª͐����0m0!À�ª�m���§ª�§�J�y(����Xy���À�ªJ0À0(���!�wwÇyXÀX0²����I���!�m�ª��ͽ �����������������̉ ̌� �ͽ

https://cdt.org/insights/facts-and-their-discontents-a-research-agenda-for-online-disinformation-race-and-gender/
https://cdt.org/insights/facts-and-their-discontents-a-research-agenda-for-online-disinformation-race-and-gender/
https://www.axios.com/trump-super-pac-ad-blitz-e7fc9519-ba85-42e1-93a6-c05a03bc0584.html
https://www.axios.com/trump-super-pac-ad-blitz-e7fc9519-ba85-42e1-93a6-c05a03bc0584.html
https://www.bbc.com/news/world-us-canada-38126438
https://pew.org/3549GQY
https://www.pewresearch.org/internet/2021/01/13/the-state-of-online-harassment/
https://www.wpr.org/skepticism-urged-disinformation-voter-suppression-wash-over-wisconsin
https://www.wpr.org/skepticism-urged-disinformation-voter-suppression-wash-over-wisconsin

